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1
Introduction 
This contribution discuss the issue of Inter eNB handover without WT change while keeping LWA active. RAN2#95bis made the following agreements: 

1
The solution will ensure that PDCP deciphering using “wrong” key doesn’t happen at UE or eNB. 

2
It is up to eNB implementation when the source eNB stops sending DL packets to WT

3 
The impact to WT should be minimized for the handover procedure where WT is retained.

4a Solution will not require that UE has to retain two PDCP DL keys for LWA bearers (i.e. hard switch so that old key can be discarded as soon as the new key is used.) 

4b
A UE implementation may retain 2 DPCP DL keys (pending confirmation of the entire solution with SA3)

However, solutions on the procedure for PDCP key change at handover are still FFS.
=> RAN2 will select one of the 4 solutions (key indicator in LWAAP, end-marker packet, last SN in RRC, no indication of key change).

In this contribution, we will give our views on how UE deciphers packets from WT.

2 Discussion
According to RAN2 agreements and SA3’s reply [1], we have confirmed that eNB does not need to change WLAN security key (i.e., S-KWT) at handover but does need to be replaced at some later time. However, KeNB changes upon inter eNB handover. KeNB is used for the derivation of KRRCint, KRRCenc and KUPenc. KeNB shall be used by UE and target eNB as a new KeNB for RRC and UP traffic. WLAN security (S-KWT) and LTE security (AS keys: KUPenc , KRRCint and KRRCenc) shall be considered separately in the handover procedure. It also means that the procedure to change WLAN security key may not be triggered by the handover procedure or at handover.
Observation 1: WLAN security (S-KWT) and LTE security (AS keys) shall be considered separately in the handover procedure. AS keys shall change upon handover, but S-KWT can be updated at a later time, whose procedure may not be triggered by the handover procedure or at handover.

Since UE is not requested to re-associate or re-authenticate in the WiFi network with the new S-KWT immediately, UE is still allowed to remain associated with the WLAN, or is deemed as being active during handover. Based on RAN3’s agreements [2], the call flows for HO without WT change are introduced. We suggest to use the call flows as a baseline for discussion.
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Since S-KWT can be updated at a later time, there is no confusion in the WLAN security. However, the UE may be confused with using new or old PDCP key for the ciphering/deciphering of packets. In order to avoid confusion, for downlink, we suggest that source eNB may stop forwarding packets to WT upon Step 1 and target eNB may start forwarding packets to WT after Step 9, as shown in Fig. 1. UE may just not receive packets from WT due to other reasons (e.g., channel occupancy) instead of the start-stop behaviour. Error may occur in the ciphering/deciphering of packets if WT mixes packets from source eNB and target eNB, and then forwards to the UE. According to the current UE behaviour, UE can just discard the received packet for handling of unknown, unforeseen and erroneous protocol data. However, eNB stops forwarding packets to WT at handover, so that error occurred in the ciphering /deciphering of packets may not be enormous. As agreed in RAN2#95bis, it is up to eNB implementation when the source eNB stops sending DL packets to WT

For uplink, the same concept can be introduced. UE may stop sending packets to WT upon Step 6, and may start sending packets to WT after Step 8 (i.e., PDCP key updated). However, RRC Connection Reconfiguration can include LWA configuration during handover. Packet can be routed to target eNB instead of source eNB. If necessary, a PDCP data recovery procedure in TS 36.323 may be performed. Therefore, uplink transmission may not be an issue.
Since the start-stop behaviour can be left for implementation, the SPEC impact can be minimized. In addition, the handover procedure and WT addition may not take a long time. The interruption can be also minimized.

Based on the above analysis and observation, we suggest that a solution to identify or address PDCP key change at handover should be left for implementation. A possible implementation is to utilize the start-stop behaviour in eNB or UE. In addition, as discussed in RAN2#95bis, maintaining two PDCP keys in UE may be an implementation issue. It is difficult to select a solution which requires two PDCP keys without confirmation. Maintaining two PDCP keys in UE is UE implementation or UE capability.
Observation 2: RAN2 shall confirm whether or not UE can maintain two PDCP keys, e.g., UE implementation or UE capability.

If the UE implementation with two PDCP keys is feasible, UE may be able to decipher packets by using two PDCP keys in a period of time after handover. Extra effort is required in deciphering packets from WT. However, this behaviour relies on UE implementation. Therefore, we suggest that start-stop behaviour can be the baseline.
Proposal 1: If it is only feasible for UE implementation, start-stop behaviour shall be supported as the baseline approach.

If UE has capability to maintain two PDCP keys, a further enhancement could be designed. For example, UE may decipher packets by using two PDCP keys in a period of time after handover. However, the period of time may be unknown to UEs. In this case, we assume that WT is not changed. That means that WT may works in a good condition. Retransmission due to channel condition may not be a big issue. The period of time to use two PDCP keys may not be long. Furthermore, if eNB is aware of UE capability with two PDCP keys, eNB can configure an explicit period of time or PDCP SN (i.e., SN approach mentioned in RAN2#95bis) to UEs. Considering that WT behaviour in data transmission may be unknown to eNB, we prefer providing PDCP SN to UEs via RRC signalling. 
If eNB considers that UE is able to receive and decipher packets completely by using old PDCP key before UE receives handover command, PDCP SN may be not included in handover command. UE is not required to decipher packets via two PDCP keys after handover command. UE can use new PDCP key to decipher packets received from WT immediately. It is a key hard-switch. On the other hand, if eNB is uncomfortable in UE deciphering packets from WT by using old or new PDCP keys, PDCP SN can be included in handover command, which also implies that UE needs to maintain old PDCP key until dedicated packet. Consequently, after UE deciphers the dedicated packet (e.g., last PDCP SN), UE may discard old PDCP keys, and then deciphers following packets from WT by using new PDCP key only. 

PDCP status reporting from UE and WT may be utilized for eNB to expect whether or not PDCP SN should be included in handover command. In order to avoid PDCP SN confusion, SN approach can be further implemented on top of the start-stop behaviour in eNB.
Proposal 2: If it is UE capability, SN approach, i.e., DL SN of the packets ciphered with the PDCP key of the source eNB, can be implemented on top of the start-stop behaviour.

3
Conclusions
In this contribution, we discuss about PDCP key change at handover. We conclude with the following observations and proposals:
Observation 1: WLAN security (S-KWT) and LTE security (AS keys) shall be considered separately in the handover procedure. AS keys shall change upon handover, but S-KWT can be updated at a later time, whose procedure may not be triggered by the handover procedure or at handover.

Observation 2: RAN2 shall confirm whether or not UE can maintain two PDCP keys, e.g., UE implementation or UE capability.

Proposal 1: If it is only feasible for UE implementation, start-stop behaviour shall be supported as the baseline approach.

Proposal 2: If it is UE capability, SN approach, i.e., DL SN of the packets ciphered with the PDCP key of the source eNB, can be implemented on top of the start-stop behaviour.
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