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1   Introduction
In RAN2#95bis meeting, PDCP ciphering key handling during handover without WT change was discussed and no conclusion was reached. However, some agreements related to this issue were achieved as below [1]:
Agreement:

1.
The solution will ensure that PDCP deciphering using “wrong” key doesn’t happen at UE or eNB.

2.   It is up to eNB implementation when the source eNB stops sending DL packets to WT.

3.   The impact to WT should be minimized for the handover procedure where WT is retained.
4a. 
Solution will not require that UE has to retain two PDCP DL keys for LWA bearers (i.e. hard switch so that old key can be discarded as soon as the new key is used.)
4b. A UE implementation may retain 2 DPCP DL keys (pending confirmation of the entire solution with SA3)
5. RAN2 will select one of the 4 solutions (key indicator in LWAAP, end-marker packet, last SN in RRC, no indication of key change).
In this contribution, we will further discuss about this issue and provide our considerations. 
2   Discussion 
The new work item on enhanced LWA [2] was approved in RAN #71 meeting and one of the objectives is to specify the following feature for LWA:
=> Mobility optimizations, e.g. intra and inter eNB handover without WT change and improvements for Change of WT (RAN2, RAN3)

In Rel-13 LWA, intra/inter eNB handover requires release/add of LWA configuration. In order to minimize service interruption and achieve the objective of this WI, during RAN2#95 meeting, it was agreed that source eNB can add LWA configuration and WLAN measurements to handover request in order for the target eNB to have more information for the LWA configuration that can be added to the HO command towards UE. Further, when UE receives the handover command and is connected to a WLAN AP, UE does not need to change WLAN security key at handover but the key does need to be replaced at some later time. Therefore, UE is able to keep WT connection during intra/inter eNB handover and perform S-Kwt update based on reconfiguration procedure, which is an obvious improvement compared to the case when WT is changed during handover. 
Observation 1: Source eNB can add LWA configuration and WLAN measurements to handover request in order for the target eNB to have more information for the LWA configuration that can be added to the HO command towards UE.

Observation 2: Keeping WLAN security key unchanged during handover is an obvious improvement over the case when WT is changed. 
3   Further optimization for the specific case that WT and AP remains the same during HO 
During RAN2#95 meeting, one issue related to PDCP ciphering key change was raised. In order to eliminate service interruption in the specific case that in addition to WT, the AP also stays the same during HO and keep data transmission from WT, some mechanisms were proposed to handle the key change issue including key indicator in LWAAP, end marker packet and last SN in RRC signalling. In addition, in last RAN3 meeting, when to release WT was discussed and the mobility procedure for eLWA [3] was endorsed as a working assumption as shown in Figure 1. It was stated current RAN3 working assumption is that WT release should be sent after step 6, when to send it is implementation dependent. 
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 Figure 1. Mobility Procedure for eLWA
Downlink Transmission Case 
During LWA operation, LWA data may be buffered at WT and WLAN network. As described in 36.463 [4], after source eNB sends release message to WT, the WT will stop providing user data towards WLAN network. However, the buffered data at WLAN network may continue to be transferred to UE, which depends on implementation anyway. Since the transmission over WLAN link depends on WLAN link conditions and when the source eNB stops sending DL packets to WT is up to eNB implementation, the buffered data amount is unpredictable which means that the benefits acquired by introducing any of these mechanisms may be limited. In addition, even if both WT and mobility set are unchanged during handover, UE may probably connect to an AP within the mobility set which is different from the original one. In this case, enabling UE to decipher the buffered data from the old AP is useless. Therefore, these solutions target to this case where UE connects to the same AP after intra/inter eNB handover, which seems to be an optimization of a corner case. 
Observation 3: For downlink transmission, the gain in introducing any of these mechanisms to handle the key change issue is limited to the case that the AP UE is connected to before handover is included in the mobility set by target eNB and that UE stays connected to the same AP.
Therefore, in order to ensure that PDCP deciphering using “wrong” key doesn’t happen at UE, source eNB is responsible of minimizing the number of packets with old key in flight, so that UE can finish deciphering packets ciphered with old key before key update. Minimizing the number of packets with old key in flight further saves network and air interface resources and is thus preferred solution. Based on the above analysis, for downlink transmission, there seems no need to introduce any of the three mechanisms to indicate the key change, and can leavt it up to eNB implementation. The source eNB needs to stop sending DL packets to WT early enough to avoid the UE receiving PDCP PDUs ciphered with the old key after handover. Further, when WT receives WT addition request it should flush its buffers. As these are under RAN3 responsibility, we can leave details up to RAN3 but agree on a principle that source eNB and WT should be responsible for minimizing the number of packets with old key in flight.
Observation 4: Minimizing the number of packets with old key in flight further saves network and air interface resources and is thus preferred solution as the UE is not required to maintain two PDCP keys.
Proposal 1: Source eNB and WT are responsible for minimizing the number of packets with old key in flight. 
Uplink Transmission Case
From Figure 1, it can be seen that WT connects to both the source eNB and target eNB during the period from receiving WT Addition Request to receiving WT Release Request. Therefore, it is propose to conclude that during this period, WT is not aware of whether to forward the received packets to the source eNB or the target eNB. 
However, keeping two Xw tunnels connected and making forwarding decisions based on any of these three mechanisms requires the WT to interpret the either LWAAP header or inspect PDCP PDU, which is against our design principle, since we have already agreed that WT is not expected to interpret the radio protocol of 3GPP. 
Observation 5: For uplink transmission, WT is not able to utilize any of these mechanisms to decide the forward direction, which violates Rel-13 design principle that WT is transparent to the radio protocol of 3GPP.
Besides, UE may fail to connect to the target eNB during handover, which makes the uplink data forwarded transmission ciphering with new PDCP key through WLAN network and by WT to the target eNB useless before step 9. Therefore, UE should not send packets ciphered with new key until handover is complete. 
Observation 6: In case handover fails, any forwarded packets with new PDCP key become useless. This is avoided if UE stops sending packets deciphered with new key until HO is complete.
As UE needs to update PDCP key upon the reception of handover command UE should stop sending UL packets via WLAN when receiving the HO command. Then, there is no problem that before the reception of WT Release Request from the source eNB, WT keeps forwarding packets to the source eNB. Therefore, it is proposed that:
Proposal 2: For uplink transmission, UE needs to stop sending UL packets ciphered with old key upon receiving handover command and start to send UL packets ciphered with new PDCP key via WT after handover complete.
Based on the above analysis, for both downlink and uplink cases, the benefit of introducing any of the three  solutions for indicating key change is limited or violating Rel-13 design principle. Therefore, there seems no need to introduce any mechanism to indicate the change of PDCP ciphering key.
Proposal 3: For both downlink and uplink transmission, there is no need to indicate the change of PDCP ciphering key.
4   Conclusion
In this contribution, the issue related to PDCP key change at handover and the necessity of introduction of mechanisms to indicate key change are discussed, and we have the following observations and proposals:
Observation 1: Source eNB can add LWA configuration and WLAN measurements to handover request in order for the target eNB to have more information for the LWA configuration that can be added to the HO command towards UE.

Observation 2: Keeping WLAN security key unchanged during handover is an obvious improvement over the case when WT is changed. 

 Observation 3: For downlink transmission, the gain in introducing any of these mechanisms to handle the key change issue is limited to the case that the AP UE is connected to before handover is included in the mobility set by target eNB and that UE stays connected to the same AP.
Observation 4: Minimizing the number of packets with old key in flight further saves network and air interface resources and is thus preferred solution as the UE is not required to maintain two PDCP keys.
Observation 5: For uplink transmission, WT is not able to utilize any of these mechanisms to decide the forward direction, which violates Rel-13 design principle that WT is transparent to the radio protocol of 3GPP.
Observation 6: In case handover fails, any forwarded packets with new PDCP key become useless. This is avoided if UE stops sending packets deciphered with new key until HO is complete.
Proposal 1: Source eNB and WT are responsible for minimizing the number of packets with old key in flight.

Proposal 2: For uplink transmission, UE needs to stop sending UL packets ciphered with old key upon receiving handover command and start to send UL packets ciphered with new PDCP key via WT after handover complete.
Proposal 3: For both downlink and uplink transmission, there is no need to indicate the change of PDCP ciphering key.
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