3GPP TSG-RAN WG2 Meeting #95bis
R2-166909
Kaohsiung, 10-14 October 2016
Source: 
Huawei, HiSilicon
Title: 
Security consideration for NR
Agenda Item:
9.2.2.4
Document for:
Discussion and decision
1 Introduction
Radio interface security is related to both of SA3 and RAN2. In this paper we will discuss the security for NR from the perspective of RAN2.
2 Discussion
2.1 Security in LTE
In LTE, the AS security is activated during initial access via SMC procedure. After security activation, the AS security key refresh is performed via handover procedure. Also, the handover procedure always results in AS security key refresh.
Observation 1: In LTE, AS security key refresh is coupled with handover procedure.

From the perspective of security, the security key refresh is triggered in the following cases:
· Case 1: upon real handover

· Case 2: upon COUNT wrapping around

· Case 3: upon DRB ID using up

· Case 4: upon receiving fresh KeNB from the MME (after NAS SMC)
In general, for Case 1 an inter-cell handover is performed. For Case 2-4, an intra-cell handover is performed.

According to SA3’s specification, the KeNB*(new KeNB) is derived from the old KeNB/NH based on the corresponding target cell’s physical cell ID and frequency EARFCN-DL.
Observation 2: In LTE, AS security key refresh is involved to target cell ID (PCell ID).

2.2 Security consideration for NR

In LTE, for any handover including intra-cell/intra-eNB handover, the security key refresh is performed. Further the key refresh requires that the L2 entities are reset/re-established. The L2 entities reset/re-establishment will have significant impact to data transmission, especially for high throughput services. 
Depending on decisions to be taken in the discussions of cell definition and mobility, “handover” in NR may not be applicable to every mobility event, e.g. changing beams or TRPs within one gNB could be considered as a kind of lower layer mobility not affecting PDCP/RRC.
Learning the lessons from LTE, if security key is not refreshed upon mobility (it is feasible at least in case of intra-cell/intra-gNB mobility), the L2 entities do not need to be reset/re-established. The impacts to data transmission can be decreased.
Proposal 1: Consider decoupling security key refresh from mobility procedure at least for the case of lower layer mobility while the PDCP anchor point is not changed.
Proposal 1 means that intra-gNB mobility could be performed without key refresh, but also that key refresh does not need to be a mobility procedure, i.e. there could be a separate procedure for the key refresh that does not resemble handover and does not cause a data interruption.
Proposal 2: Security key refresh is performed only when it is necessary, e.g. upon PDCP layer transfer to new site, upon COUNT wrapping around, upon DRB ID using up.

Proposals 1 and 2 would avoid the potential for data interruption due to L2 reset.  However, they would introduce some new complexity in several areas:

· Relation of cell or serving node identity to key derivation

· Ambiguity as to which key is used during the key refresh

· Potential mechanism needed to guarantee mutual authentication with lower layer network nodes
· Chaining attacks within a gNB
These issues need to be considered by SA3 rather than RAN2, but we give some analysis below.

Relation to cell identity:
Another reason that the key refresh is always done upon handover is that the security key refresh is involved to target cell ID. The original intention using the target cell ID is using different parameters to derive different key for each handover. However, the intention can be achieved by e.g. using random value, just like the S-KeNB derivation in DC.
Proposal 3: Decouple security key derivation from cell identity.  The inputs to key derivation can be further considered by both SA3 and RAN2.
Since the definition of “cell” is still open at this writing, Proposal 3 is a bit unclear in its scope.  It could be considered that an identity from a higher layer RAN entity is used (e.g. “hypercell” rather than “cell”), or alternatively that a random input with no particular meaning is used.
Key ambiguity:
In LTE, the main reason that the key refresh is performed via handover is that the handover can evade the confusion period problem, i.e. the receiver does not know which one of new key or old key is used for the received PDPC PDU during the confusion period due to the asynchronous reconfiguration. However, the cost is the data transmission interruption. In NR, in order to achieve 0ms interruption, new and old security keys can be used simultaneously during the confusion period. How the receiver identifies which key is used for the PDCP PDU should be further investigated.
Proposal 4: Upon security key refresh, new and old security keys can be used simultaneously during the confusion period in order to achieve 0ms interruption. How the receiver identifies which key is used for the PDCP PDU should be further investigated.
The simultaneous use of old and new security keys was a well known source of complexity in UMTS, and it needs to be approached with caution in NR to avoid causing the same sort of problems.  However, it seems to be an unavoidable consequence if 0 ms interruption is to be achieved during key change.  The alternative would be to clarify that handover does not result in data interruption, but key refresh does—an undesirable and counter-intuitive result.  We would prefer to pursue the approach of using both keys simultaneously.
Mutual authentication:
In LTE, the key refresh during handover provides an opportunity for mutual authentication.  The target eNB cannot correctly generate the new key if it is not a legitimate node.  If key refresh is decoupled from handover, the possibility exists that a fake TRP, if it could acquire the UE in service with a real gNB, could maintain the UE in service by continuing to use an old key and never triggering a key refresh.  (It would have to obtain the previous key somehow, however.  Considering this point, and the question of whether lower layer mobility could be forced easily, this scenario might not be realistic.  We assume RAN2 and SA3 will remain aware of the issue as future design decisions are made.)

It could be possible to perform mutual authentication at low layer mobility, as a separate procedure from the refresh of the AS security keys.  It is obviously outside RAN2 scope to design such a procedure, but SA3 can be asked to consider if it is feasible.

Proposal 5: SA3 should be asked to evaluate the feasibility of a separate procedure for mutual authentication between UE and network at lower layer mobility, without key refresh.
Chaining attacks:

If the key is not changed at intra-gNB mobility, there is a risk of chaining attacks e.g. in case the source TRP is compromised.  An attacker could continue decrypting or falsifying traffic with the target TRP, for as long as the gNB did not update the keys.  This is an especially serious weakness if combined with a lack of mutual authentication, as it could allow a compromised TRP to force a handoff to a fake TRP, which could then continue using the existing keys to give the impression of legitimate service.

Proposal 6: SA3 should be asked to consider how to prevent inter-TRP chaining attacks in case key refresh is decoupled from lower layer mobility.
In the last RAN2 meeting, RAN2 had the following conclusions:

=>
Agree that, in the 'new state' there will be a mechanism where the UE first transits to the full connected state where data transmission can occur. 

=>
RAN2 will study the possibility for the UE to perform data transmission without state transition from the 'new state' to full connected.
For connectionless transmission, it seems that there may be two scenarios (i.e. idle state and ‘new’ state) to perform data transmission. For idle state, NR eNB has no the context of the UE. In this case, what NR eNB can do is very limited. It is desirable that RAN security is not applied and the CN is responsible for the data security, e.g. in the UP-GW, if needed. For ‘new’ state, the details are unclear and it is undetermined whether the transmitted data packet carries the UE ID information. It is FFS.
Proposal 7: For connectionless transmission, RAN security is not applied for idle UE. It is FFS for ‘new’ state UE.
If RAN2 can reach some conclusions from the perspective of RAN2, RAN2 can send LS to SA3 to inform RAN2’s consideration for SA3’s further study. 
Proposal 8: Send LS to SA3 to inform RAN2’s consideration.
3 Conclusion

This contribution discusses the security for NR from the perspective of RAN2 and suggests:

Observation 1: In LTE, AS security key refresh is coupled with handover procedure.

Observation 2: In LTE, AS security key refresh is involved to target cell ID (PCell ID).

Proposal 1: Decouple security key refresh from handover procedure.

Proposal 2: Security key refresh is performed only when it is necessary, e.g. upon PDCP layer transfer to new site, upon COUNT wrapping around, upon DRB ID using up.

Proposal 3: Decouple security key derivation from cell identity.

Proposal 4: Upon security key refresh, new and old security keys can be used simultaneously during the confusion period in order to achieve 0ms interruption. How the receiver identifies which key is used for the PDCP PDU should be further investigated.
Proposal 5: SA3 should be asked to evaluate the feasibility of a separate procedure for mutual authentication between UE and gNB, without key refresh.
Proposal 6: SA3 should be asked to consider how to prevent chaining attacks in case key refresh is decoupled from handover.
Proposal 7: For connectionless transmission, RAN security is not applied for idle UE. It is FFS for ‘new’ state UE.
Proposal 8: Send LS to SA3 to inform RAN2’s consideration.
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