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1 Introduction
SA2 discussed CN overload protection for CP solution (Key Issue 7) in the context of the SA2 study on NB-IoT enhancements for REL-14 (FS_CIOT_ext). The continuing work item has the following scope (plenary approval December 2016) [1]:

1) Support for authorization of use of Coverage Enhancement functionality.

2) Support for reliable communication service between UE and SCEF. 

3) Inter-RAT idle mode mobility support for NB-IOT.

4) Support for CN overload protection for UE supporting control plane EPS CIoT optimizations.

Key Issue 7 is described in TR 23.730 [2] as: 
5.7.1
Description

The recently agreed Rel-13 solution for CIoT data transmission over the control plane signalling – Control Plane CIoT EPS Optimisation is likely to add extra load to the network control entities like MME. Rate control of user data using CIoT EPS optimisation is available as defined in TS 23.401, section 4.7.7  [8]. However, if a temporary overload occurs, the network would benefit from proper handling of the overload from data transfer via control plane CIoT EPS Optimisation.

Key Issue 7 identifies the need for overload control of the CP solution in the MME. SA2 identified different solutions described in TR 23.730 [2]. SA2 agreed to support solution 8 which includes a “back-off timer” for ATTACH/TAU/Service Accept messages, and which does not have RAN impact [1]:

For Key Issue 7 (CN overload control for data transfer via Control Plane CIoT EPS Optimisation) it is agreed to specify in the normative specs:

Solution 8 - Back-off timer for data transmission via control plane.

SA2 is asking RAN2 and RAN3 for the feasibility of solution 9, which does have RAN impact [2]: 

RAN2: UE needs to indicate to eNB its "intention for using or preparedness to use" data transfer via Control Plane CIoT EPS optimisation (assuming it is also supported by the network) in one of the RRC messages during the RRC connection establishment. In addition, the eNB needs to be able to indicate to the UE that the extended wait timer in the RRC response is applicable only to CP CIoT data. This would be applicable also to NB-IoT RRC.

RAN3: MME needs to send the Overload Start/Stop message to eNB with a new parameter that indicates overload for control plane data so that the eNB can reject RRC connection establishments which indicates intention to use C-Plane CIoT data transfer in the eNB.
In this contribution the RAN2 impact of solution 9 is discussed further. 

2 Background

Establishment causes, extendedWaitTime and CP/UP support signalling

In REL-13 there is not a separate establishment cause for CP and UP solution, i.e. both solutions use mo-data (or mo-signalling during initial ATTACH). A separate establishment cause for CP and UP solution has been discussed during the REL-13 timeframe but this was not agreed [3]. During the REL-13 timeframe also signalling via MAC LCID in MSG3 was discussed [4]. The following establishment causes are defined in REL-13:
EstablishmentCause-NB-r13 ::=
ENUMERATED {










mt-Access, mo-Signalling, mo-Data, mo-ExceptionData,










delayTolerantAccess, spare3, spare2, spare1}
The NW can indicate an extendedWaitTime up to 30 min in the RRCConnectionReject-NB and RRCConnectionRelease-NB message, which is forwarded to the upper layers upon reception: 

RRCConnectionReject-NB-r13-IEs ::=
SEQUENCE {


extendedWaitTime-r13



INTEGER (1..1800),
RRCConnectionRelease-NB-r13-IEs ::=
SEQUENCE {


extendedWaitTime-r13 



INTEGER (1..1800)



OPTIONAL,
-- Need ON
The UE indicates attachWithoutPDN-Connectivity and up-CIoT-EPS-Optimisation support in MSG5:
RRCConnectionSetupComplete-NB-r13-IEs ::= SEQUENCE {


attachWithoutPDN-Connectivity-r13

ENUMERATED {true}



OPTIONAL,

up-CIoT-EPS-Optimisation-r13


ENUMERATED {true} 



OPTIONAL,

The UE does not explicitly indicate support for cp-CIoT-EPS-Optimisation, i.e. a UE supporting UE category NB1 supports the CP solution. The UE category is signalled in the UE capabilities in UE capability transfer procedure or context fetch of the Resume procedure: 
UE-Capability-NB-r13 ::=

SEQUENCE {


ue-Category-NB-r13



ENUMERATED {nb1}




OPTIONAL,
There is separate Access Barring for normal and exception reporting, however data sent via CP or UP solution is treated the same. 
Connection setup when only CP or CP+UP is supported

When the UE supports CP only, then the UE uses RRCConnectionRequest with mo-data establishment cause. 

When the UE supports both CP+UP, and the UE intends to send CP data only, then the UE could decide to use RRCConnectionRequest with mo-data establishment cause. When the UE support CP+UP, and the UE intends to send UP and/or CP data, the UE could decide to use RRCConnectionResumeRequest with mo-data, provided that the UE has acquired a ResumeID. Alternatively the UE could use RRCConnectionRequest with mo-data establishment cause, and configure a DRB later when it decides to send UP data.
When the eNB receives a RRCConnectionRequest then the eNB does not know if the UE support UP solution, and whether the UE intends to send CP or UP data. When the eNB receives a RRCConnectionResumeRequest then the eNB (obviously) knows that the UE support UP solution, but the UE may send CP and/or UP data. 
It is assumed that the eNB knows whether the CN supports CP and UP solution through (OAM) configuration. 
When the UE supports both CP and UP solution then first SRB1bis is established to support the CP solution. Only after PDCP and AS security is configured the UE is able to send data via UP solution, i.e. data over DRB. But also after a DRB has been established, the UE is able to send data via CP solution, i.e. data in ULInformationTransfer or DLInformationTransfer message.
3 Discussion

Problem definition

The eNB is not able to reject RRCConnectionRequest (MSG3) when there is CP overload and the UE only supports CP solution (because the eNB only knows after MSG5 that the UE supports “CP only”, i.e. does not support UP). The eNB is not able to reject RRCConnectionResumeRequest (MSG3) when the UE has intention to send CP data. 

Rejection of new connections during overload periods is more effective than the release of existing connection during overload, i.e. to be able to reject connections is a pre-requisite for effective overload control:

Observation 1: Effective overload control of CP access includes the ability to reject CP access 
During periods of CP overload the eNB should be able to reject new connections that intend to send CP data, or should be able to indicate that CP data shall not be sent on connections supporting both CP and UP or should be able to release connections on which CP data is sent: 
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The eNB is informed on the S1 interface that there is CP overload in the MME, i.e. the MME indicates an “Overload action” to the eNB. The RAN3 CR for TS 36.413 to introduce a new value “Reject CP CIoT Data Transfer” for the “Overload Action” IE in the OVERLOAD START message can be found in [8]. 

How the eNB actions can be realized is further discussed in more details in the following solutions. 

Proposed solutions

As suggested in the LS from SA2 [4], it is proposed that the UE signals that it intends to establish a connection to send data via CP solution i.e. “CP data”. Furthermore it is proposed to signal this in MSG3 to be able to reject new connections. This can be done either with a new establishment cause or with an un-used code point in MAC LCID:
Proposal 1a: Introduce new establishment cause mo-data-CP in RRCConnectionRequest-NB and RRCConnectionResume-NB message which is used when the UE intends to send CP data

Proposal 1b: Use an un-used codepoint in MAC (e.g. LCID) in RRCConnectionRequest-NB and RRCConnectionResume-NB message to indicated that the UE intends to send CP data

The signalling in MSG3 enables the eNB to reject an RRC connection establishment during periods of CP overload. After the eNB has received an Overload start for CP IoT DataTransfer, the eNB can reject a connection request for CP data (i.e. connection request with new establishment cause mo-data-CP or MAC LCID indication) with an extendedWaitTime: 
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As discussed before it is essential for the eNB to know the intention of the UE from MSG3 to be able to reject the access for effective overload control. 
In case the UE does not indicate that it intends to send CP data during connection establishment, it is still possible that the UE sends CP data after connection establishment, i.e. after it has send data via UP solution, i.e. “UP data”. Therefore it is proposed to indicate in MSG4 and RRC reconfiguration that CP data is not allowed: 
Proposal 2: Introduce cp-CIoT-Data-NotAllowed in RRCConnectionSetup-NB, RRCConnectionResume-NB and RRCConnectionReconfiguration-NB message enabling to the eNB to block CP data 
NOTE: absence of IE cp-CIoT-Data-NotAllowed indicates that CP data is not blocked.
When the UE establishes a connection (e.g. initial ATTACH or after failed RRC re-establishment) to send UP data then the eNB, during CP overload, can indicate in MSG4 that CP data is not allowed: 
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Furthermore when the UE resumes a connection to send UP data then the eNB, during CP overload, can indicate in MSG4 that CP data is not allowed: 
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When CP overload is indicated, the eNB can indicate for the established connections throught RRC reconfiguration that CP data is not allowed: 
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As indicated by the LS from SA2 [4] it can be advantageous to backoff CP data access explicitly with a CP specific extended wait time: 
Proposal 3: Introduce extendedWaitTimeCP in RRCConnectionReject-NB and RRCConnectionRelease-NB message which the UE shall use for the establishment of connections to send CP data

The extendedWaitTimeCP can either be realized with a flag indicating that the extendedWaitTime applies to CP access only, or with an additional extendedWaitTimeCP value for CP access. 

In case a connection request for CP data is rejected with extendedWaitTimeCP then a UE supporting both CP and UP solution, can try to establish a connection to send UP data: 
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During CP overload the eNB can decide to release a connection that is sending CP data, and indicate an extendedWaitTimeCP in the RRCConnectionRelease message:
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4 Summary

RAN2 is kindly asked to discuss CN overload protection for CP solution:
Proposal 1a: Introduce new establishment cause mo-data-CP in RRCConnectionRequest-NB and RRCConnectionResume-NB message which is used when the UE intends to send CP data

Proposal 1b: Use an un-used codepoint in MAC (e.g. LCID) in RRCConnectionRequest-NB and RRCConnectionResume-NB message to indicated that the UE intends to send CP data

Proposal 2: Introduce cp-CIoT-Data-NotAllowed in RRCConnectionSetup-NB, RRCConnectionResume-NB and RRCConnectionReconfiguration-NB message enabling to the eNB to block CP data 

Proposal 3: Introduce extendedWaitTimeCP in RRCConnectionReject-NB and RRCConnectionRelease-NB message which the UE shall use for the establishment of connections to send CP data
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6 Annex Solution 8 and 9

In [5] solution 8 is described as:

· Solution 8 (Back-off timer for data transmission via control plane) - proposes a back-off timer in Attach/TAU/Service Accept messages to supress the use of Control Plane CIoT EPS Optimisation for data transfer by the UE for the duration of this timer. Allows to restrict the use of data transfer via Control Plane CIoT EPS optimisation per UE with simple modifications to UE and MME behaviour.

· Solution 9 (Overload Start message for control plane data only) - proposes a new parameter to the Overload Start message from the MME so that the eNB stops selecting the overloaded MME for data transfer via Control Plane CIoT EPS Optimisation. It is a complementary solution to the solution with the back-off timer (Solution 8) as it restricts the access to the overloaded MME in the first place. However, Solution 9 is with RAN impact - it requires the UE to indicate to eNB its preference for data transfer via Control Plane CIoT EPS optimisation in one of the RRC messages during the RRC connection establishment. In order to cralify a feasibility on RAN impact, SA2#116-bis sends the LS to RAN2 and RAN3 asking their opinion.

In [5] solution 9 is described as:

6.9
Solution 9 - Overload Start message for control plane data only

6.9.1
Description

This solution addresses Key Issue 7: CN overload control for data transfer via Control Plane CIoT EPS Optimisation. It proposes an Overload Start message for data transfer via Control Plane CIoT EPS Optimisation, see Figure 6.9.1-1 below.
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Figure 6.9.1-1: Overload Start message for data transfer via Control Plane

1.
MME load from Control Plane CIoT EPS Optimisation reaches a threshold. A decision to restrict data transfer via Control Plane CIoT EPS Optimisation is taken based on operator’s policy or configuration.

2.
MME triggers Overload Start message with Control Plane CIoT data parameter to eNB meaning that the MME is overloaded or close to overload with data transfer via Control Plane CIoT EPS Optimisation.

3.
When eNB receives a request for data transmission via Control Plane CIoT EPS Optimisation and there is no MME identity, i.e. set in the RRC message, the eNB does not select the overloaded MME until Overload Stop message is received. However, the eNB may still select the overloaded MME for signalling only or for data transmission via User Plane CIoT EPS Optimisation.

4.
If the overloaded MME is the only MME the eNB is connected to or the RRC message has an MME identity, I.e., RegisteredMME parameter in the RRC Connection Setup Complete message, and that MME identity indicates the overloaded MME, the eNB may reject requests from UEs for data transfer via Control Plane CIoT EPS Optimisation and the eNB may include wait timer in the RRC Connection Release message. The eNB shall not reject requests from UEs for data transfer via Control Plane CIoT EPS Optimisation for Exception reporting unless rejection of Exception reporting is indicated in the Overload Start message in step 2.

NOTE: 
This solution is with RAN impact. It requires the UE to indicate to eNB its preference for data transfer via Control Plane CIoT EPS optimisation in one of the RRC messages during the RRC connection establishment.
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