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1
Introduction
At the RAN2#93bis, the mobility for eLWA was tentatively discussed and LS R2-163147 was sent to SA3 to ask about the specifics of S-KWT handling. The only other conclusion was that RAN2 could discuss the principles of the handover (e.g. delta signalling), but would leave the details of the network call flow to RAN3. RAN3#92 endorsed draft CRs for baseline inter-eNB HO without WT change procedures, which will be further discussed in RAN3#93. The endorsed HO procedures are consistent with the signalling charts discussed in this contribution.

For the security aspects, RAN2 sent an LS R2-164557 to SA3, requesting SA3 to consider the option of disabling PDCP ciphering for data sent over WLAN in the downlink direction also in the context of the discussed mobility enhancements. SA3 has identified a few security issues if PDCP ciphering would not be used for the LWA bearer over WLAN. Therefore based on the related SA3 response in S3-161223, in this paper we assume that PDCP ciphering of data sent over WLAN is required and therefore, the change of an eNB also requires a change of the PDCP ciphering keys.

During RAN2#95, the email discussion 95#24 was tasked to discuss how the PDCP key change impacts the handover procedure and especially the data transmission over WLAN during the handover. However, as the email discussion outcome in R2-166138 indicates, there was no consensus on all aspects. 

In this contribution, we analyse RAN2 aspects that have not yet been handled during the email discussions and propose way forward.

2
Inter-eNB Handover without WT change 

2.1
Basic issues with LWA handover for RAN2 

Based on the email discussion 95#24 outcome in R2-166138, the following issues remain to be resolved:
-
How to recognize which packets were ciphered with the source/target eNB PDCP keys?

-
When source does eNB stop transmitting packets over WT?

-
Does UE have a service interruption in uplink during the handover? 

-
Are any changes required to WT functionality?

-
Can it be assumed that UE could retain both old and new PDCP keys to minimize packet loss during handover?

Several proposals in the email discussion 95#24 have the issue of maximizing the user plane data interruption over WLAN, which both reduces the effectiveness of retaining LWA during the handover and goes against the WID objective. In particular, we would note the following:

· If source eNB stops transmitting packets to WT at HO request to target eNB, the WLAN data transmission is stopped earlier than for Rel-13 LWA, where DL can be used (roughly) until HO command is transmitted to UE.

· The UL packet deciphering ambiguity is not addressed in most cases: eNB also needs to know whether it can safely forward the packet to SGW

·  Some service interruption during UL may occur with many cases, but could be minimized to just the period of PDCP key change.
· UE retaining both old and new PDCP keys may not be possible to assume for all UEs – hence, it should be under a UE capability.
· Some changes to WT are not a problem – the eLWA WID is already introducing other changes to the WT functionality.

2.2
Recognizing which packets were ciphered with the source eNB PDCP keys

In our view, the  key indicator is the simplest solution for this problem. It attempts to tackle a simple question: How can we ensure that packet that is ciphered with “wrong” PDCP key is never sent to upper layers?

For the sake of argument, let’s consider what would happen in such a case:

· Downlink: If UE uses wrong deciphering keys at PDCP, the packet is passed at upper layers of UE, which will likely discard the packet as garbage since it is extremely unlikely that e.g. IP header of such a packet would be intact. Therefore, the impact is localized at upper layers of UE.

( The impact is localized at UE, but causes UE to do unnecessary deciphering and internal forwarding, which consumes unnecessary processing resources.

· Uplink: If eNB deciphers packet with wrong PDCP keys, the packet is still sent to S-GW, which typically doesn’t inspect it but just passes it along to P-GW. Only at P-GW would the similar upper layer (e.g. IP) header or checksum be inspected, at which time the packet would be discarded. 

( By the time it is noticed that the UL packet is garbage, the packet has been sent from eNB to SGW to PGW, consuming network resources.

Hence, we think both of the above should be avoided by some means.

Proposal 1: RAN2 to ensure the possibility for incorrect deciphering to happen should be eliminated.

Based on the email discussion, there are 4 different solutions on the table:
1. Key indicator at LWAAP header

a. UE uses only one key 
  b. UE uses both old and new keys

2. “End marker” packet sent to indicate last packet with source eNB keys

a. UE uses only one key

b. UE uses both old and new keys

3. Signalling SN of the last packet sent with source eNB keys

a. UE uses only one key

  b. UE uses both old and new keys

4. Stopping packet transmission to WT early enough to ensure there is no problem with the deciphering

Table 1 below compare the pros and cons of these options.

	Issue
	Solution proposal

	
	Key indicator
	End marker packet
	Last SN signalling
	Early stop for TX over WT

	UL interruption
	PDCP key change duration (~few ms)
	PDCP key change duration (~few ms)
	From HO command reception to HO complete (~10-50 ms)
	From HO command reception to HO complete (~10-50 ms)

	DL interruption 
	From HO command to SN status transfer (10-50ms)
	From end marker packet to SN status transfer (10-50ms)
	HO From HO command to SN status transfer
	From HO request to SN status transfer

	WT impact
	Maintain GTP-U tunnels to both eNBs during HO 
	Maintain GTP-U tunnels to both eNBs until end marker packet 
	None
	None

	Packet loss
	Yes for discarded packets
	Yes for discarded packets
	Yes for UL
	Yes for UL since only PGW will notice the error

	How does eNB know the ciphering key?
	Key indicator field
	All packets after end marker are with target eNB key
	Based on packet SN (after HO complete)
	Not known, assumed to follow PDCP keys

	How does UE know the ciphering key?
	Key indicator field
	All packets before end marker are with source eNB key
	Based on packet SN (after HO command)
	Not known, assumed to follow PDCP keys

	What does UE do when receiving packet with “wrong” key?
	a. Discard at LWAAP

b. Decipher with the right key
	a. Discard at PDCP

b. Decipher with the right key
	a. Discard at PDCP

b. Decipher with the right key
	UE upper layers will discard the packet

	What does eNB do when receiving packet with “wrong” key?
	Discard (may never happen)
	Discard (may never happen)
	Discard (may never happen)
	eNB cannot detect such occurrence – PGW will discard the packet

	Other issues
	All nodes (eNB, UE, WT) have to support the key indicator (
	If the end marker is not received, unclear how the procedure can recover (
	PDCP packets not received in source eNB cannot be retransmitted at target since their SN would be smaller than the indicated SN (
	Problems may still occur if the delay in WLAN network is large; UL can only stop at HO command, DL can stop at any time 


Based on these, we observe the following:

Observation 1: The key indicator has minimal impact to eNB, WT and UE. In particular, since the header field is already present at each packet, there is no additional overhead.
Observation 2: If the end marker packet is lost, it is not clear how the procedure can be recovered.

Observation 3: If the last SN is indicated in RRC, PDCP retransmissions triggered by PDCP re-establishments cannot be done until after the whole HO process is completed, which may lead to PDCP window management issues

Observation 4: Since UL packets over WT cannot stop before HO command, the target eNB may always receive packets that were ciphered with source eNB keys and sent just before the HO command. Receiving such packets at target eNB is not recognizable, which will lead to packet drop at PGW.

Observation 5: Early stop of data over WT maximizes the data interruption delay.

Observation 6: Retaining both source and target eNB keys at UE would help to minimize data loss.
Based on these, we think that the key indicator is the only solution robust enough under all conditions and can help to minimize the service interruption during handover.

Proposal 1: RAN2 to adopt the key indicator as a mechanism to minimize data interruption during handover.

3
Using key indicator with data transmission over WLAN during handover 
3.1
UL data transmission during handover
The following characterizes our preferred solution (key indicator) for UL transmissions:

· UE starts using key indicator in UL after it receives HO command (not needed before – the value is set to zero always)

· UE stops using key indicator once HO complete has been done

· WT inspects the LWAAP header: If the header has non-zero value, it will start forwarding the packets to target eNB 

· WT only needs to do this during handover transition period

· In case target eNB doesn’t comprehend the key indicator, it will discard the packet
3.2
DL data transmission during handover
The following characterizes our preferred solution (key indicator) for DL transmissions:

· Source eNB uses key indicator after HO request has been sent 

· Target eNB uses key indicator after SN status transfer until path switch has been completed

· UE either discards packets with unknown key indicator or, if it supports dual keys, deciphers the packet with the correct key

3.3
eLWA handover procedure
Finally, we indicate the procedure flow below in a single figure.
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Figure 1. eLWA handover while retaining LWA configuration

Proposal 2: RAN2 to the call flow of figure 1 and indicate it to RAN3.

4
Conclusions 

We have discussed the possible options for the eLWA handover open issues based on the solutions discussed in email discussion 95#24, and observed the following:
Observation 1: The key indicator has minimal impact to eNB, WT and UE. In particular, since the header field is already present at each packet, there is no additional overhead.

Observation 2: If the end marker packet is lost, it is not clear how the procedure can be recovered.

Observation 3: If the last SN is indicated in RRC, PDCP retransmissions triggered by PDCP re-establishments cannot be done until after the whole HO process is completed, which may lead to PDCP window management issues

Observation 4: Since UL packets over WT cannot stop before HO command, the target eNB may always receive packets that were ciphered with source eNB keys and sent just before the HO command. Receiving such packets at target eNB is not recognizable, which will lead to packet drop at PGW.

Observation 5: Early stop of data over WT maximizes the data interruption delay.

Observation 6: Retaining both source and target eNB keys at UE would help to minimize data loss.

List proposals here:
Proposal 1: RAN2 to adopt the key indicator as a mechanism to minimize data interruption during handover.

Proposal 2: RAN2 to the call flow of figure 1 and indicate it to RAN3/SA3 for evaluation.

Proposal 3: RAN2 to the call flow of figure 1 and indicate it to RAN3.
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