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7
RRC

This subclause provides an overview on services and functions provided by the RRC sublayer.

7.1
Services and Functions

The main services and functions of the RRC sublayer include:

-
Broadcast of System Information related to the non-access stratum (NAS);

-
Broadcast of System Information related to the access stratum (AS);

-
Paging;

-
Establishment, maintenance and release of an RRC connection between the UE and E-UTRAN including:

-
Allocation of temporary identifiers between UE and E-UTRAN;

-
Configuration of signalling radio bearer(s) for RRC connection:

-
Low priority SRB and high priority SRB;
-
For NB-IoT, a new UE dedicated SRB is supported before AS security is activated and only one UE dedicated SRB is supported after AS security is activated;
-
For a NB-IoT UE that supports User Plane CIoT EPS optimizations [20]:

-
One DRB is supported by default and up to two DRBs are supported optionally;
-
For a UE that supports User Plane CIoT EPS optimizations [20]:
-
Suspension/resuming of the RRC connection;
-
Security functions including key management;
-
Establishment, configuration, maintenance and release of point to point Radio Bearers;

-
Mobility functions including:

-
UE measurement reporting and control of the reporting for inter-cell and inter-RAT mobility;

-
Handover;

-
UE cell selection and reselection and control of cell selection and reselection;

-
Context transfer at handover.

-
Notification and counting for MBMS services;

-
Establishment, configuration, maintenance and release of Radio Bearers for MBMS services;

-
QoS management functions;

-
UE measurement reporting and control of the reporting;

-
NAS direct message transfer to/from NAS from/to UE.
7.2
RRC protocol states & state transitions

RRC uses the following states:

-
RRC_IDLE:

-
PLMN selection;

-
DRX configured by NAS;

-
Broadcast of system information;

-
Paging;

-
Cell re-selection mobility;

-
The UE shall have been allocated an id which uniquely identifies the UE in a tracking area;

-
No RRC context stored in the eNB (except for NB-IoT that supports User Plane CIoT EPS optimizations where a context may be stored for the resume procedure);

-
Sidelink communication transmission and reception;

-
Sidelink discovery announcement and monitoring.

-
RRC_CONNECTED:

-
UE has an E-UTRAN-RRC connection;

-
UE has context in E-UTRAN;

-
E-UTRAN knows the cell which the UE belongs to;

-
Network can transmit and/or receive data to/from UE;

-
Network controlled mobility (handover and inter-RAT cell change order to GERAN with NACC);

-
Neighbour cell measurements;

-
Sidelink communication transmission and reception;

-
Sidelink discovery announcement and monitoring;

-
At PDCP/RLC/MAC level:

-
UE can transmit and/or receive data to/from network;

-
UE monitors control signalling channel for shared data channel to see if any transmission over the shared data channel has been allocated to the UE;

-
UE also reports channel quality information and feedback information to eNB;

-
DRX period can be configured according to UE activity level for UE power saving and efficient resource utilization. This is under control of the eNB.

7.3
Transport of NAS messages

The AS provides reliable in-sequence delivery of NAS messages in a cell. During handover, message loss or duplication of NAS messages can occur.

In E-UTRAN, NAS messages are either concatenated with RRC messages or carried in RRC without concatenation. Upon arrival of concurrent NAS messages for the same UE requiring both concatenation with RRC for the high priority queue and also without concatenation for the lower priority queue, the messages are first queued as necessary to maintain in-sequence delivery.
In DL, when an EPS bearer establishment or release procedure is triggered, the NAS message should normally be concatenated with the associated RRC message. When the EPS bearer is modified and when the modification also depends on a modification of the radio bearer, the NAS message and associated RRC message should normally be concatenated. Concatenation of DL NAS with RRC message is not allowed otherwise. In uplink concatenation of NAS messages with RRC message is used only for transferring the initial NAS message during connection setup. Initial Direct Transfer is not used in E-UTRAN and no NAS message is concatenated with RRC connection request.

Multiple NAS messages can be sent in a single downlink RRC message during EPS bearer establishment or modification. In this case, the order of the NAS messages in the RRC message shall be kept the same as that in the corresponding S1-AP message in order to ensure the in-sequence delivery of NAS messages.

NOTE:
NAS messages are integrity protected and ciphered by PDCP, in addition to the integrity protection and ciphering performed by NAS.

7.3a
CIoT signalling reduction optimizations 
7.3a.1
General
Which solution of CIoT signalling reduction optimizations to be used is configured over NAS signalling between the UE and the MME. 
For NB-IoT, PDCP is not used while AS security is not activated. A non-anchor carrier can be configured during RRC connection establishment. 
7.3a.2
Control Plane CIoT EPS optimizations
The RRC connection established for Control Plane CIoT EPS optimizations [20] only is characterized as below:

-
A UL NAS signalling message or UL NAS message carrying data can be transmitted in a UL RRC container message. A DL NAS signaling or DL NAS data can be transmitted in a DL RRC container message;

-
for NB-IoT:

-
RRC connection reconfiguration and RRC connection re-establishment are not supported;
-

Data radio bearer (DRB) is not used;
-

AS security is not used;

-
There is no differentiation between the different data types (i.e. IP, non-IP or SMS) in the AS.


7.3a.3
User Plane CIoT EPS optimizations
The RRC connection established for User Plane CIoT EPS optimizations [20] is characterized as below:

-
A RRC connection suspend procedure is used at RRC connection release, the eNB may request the UE to retain the UE AS context including UE capability in RRC_IDLE;

-
A RRC connection resume procedure is used at transition from RRC_IDLE to RRC_CONNECTED where previously stored information in the UE as well as in the eNB is utilised to resume the RRC connection. In the message to resume, the UE provides a Resume ID to be used by the eNB to access the stored information required to resume the RRC connection;

-
At suspend-resume, security is continued. Re-keying is not supported in RRC Resume procedure. The short MAC-I is reused as the authentication token at RRC reestablishment procedure and RRC resume procedure by the UE. The eNB provides the NCC in RRC Connection Resume message as well. And also the UE resets the COUNT;
-
Multiplexing of CCCH and DTCH in the transition from RRC_IDLE to RRC CONNECTED is not supported;

-
For NB-IoT, a non-anchor carrier can be configured when an RRC connection is re-established, resumed or reconfigured additionally when an RRC connection is established.
The RRC connection suspend and resume procedures are illustrated in Figures 7.3a.3-1 and 7.3a.3-2, respectively. Note that the description here is only intended as an overview and all parameters are therefore not listed in the message flows.
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Figure 7.3a.3-1: RRC Connection Suspend procedure
1. Due to some trigger, e.g. expiry of an UE inactivity timer, the eNB decides to suspend the RRC connection.

2. The eNB initates the S1-AP UE Context Suspend procedure to inform the MME that the RRC connection is being suspended.
3. The MME requests the S-GW to release all S1-U bearers for the UE.
4. MME Acks step 2.
5. The eNB suspends the RRC connection by sending an RRCConnectionRelease message with the releaseCause set to rrc-Suspend. The message includes the Resume ID which is stored by the UE.

6. The UE stores the AS context, suspends all SRBs and DRBs, and enters RRC_IDLE.
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Figure 7.3a.3-2: RRC Connection Resume procedure
1. At some later point in time (e.g. when the UE is being paged or when new data arrives in the uplink buffer) the UE resumes the connection by sending a RRCResumeRequest to the eNB.  The UE includes its Resume ID, the establishment cause, and authentication token. The authentication token is calculated in the same way as the short MAC-I used in RRC re-establishment and allows the eNB to verify the UE identity.
2. Provided that the resumeIdentity exists and the authentication token is successfully validated, the eNB responds with RRCConnectionResume. The message includes the Next Hop Chaining Count (NCC) value which is required in order to re-establish AS security.
3. The UE resumes all SRBs and DRBs and re-establishes AS security. The UE is now RRC_CONNECTED.
4. The UE responds with RRCConnectionResumeComplete confirming that the RRC connection was resumed successfully.
5. The eNB initates the S1-AP Context Resume procedure to notify the MME about the UE state change.
6. The MME requests the S-GW to activate the S1-U bearers for the UE.
7. MME Acks step 5.
An RRC connection can also be resumed in an eNB (the new eNB) different from the one where the connection was suspended (the old eNB). Inter eNB connection resumption is handled using context fetching, whereby the new eNB retrieves the UE context from the old eNB over the X2 interface. The new eNB provides the Resume ID which is used by the old eNB to identify the UE context. This is illustrated in Figure 7.3a.3-3.
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Figure 7.3a.3-3: RRC Connection Resume procedure in different eNB
1. Same as step 1 in the intra eNB connection resumption.
2. The new eNB locates the old eNB using the Resume ID and retrieves the UE context by means of the X2-AP Retrieve Context procedure.
3. The old eNB responds with the UE context associated  with the Resume ID.

4. Same as step 2 in the intra eNB connection resumption.

5. Same as step 3 in the intra eNB connection resumption.

6. Same as step 4 in the intra eNB connection resumption.

7. The new eNB initiates the S1-AP Path Switch procedure to establish a S1 UE associated signalling connection to the serving MME and to request the MME to resume the UE context.
8. The MME requests the S-GW to activate the S1-U bearers for the UE and updates the downlink path.

9. MME Acks step 7.

10. After the S1-AP Path Switch procedure the new eNB triggers release of the UE context at the old eNB by means of the X2-AP UE Context Release procedure.
For a NB-IoT UE that supports both Control Plane CIoT EPS optimizations and User Plane CIoT EPS optimizations [20], PDCP is not used until AS security is activated.
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