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1 Introduction

During RAN2#94, RAN2 received an incoming LS from SA3 [1] in which SA3 indicated that it is not necessary to immediately change the S-KWT with a new S-KWT derived from the new KeNB when KeNB changes.

In this contribution we take a more detailed look of what the benefit would be of not changing S-KWT at every handover. We also study how to perform an independent S-KWT update at some later point in time. 

2 Benefit of avoiding S-KWT update at LTE handover
In [2] we study in more detail how a handover without S-KWT key update could be handled. The gain of not having to update the S-KWT is caused by the possibility to avoid a re-association procedure at every handover. In addition we do not have to perform the open authentication nor the WPA 4-way handshake nor any other signaling (e.g. ARP) that would be related to the re-association. I.e. we avoid the whole sequence as shown in figure 1:





Figure 1: Typical WLAN message exchange in case of pre-shared secret [3]
Although we do not talk about a huge number of messages (since EAP interaction can be avoided due to the existence of the pre-shared secret), still it seems worthwhile to remove some 10 messages as listed above.
Proposal 1: 
RAN2 to consider it beneficial to remove the S-KWT update at every handover.

3 How to perform S-KWT update at later point in time ?

If we do not update the S-KWT at (every) handover, we assume the eNB might want to trigger an S-KWT update at some later point in time. This e.g. when it has reasons to think that S-KWT has been compromised, when it in  general wants to limit use of the same key during longer periods of time or when an authentication has happened in LTE.
We see in principle three approaches for realizing the type of key update at a later point in time:
1) S-KWT key update based on LWA Release + LWA Addition
2) S-KWT key update with new procedure 
3) Optional S-KWT key update at handover

In the next sections we will discuss each of these approaches.


3.1 S-KWT key update based on LWA Release + LWA Addition


In this approach, since LWA Release and LWA Addition are existing procedures, no new procedures / message sequences or Information Elements have to be introduced.

3.2 S-KWT key update with separate new procedure


This approach could work as shown in figure 2.
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Figure 2: Message sequence for S-KWT key update with new procedure.

In steps 1/2 the eNB prepares the WT. Next the eNB asks the UE to execute an S-KWT update. The UE initiates an open authentication, followed by a re-association and the 4-way WPA handshake. We assume the procedure will not be lossless, thus a PDCP data recovery procedure should be triggered afterwards.

3.3 Optional S-KWT key update with handover


The sequence shown in figure 2 has large similarities with a handover, i.e. WT preparation (steps 1/2), UE reconfiguration (steps 3/4) and PDCP data recovery (step 13) will typically all also be required at handover while keeping LWA. 

This invites for a 3rd option to handle S-KWT updates, i.e. by having the S-KWT update optional at handover. Figures 3 and 4 show the two signaling sequences in this approach.
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Figure 3: Message sequence for handover without S-KWT key update.
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Figure 4: Message sequence for handover with S-KWT key update.

3.4 Summary


Table 1 below provides the relation between handover and S-KWT update and provides some considerations for each option.
	
	
	S-KWT update at handover
	Independent S-KWT update
	Considerations

	1
	S-KWT key update based on LWA Release + LWA Addition
	Not supported
	Supported by LWA Release + LWA addition
	Relatively large signaling overhead for key update

	2
	S-KWT key update with new procedure 
	Not supported
	Supported by new procedure
	Less overhead for key update but new procedure

	3
	Optional S-KWT key update at handover
	Supported (optional)
	Not supported
	Key update as optional part of handover enables complete LTE+WLAN key refresh in one procedure



Table 1: Summary of the different approaches
Proposal 2: 
RAN2 to discuss which of the following 3 options should be selected for updating the S-KWT:
1) S-KWT key update based on LWA Release + LWA Addition
2) S-KWT key update with new procedure

3) Optional S-KWT key update at handover

4 Conclusion

RAN2 is requested to discuss and if possible agree on the following proposal:

Proposal 1: 
RAN2 to consider it beneficial to remove the S-KWT update at every handover.

Proposal 2: 
RAN2 to discuss which of the following 3 options should be selected for updating the S-KWT:

1) S-KWT key update based on LWA Release + LWA Addition
2) S-KWT key update with new procedure

3) Optional S-KWT key update at handover
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