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1 Introduction

The issue of un-even paging resource distribution when legacy calculations are used in eDRX was raised in [1]. In RAN2#94 meeting it was agreed to use a new UE_ID called as UE_ID_H for eDRX PH and PTW calculations [2] as follows.
	One way to realize an even utilization and distribution of paging resources is to ensure that the UE_ID used for PH and PTW_start calculation is not correlated from the one used for PF calculation. One proposal is to use 10 (or 12) bits of IMSI bits that have not been used for PF calculation, i.e., IMSI LSB 14 ~ 25. The new UE_ID_H is proposed to be defined as follows:

UE_ID_H:   
- floor (IMSI/16384) mod 1024, for non-eMTC and  eMTC UE:           
                            - floor (IMSI/16384) mod 4096, for NB-IoT UE


However, this solution did not resolve the following two concerns.

· Randomness: This was discussed in the RAN Plenary # 72 meeting but TSG-RAN decided to postpone it citing the issue that allocation of upper parts of IMSI bits to UEs might not be random in nature and does not resolve the problem [3]. 
· Security: The LS [2] as given below was also sent to SA3 to confirm whether exposing more bits of IMSI to the network because of UE_ID_H is a security issue or not.

	RAN respectfully asks SA3 to give guidance on if the UE_ID_H, or the calculated PH and/or PTW_start could be conveyed to the eNB, or whether some other mean is necessary to avoid security issues.


In the last SA3#84 meeting, it was decided that exposing more bits of IMSI poses a security issue and the following decision was made [4].

	It is recommended that RAN2 adopt any solution to base the paging time window without using the extra bits of IMSI, such as use a temporary ID or a bilaterally agreed nonce, etc.


This contribution aims to discuss the possible solutions which do not pose a security risk and achieves desired randomness.

2 Discussion
When calculating PH and PTW start offset in eDRX using the same UE_ID (IMSI mod 1024) used to calculate the legacy PF calculations, the issue of unfair distribution of paging resources was demonstrated and possible solutions were proposed in [5]. Among them, the preferred solution which requires minimum impact in the specification was to define a new UE_ID called UE_ID_H for PH only. However, for clarity in eDRX calculations at MME, UE_ID_H can be used to calculate both PH and PTW start offset.
To do so, solution was to use 10-12 bits of IMSI that is not used for calculating UE_ID. Since MME needs to send this information to eNB for PH and PTW calculation, it poses a security risk as IMSI becomes more decodable or unpredictable part of the IMSIs becomes short at eNB which might be at an unsecure location. This solution was not agreed in the SA3#85 meeting [4]. The calculation based on hash of IMSI was not agreed either for same reason. Sending calculated values of PH and PTW start offset instead of UE_ID_H to eNB also does not help for the same reason. 
The recommendation from SA3 was to use a temporary ID or a bilaterally agreed nonce etc. [2]. Since S-TMSI is a unique ID within the MME area and already exposed to eNB, this document discusses the following two S-TMSI-based and a random number-based solutions.
1. S-TMSI-based solution

2. Hashed S-TMSI-based solution

3. UE specific random number-based solution

2.1 S-TMSI-based solution

When UE attaches to the network using IMSI, then the core network allocates S-TMSI to uniquely identify it. Also, IMSI and S-TMSI are not correlated. S-TMSI based UE_ID_H becomes un-correlated to UE_ID and lower bits of S-TMSI can show the randomness needed for paging resource distribution. UE_ID is used for PF/PO calculation and given as [2]
UE_ID:
   - IMSI mod 1024 for non-eMTC UE,

- IMSI mod 4096, for NB-IoT UE, 

- IMSI mod 16384 for eMTC UE. 

UE_ID_H is used for eDRX PH and PTW calculations and given as

UE_ID_H:   
- S-TMSI mod 1024, for non-eMTC and eMTC UE,
- S-TMSI mod 4096, for NB-IoT UE.
The table 1 below obtained from the simulation results using scenario given in Anex A shows that the use of UE_ID_H improves the paging resource distribution. There are four PTW start offsets. For nB = T case, total no. of unused SFNs is at least 224 (= 4 * (256 – 200)) as PTW length is set to 200 radio frames. Using UE_ID_H for PH and PTW calculation, paging resources are more evenly used over a hyper-frame in this scenario.
Table 1 Summary of statistics when evaluating the legacy PTW/PH calculations
	
	With 

UE_ID
	With UE_ID_H
	With 

UE_ID
	With UE_ID_H

	
	nB = T
	nB = T/16

	Total no. of unused SFN


	999 or 97.55%
	224 or 21.87%
	1016 or 99.21%
	972 or 94.92%

	Maximum no of UEs monitoring same SFN
	829
	43
	3161
	425

	Total number of UEs scheduled for PO in this H-SFN
	12393
	12601
	12546
	12628


UEs are scheduled for PF/PO more densely within the DRX cycle for smaller values of parameter nB. This is the reason, number of UEs colliding at the same SFN when monitoring the paging increases from 43 to 449 as the value of the parameter nB is reduced from T to T/16 for calculations with UE_ID_H. This also leads to increased number of unused SFNs. For example, with nB = T/16, T= 128, there are 8 PFs at the gap of 16 radio frames within 128 radio frames. This leads to at least 120 (= 128 – 8) unused radio frames within 128 radio frame (or at least 120*8 = 960 radio frames unused within 1024 radio frames or 1 Hyper frame) which is in the expected range (shown in table 1) for the calculations with UE_ID_H.
Observation 1: S-TMSI can be used to calculate UE_ID_H for PH and PTW start calculations. It can provide a level of randomness required for UEs to have their paging resources distributed more evenly over a paging hyper-frame.
2.2 Hashed S-TMSI-based solution

One can also argue that the allocation of S-TMSI to UEs might not be random in nature. Since only lower parts of the S-TMSI is used to calculate UE_ID_H, S-TMSI without hash as described in section 2.1 can provide a level of randomness required. To provide more randomness to the value of UE_ID_H, a hashed S-TMSI can be used as follows.
UE_ID_H:   
- HASH(S-TMSI) mod 1024, for non-eMTC and eMTC UE,

- HASH(S-TMSI) mod 4096, for NB-IoT UE.

A standard hash function has to be implemented across the nodes and an LS would be required to inform SA3 as well.

Observation 2: To provide more randomness to the value of UE_ID_H, hashed S-TMSI can be used to calculate UE_ID_H for PH and PTW start calculations but it not necessary.
2.3 UE specific random number-based solution

Another solution is that the core network generates a random number or selects a value from a pool of pre-defined random numbers for a particular UE and shares it with UE and eNB during the initial attach procedure.

UE_ID_H:   
- Random_Value mod 1024, for non-eMTC and eMTC UE,

- Random_Value mod 4096, for NB-IoT UE.

The value of the random number can be shared with UE and eNB in a similar way the S-TMSI is shared. However, MME and eNB would require more space to memorize the random number in addition to S-TMSI of the UEs. Also, it incurs the signalling overhead to transfer it across the nodes. For this reason, this solution is not preferable.
Observation 3: A randomly generated value specific to a UE in place of S-TMSI can be used to calculate UE_ID_H but it incurs memory and signalling overhead. 

2.4 Issue with S-TMSI-based and UE specific random number-based solutions
An issue raised when using S-TMSI based solution was that in the case of error in the core network or loss of all UE context at the MME, the MME won’t be able to calculate PH and PTW start for a UE since S-TMSI would also be lost. Similarly, a UE specific random number would be lost if UE specific random number-based solution is used. In this corner case, MME either has to wait TAU from UE or has to page the UE with its IMSI using default DRX cycle.
MME has to page UE using the default DRX cycle because it would also lose the eDRX parameters in addition to S-TMSI or a UE specific random number. This implies that even if MME had valid S-TMSI or a UE specific random number but lost the eDRX parameters, it would still not be able to calculate the PH and PTW start offset. The consequence of this corner case is that MME might be sending unnecessary paging messages if UE is not in PTW. However, it should be acceptable given the fact that MME is undergoing recovery process and it will be able to do so when UE starts the PTW or TAU timer expires.
Observation 4: Issue of not having information of S-TMSI or a UE specific random number at MME occurs rarely at the time of failure or recovery process. In this case, MME most likely will also lose the eDRX values because of which it will not be able to calculate the PH and PTW start regardless of UE_ID_H. Therefore, use of S-TMSI or a random number is acceptable in UE_ID_H calculation. 
Proposal 1. To use S-TMSI (i.e., S-TMSI mod 1024) to update the PH and PTW start calculations of Rel-13 eDRX. If this is agreed, an LS will be sent to SA2 and CT1 to update their specifications accordingly.
Proposal 2. If proposal 1 is not agreed, to use Hashed S-TMSI to update the PH and PTW start calculations of Rel-13 eDRX. If this is agreed, an LS will be sent to SA2 and CT1 to update their specifications accordingly.
3 Summary 
This contribution can be summarized with following observations. 
Observation 1: S-TMSI can be used to calculate UE_ID_H for PH and PTW start calculations. It can provide a level of randomness required for UEs to have their paging resources distributed more evenly over a paging hyper-frame.
Observation 2: To provide more randomness to the value of UE_ID_H, hashed S-TMSI can be used to calculate UE_ID_H for PH and PTW start calculations but it not necessary.
Observation 3: A randomly generated value specific to a UE in place of S-TMSI can be used to calculate UE_ID_H but it incurs memory and signalling overhead.
Observation 4: Issue of not having information of S-TMSI or a UE specific random number at MME occurs rarely at the time of failure or recovery process. In this case, MME most likely will also lose the eDRX values because of which it will not be able to calculate the PH and PTW start regardless of UE_ID_H. Therefore, use of S-TMSI or a random number is acceptable in UE_ID_H calculation.

Based on the observations above, the following are proposed.

Proposal 3. To use S-TMSI (i.e., S-TMSI mod 1024) to update the PH and PTW start calculations of Rel-13 eDRX. If this is agreed, an LS will be sent to SA2 and CT1 to update their specifications accordingly.
Proposal 4. If proposal 1 is not agreed, to use Hashed S-TMSI to update the PH and PTW start calculations of Rel-13 eDRX. If this is agreed, an LS will be sent to SA2 and CT1 to update their specifications accordingly.
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5 Annex A
Table 2 Simulation parameters

	Parameter
	Value

	Legacy DRX Cycle (T)
	128

	nB
	T, T/16

	eDRX Cycle 
	8

	Paging Window Length
	2 sec 

	UE_ID (i.e. IMSI mod 1024)
	 [0,1024)  (for PF/PO)

	UE_ID_H (i.e. S-TMSI mod 1024)
	 [0,1024)  (for PH and PTW calculation)

	Number of devices
	100,000
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Figure 1 No. of UEs monitoring same SFN for the scenario given in table 1 and when parameter nB = T.
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Figure 2 No. of UEs monitoring same SFN for the scenario given in table 1 and when parameter nB = T/16.
