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1 Introduction
In R13, RRC connection suspend and resume procedures are defined, but it is observed that in case UE resume its connection at different eNB, existing resume procedure may fail because UE can’t correctly decode the RLC PDU  encapsulating RRCConnectionResume message (delivered on SRB1 using RLC AM) due to unsynchronized RLC SN between UE and eNB. In this paper, we will analyze this issue and provide the potential options to fix it.

2 Discussion
2.1 Unsynchronized RLC SN

According to TS36.322 [1], for RLC data PDU received from lower layer, RLC SN should be checked firstly; in case unsynchronized RLC SN is identified, UE will discard the RLC data PDU, otherwise UE will continue to handle its RLC data PDU and deliver it to PDCP/RRC layer.
	TS36.322 v13.2.0

5.1.3.2.2
Actions when a RLC data PDU is received from lower layer

When a RLC data PDU is received from lower layer, where the RLC data PDU contains byte segment numbers y to z of an AMD PDU with SN = x, the receiving side of an AM RLC entity shall:

-
if x falls outside of the receiving window; or

-
if byte segment numbers y to z of the AMD PDU with SN = x have been received before:

-
discard the received RLC data PDU;
-
else:

-
place the received RLC data PDU in the reception buffer;

-
if some byte segments of the AMD PDU contained in the RLC data PDU have been received before:

-
discard the duplicate byte segments.
…
5.4
Re-establishment procedure

…
When RRC indicates that an RLC entity should be re-established, the RLC entity shall:

…
-
if it is an AM RLC entity:

-
when possible, reassemble RLC SDUs from any byte segments of AMD PDUs with SN < VR(MR) in the receiving side, remove RLC headers when doing so and deliver all reassembled RLC SDUs to upper layer in ascending order of the RLC SN, if not delivered before;

-
discard the remaining AMD PDUs and byte segments of AMD PDUs in the receiving side;

-
discard all RLC SDUs and AMD PDUs in the transmitting side;

-
discard all RLC control PDUs.

-
stop and reset all timers;

-
reset all state variables to their initial values.


According to the suspension procedure defined in TS36.331 [2], when RRC connection is suspended, UE and eNB will store UE AS context and we assume that RLC and PDCP state variables parameters including RLC SN and PDCP SN should be maintained since RLC/PDCP state variables can only be reset while RLC/PDCP is re-established (but re-establishment is initiated while resume procedure not suspension procedure). 

	TS36.331 v13.2.0
5.3.12
UE actions upon leaving RRC_CONNECTED

Upon leaving RRC_CONNECTED, the UE shall:

1>
reset MAC;

1>
stop all timers that are running except T320, T325 and T330;

1>
if leaving RRC_CONNECTED was triggered by suspension of the RRC:

2>
store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;

2>
store the following information provided by E-UTRAN: 

3>
the resumeIdentity;

2>
suspend all SRB(s) and DRB(s);

2>
indicate the suspension of the RRC connection to upper layers;

…
5.3.3.4a
Reception of the RRCConnectionResume by the UE

The UE shall:
1>
stop timer T300; 
1>
restore the RRC configuration and security context from the stored UE AS context:

1>
re-establish RLC entities for all SRBs and DRBs;

1>
restore the PDCP state and re-establish PDCP entities for all SRBs and DRBs;
1>
if drb-ContinueROHC is included:

2>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
2>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

1>
else:

2>
indicate to lower layers that stored UE AS context is used;
2>
reset the header compression protocol context for the DRBs configured with the header compression protocol;

1>
 discard the stored UE AS context and resumeIdentity;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;
1>
resume SRBs and DRBs;
…


Based on this understanding, according to connection suspend/resume procedure defined in R13, unsynchronized RLC SN (especially for RRCConnectionResume message) between UE and eNB is identified while UE resumes its connection at different eNB, illustrated as Figure 1.
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Figure 1: Resume at different eNB
While resume procedure is initiated, UE sends RRCConnectionResumeRequest message on SRB0 using RLC TM (for RLC TM, RLC SN is not used) and waits for RRCConnectionResume message which is on SRB1 using RLC AM. 

While new eNB receives RRCConnectionResumeRequest message, it will retrieve UE context from old eNB based on ResumeID. Since the retrieved UE context info from old eNB doesn’t include the suspended RLC SN, new eNB uses initial RLC SN0 to encapsulate RLC PDU for resume message and sends RRCConnectionResume message to UE.

At UE side, when RLC PDU encapsulating RRCConnectionResume message is received, RLC layer should check its RLC SN firstly before the RLC PDU can be delivered to PDCP/RRC layer. According to TS36.331[2], UE will re-establish RLC entities for SRB (including reset all RLC state variables to initial values) while reception of the RRCConnectionResume message in RRC layer, which potentially means that RLC will still use the suspended RLC SN to check the RLC PDU encapsulating RRCConnectionResume message. In this case, unsynchronized RLC SN for RLC PDU encapsulating RRCConnectionResume message between UE and eNB is identified and resume procedure could fail.
Observation 1: Unsynchronized RLC SN for RLC PDU encapsulating RRCConnectionResume message between UE and eNB is identified while UE resumes its connection at different eNB and resume procedure could fail.

2.2 Robust PDCP SN procedure
According to TS36.323 [3], for PDCP PDU received from lower layer, if integrity protection is not applicable, then PDCP layer will deliver its SDU to RRC layer no matter PDCP SN is correct or not. 
For PDCP PDU encapsulating RRCConnectionResume message (at this time, AS security hasn’t been re-activated yet and integrity protection is not applicable), even if UE and eNB use different PDCP SN to encapsulate it, UE will not discard the relevant PDCP PDU and just deliver it to RRC layer for further procedure. According to TS36.331, UE will re-establish PDCP entities for SRB (including reset PDCP SN) while reception of the RRCConnectionResume message in RRC layer.
Observation 2: PDCP PDU encapsulating RRCConnectionResume message can be handled robustly in PDCP layer while UE resumes its connection at different eNB even if PDCP SN used for encapsulation between UE and eNB could be different.
	TS36.323 v13.2.1
5.1.2.2
Procedures for SRBs

For SRBs, at reception of a PDCP Data PDU from lower layers, the UE shall:

…
-
if integrity verification is not applicable:
-
if received PDCP SN < Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_RX_SN to 0;

-
increment RX_HFN by one;
-
deliver the resulting PDCP SDU to upper layer;
…


2.3 Potential solutions
In order to address the resume failure issue due to unsynchronized RLC SN while UE resumes its connection at different eNB, there could be the following options:
Option 1: To include RLC SN relevant info in X2 RETRIEVE UE CONTEXT RESPONSE message
Option 2: To reset RLC state variables including RLC SN while suspension
Option 3: To reset RLC state variables including RLC SN while initiating resume procedure, i.e. UE performs RLC reestablishment procedure to reset RLC state variables while sending RRCConnectionResumeRequest message
In our view, option 3 has smaller standard impact and can be easily implemented, and text proposal is attached in Annex. The CR to 36.331 is submitted as [4].
Proposal 1: It is suggested that RAN2 confirm the unsynchronized RLC SN issue while UE resumes its connection at different eNB.
Proposal 1a: If proposal 1 is agreed, it is suggested that UE performs RLC reestablishment procedure to reset RLC state variables while sending RRCConnectionResumeRequest message.
3 Conclusion

Based on the analysis, we have the following observations and proposals:
Observation 1: Unsynchronized RLC SN for RLC PDU encapsulating RRCConnectionResume message between UE and eNB is identified while UE resumes its connection at different eNB and resume procedure could fail.

Observation 2: PDCP PDU encapsulating RRCConnectionResume message can be handled robustly in PDCP layer while UE resumes its connection at different eNB even if PDCP SN used for encapsulation between UE and eNB could be different.
Proposal 1: It is suggested that RAN2 confirm the unsynchronized RLC SN issue while UE resumes its connection at different eNB.
Proposal 1a: If proposal 1 is agreed, it is suggested that UE performs RLC reestablishment procedure to reset RLC state variables while sending RRCConnectionResumeRequest message.
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5 Annex: Text proposal for 36.331
5.3.3
RRC connection establishment

…
5.3.3.2
Initiation

…
For NB-IoT, upon initiation of the procedure, the UE shall:

1>
if the UE is establishing or resuming the RRC connection for mobile originating exception data; or
1>
if the UE is establishing or resuming the RRC connection for mobile originating data; or

1>
if the UE is establishing or resuming the RRC connection for mobile originating signalling; 
2>
perform access barring check as specified in 5.3.3.14;

2>
if access to the cell is barred:

3>
inform upper layers about the failure to establish the RRC connection or failure to resume the RRC connection with suspend indication and that access barring is applicable, upon which the procedure ends;

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
apply the CCCH configuration as specified in 9.1.1.2;
1>
start timer T300;

1>

if the UE is establishing an RRC connection:
2>
initiate transmission of the RRCConnectionRequest message in accordance with 5.3.3.3;

1>
else if the UE is resuming an RRC connection:
2>
re-establish RLC entities for all SRBs and DRBs;
2>
initiate transmission of the RRCConnectionResumeRequest message in accordance with 5.3.3.3a;
…
5.3.3.4a
Reception of the RRCConnectionResume by the UE

The UE shall:
1>
stop timer T300; 
1>
restore the RRC configuration and security context from the stored UE AS context:


1>
restore the PDCP state and re-establish PDCP entities for all SRBs and DRBs;
1>
if drb-ContinueROHC is included:

2>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
2>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

1>
else:

2>
indicate to lower layers that stored UE AS context is used;
2>
reset the header compression protocol context for the DRBs configured with the header compression protocol;

1>
 discard the stored UE AS context and resumeIdentity;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;
1>
resume SRBs and DRBs;
…
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