
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]3GPP TSG RAN WG2 Meeting #95	R2-164781
Gothenburg, Sweden, August 22 – 26, 2016



Source:	TCL
[bookmark: Title]Title:	eLWA service continuity in Mobility aspects
[bookmark: Source]Agenda Item:	8.5.2 Mobility enhancements (8.5 WI Enhanced LWA)
[bookmark: DocumentFor]Document for:	Discussion and Decision

Introduction
Lastly approved enhanced LTE WLAN radio Aggregation WI [1] includes Mobility optimizations aspects, e.g. intra and inter eNB handover without WT change and improvements for Change of WT (RAN2, RAN3).
It is proposed hereby from the RAN3 and SA3 lately progress, to derive and discuss the related RAN2 design aspects to maximize eLWA service continuity.

Discussion
RAN3 and SA3 status
RAN3 Nanjing meeting has endorsed CRs in [2] and [3] as baseline to address inter eNB handover under the same WT. 
With these CRs, LWA service can be preserved for the UE at handover because:
*in [3], the source eNB signals the UE WT context reference to the target eNB (in the Handover Request message) though its contents is still FFS (WT ID, WT UE XwAP ID, UE ID, Mobility Set),
*then, in [2], along with the Handover Request procedure, the target eNB can perform WT addition request procedure. The source eNB would at some point later, perform the WT release request procedure.
SA3 Chennai meeting has agreed CR in [4] allowing a UE supporting existing IEEE 802.1x compliant AP to install new PMK ID as a result of S-KWT key derivation, which happens at inter eNB handover. Specifically on the issue of PDCP deciphering while WLAN ciphering, they have recommended in [5] “not to disable PDCP ciphering in order to assure same level of security for LTE bearers even if they are sent over WLAN”.

Issues to maximize the service continuity

2.2.1. Reassociation timing Vs. HO timing
As already started by RAN3, the objective of mobility enhancements for eLWA is to maximize the service continuity since the current LWA implies service interruption during LTE handover. 
As spotted in [6], the AS keys including KeNB change upon handover. SKWT, WLAN PMK derived from KeNB also changes.
As per SA3 reply in [7], the SKWT replacement is independent from the KeNB changes. 
However, in case of handover failure, the UE would have to revert to the previous SKWT due reestablishment onto the previous cell. Then, to avoid service interruption further to reassociation based on another WLAN key as pointed by [8], it is preferable to reassociate after HO completion. This also would work for the handover success case.
When such reassociation is initiated by the UE based on [4], the RRC specification would reflect this.
When such reassociation is initiated by the network, the eNB should provide the SKWT to WT after receipt of the RRC message for HO Completion from the UE. The WT can then take into use the key when needed.
Hence the following proposal can be made:
Proposal 1: RAN2 to discuss and agree to replace SKWT at the UE and WT after HO completion.

2.2.2. Handling of dual ciphering configuration PDCP data
Downlink case
During LTE handover, key refresh and one key use imply the UE is unable to decode any WT buffered data ciphered with the old PDCP key. This problem is raised in [6] among others.
The amount of WT buffered data (and so service interruption time due to UE unable to decode) is not predictable since it depends on the WLAN load.
A new key indicator in the LWA PDU is proposed in [8] so that the UE infers the LWA PDU pertains to WT buffered data.
Since the amount of WT buffered data is not predictable and a UE implementation would be able to decipher using old PDCP key assuming old and new keys are available, we do not see a strong reason to introduce this new key indicator. Another reason is key indication relates to control plane and as such is not relevant for inclusion in user plane data. Also some handling of the key value indication would be necessary.
Indeed a basic UE implementation for downlink data can be to decipher using the previous ciphering key until deciphering fails. Then to decipher with the new ciphering key from then on since the WT is supposed to provide in-sequence delivery. So double deciphering in the UE would happen only once.
However in case the network wishes to have a better control on the change from old to new ciphering key in the UE, it is possible to indicate along with the HO Command, the SN of the last transmitted PDCP PDU that used the old ciphering key. From the SN+1 onwards, the UE knows that it has to decipher using the new key.

Uplink case
After LTE handover, key refresh and one key use imply the UE sends data using the new PDCP key.
The new key indicator in the LWA PDU proposed in [8] would serve the purpose of eNB path switching at the WT assuming the WT is still connected with both the source and target eNBs (in-between WT Addition Request from the target eNB and WT Release from the source eNB).
From [9], the duration of the double eNBs connection at the WT is minimal. The source eNB can request WT release as soon as HO Command has been sent to UE.
In addition, the new key indicator would be specific to the mobility case under the same WT where the issue of routing towards the proper eNB would occur. There is no such issue in case of WT change. That’s why [9] proposes to have additional RRC configuration for the new key indicator setting.
There is no need for the new key indicator at least in the following cases:
-intra eNB mobility (because there is no other eNB than the source eNB), 
-inter eNB mobility with WT change,
-HO failure.

Hence the following proposal can be made:
Proposal 2: RAN2 to discuss and agree to address the deciphering issue of old ciphered downlink PDCP data by UE implementation (i.e. adequate deciphering based on two keys or PDCP SN using the old key).
Proposal 3: RAN2 to discuss and agree to address the routing issue towards the proper eNB by the WT, by network implementation (i.e. early source eNB WT release request).

2.2.3. Mobility with WT change
Although RAN3 has treated the case of same WT, the different WT case should also be handled as per the objective of the WI.
For the sake of minimal design point of view, a design should serve as many use cases as possible.
Here at least Proposals 1&2 are also applicable to the WT change case.
Proposal 1 - to replace SKWT at the UE and WT after HO completion - 
Proposal 2 - to address the deciphering issue of old ciphered downlink PDCP data by UE implementation (i.e. adequate deciphering based on two keys or PDCP SN using the old key) –
Proposal 3 - to address the routing issue towards the proper eNB by the WT, by network implementation (i.e. early source eNB WT release request) – does not apply for the WT change case since there is no routing issue when WT changes. However implementing it in the network would not have any side effects e.g. early release WT resources for further UEs.
Conclusion
It is proposed to discuss and agree on the proposals: 
Proposal 1: RAN2 to discuss and agree to replace SKWT at the UE and WT after HO completion.
[bookmark: _GoBack]Proposal 2: RAN2 to discuss and agree to address the deciphering issue of old ciphered downlink PDCP data by UE implementation (i.e. adequate deciphering based on two keys or PDCP SN using the old key).
Proposal 3: RAN2 to discuss and agree to address the routing issue towards the proper eNB by the WT, by network implementation (i.e. early source eNB WT release request).
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