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1 Introduction

NB-IoT is a Rel-13 feature supporting two alternative ways of transporting data. Data can be handled by a conventional U-plane transport or be transported over NAS (Data over NAS or DoNAS for short). For the alternative where data is transported over the usual U-plane, the RRC connection can be suspended to be resumed at a later time to reduce signalling due to state transitions. 

This contribution discusses a few remaining aspects of RRC Connection Resume. In particular the protection of suspend and resume related messages and details of the authentication token used at resume are discussed and ways forward presented.

2 Background
At RAN2#93bis RAN2 agreed that

· Introduce new RRC message RRCConnectionResumeRequest, RRCConnectionResume, RRCConnectionResumeComplete
· Use existing RRC messages RRCConnectionSetupReject as a response to RRCConnectionResumeRequest
· The RRC Resume message is sent on SRB1 with Integrity Protection, and optionally a RRCConnectionReconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering)
· The reject message is sent on SRB0. 
and that

· We make the assumption that L1 and MAC configuration parameters can be present in the RRC connection resume message without ciphering. 
· Ask SA3 to clarify whether integrity protection and/or ciphering is needed for SRB/DRB configuration/reconfiguration at RRC connection resume.

· If SA3 indicates that also SRB/DRB configurations can be present in the RRC resume message then we add that possibility later. 
3 SRB/DRB configuration/reconfiguration at RRC connection resume
An LS [1] on Clarifications on RRC Resume Request was sent to SA3 asking
Q1: Are integrity protection and/or ciphering needed for SRB/DRB configuration/reconfiguration at RRC connection resume?

SA3 has provided their answer in the response LS in [2]
Answer: Integrity protection is required, ciphering of these messages is not required.
Based on SA3’s answer and an objective to avoid unnecessary signalling overhead, it is proposed to agree that SRB/DRB configurations/reconfigurations can be performed with the RRCConnectionResume message which is integrity protected but not ciphered on SRB1

Proposal 1 SRB/DRB configurations/reconifurations can be present in/performed with the RRCConnectionResume message

We note that proposal 1 is already supported by the current running CR as the RRCConnectionResume includes RadioResourceConfigDedicated-NB which includes DRB-ToAddModList and SRB-ToAddModList IEs.
4 Protection of RRC messages

Annex A.6 of [3] summarises the level of protection needed for different RRC messages. The new RRC messages

· RRCConnectionResumeRequest, 
· RRCConnectionResume, and

· RRCConnectionResumeComplete
are missing from the table in Annex A.6. As per previous agreements
· RRCConnectionResumeRequest is sent on SRB0 which does not provide integrity protection nor ciphering.

· RRCConnectionResume is sent on SRB1 with integrity protection and without ciphering.

· RRCConnectionResumeComplete is sent on SRB1 with both integrity protection and ciphered.

As per the discussion in Clause 3 above, SA3 has clarified that integrity protection is required and ciphering is not required for SRB/DRB configuration/reconfiguration at RRC connection resume. Hence no exception is needed for SRB/DRB configuration/reconfiguration at resume and it is proposed to add the new RRC messages to the table in Annex A.6 as follows:

	Message
	P
	A-I
	A-C
	Comment

	RRCConnectionResumeRequest
	-
	+
	+
	

	RRCConnectionResume
	-
	-
	+
	

	RRCConnectionResumeComplete
	-
	-
	-
	


where
P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation
Proposal 2 Capture the protection of resume related RRC messages in the table in Annex A.6 in [3] as outlined in Clause 4 above. 
5 Details of the Authentication Token in the RRCConnectionResumeRequest
In the LS from RAN2 to SA3 mentioned above, RAN2 also asked:

Q2:  Should the input to determine shortMAC-I in the RRC Resume Request message be the same as for the legacy re-establishment case? or should the physCellId and c-RNTI be replaced by the ResumeID?

 SA3 replies that:

Answer: In SA3’s opinion the input to the MAC calculation need to contain only the target Cell-ID, from a security point of view. Other possible input parameters are left for RAN2 to decide as was done in Rel-8, If RAN2 decides to use the same input parameters as in Rel-8, then it would be desirable to differentiate the ShortMAC-I of RRC connection re-establishment (Rel-8) from ShortMAC-I of RRC connection resume with some differentiator in the MAC calculation, e.g. by using a constant value "resume". It would be desirable to also use a different name, e.g. ShortResumeMAC-I. 

Hence, SA3 leaves the choice to include PCI+C-RNTI or Resume ID (in addition to the target Cell-ID) to RAN2. For consistency with SA3’s answer RAN2 should however differentiate the names and the calculation of authentication tokens for connection reestablishment and connection resume . It is therefore proposed that:

Proposal 3 In addition to target Cell-ID the MAC calculation includes source PCI and source C-RNTI as in legacy re-establishment.
Proposal 4 Rename the IE for the authentication token/MAC for RRCConnectionResume to ShortResumeMAC-I.

Furthermore,
Proposal 5 If RAN2 decides to use the same input parameters as in Rel-8 it is proposed that the constant value “resume” is included in the input to the calculation of ShortResumeMAC-I.

6 Details of UE behaviour when Integrity Protection check fails at RRCConnectionResume
During the mail discussion [93bis#30] Email discussion CIoT optimization for non-NB-IoT-UEs [], it was commented by Nokia that: 
· Since the RRCConnectionResume-message is supposed integrity protected, shouldn’t we add the UE behaviour for the case when that fails, too? We have proposed that UE checks this before applying the security keys, and in case the check fails, UE discards the stored configuration and goes to RRC_IDLE.

Given that this aspect is common to both non-NB-IoT and NB-IoT, the proposal in the Email discussion summary was that this be discussed in the NB-IoT session.

As part of the email discussion, Nokia had the following text proposal to section 5.3.3.4a in the CR for this issue (highlighted):

1>
if the RRCConnectionResume message passes the integrity protection check:
2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume  message, as specified in TS 33.401 [32];

2>
store the nextHopChainingCount value;

2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
2> configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
2>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1> else

2>  release the stored UE context;

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;
On the proposed text above, we believe the proposal above is not entirely correct or suitable. This is because it is not clear from the proposal that the integrity check should use the new keys. In fact, since the condition on successful integrity protection check is done before deriving the new keys, it may be perceived as if the integrity protection of the Resume message should be done with the old keys.
In our opinion, the check on the Integrity Protection should be more explicit and clear that it is done based on the newly derived keys, and so we would propose something like the following updates could be applied for the resume in section 5.3.3.4a:

5.3.3.4a
Reception of the RRCConnectionResume by the UE

The UE shall:
1>
stop timer T300;
1> restore the MAC main configuration from the stored UE context:

1> restore PDCP and RLC entities for all SRBs and DRBs that are established from the stored UE context:

1>
if drb-ContinueROHC is included:

2>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

1>else:

2>
reset the header compression protocol context for the DRBs configured with the header compression protocol;
1>
discard the stored UE context;
1> perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume  message, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
1> request lower layers to verify the integrity protection of the RRCConnectionResume message, using the previously configured algorithm and the KRRCint key;

1> if the integrity protection check of the RRCConnectionResume message fails:

2> release the stored UE context;

2> perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;

1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
1> configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1>
enter RRC_CONNECTED;

1>
indicate to upper layers that the suspended RRC connection has been resumed;
1>
stop the cell re-selection procedure;
1> consider the current cell to be the PCell;
1>
submit the RRCConnectionResumeComplete message to lower layers for transmission;

1> the procedure ends.

Proposal 6 RAN2 to agree on the proposed updates to 5.3.3.4a for the case where the check on the Integrity protection of the RRCConnectionResume message fails.
7 Conclusion

Based on the discussion in sections 3, 4 and 5 we propose the following:
Proposal 1
SRB/DRB configurations/reconifurations can be present in/performed with the RRCConnectionResume message
Proposal 2
Capture the protection of resume related RRC messages in the table in Annex A.6 in [3] as outlined in Clause 4 above.
Proposal 3
In addition to target Cell-ID the MAC calculation includes source PCI and source C-RNTI as in legacy re-establishment.
Proposal 4
Rename the IE for the authentication token/MAC for RRCConnectionResume to ShortResumeMAC-I.
Proposal 5
If RAN2 decides to use the same input parameters as in Rel-8 it is proposed that the constant value “resume” is included in the input to the calculation of ShortResumeMAC-I.

Proposal 6
RAN2 to agree on the proposed updates to 5.3.3.4a for the case where the check on the Integrity protection of the RRCConnectionResume message fails.
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