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1 Introduction

NB-IoT is a Rel-13 feature supporting two alternative ways of transporting data. Data can be handled by a conventional U-plane transport or be transported over NAS (Data over NAS or DoNAS for short). For the alternative where data is transported over the usual U-plane, the RRC connection can be suspended to be resumed at a later time to reduce signalling due to state transitions. 

This contribution discusses a few remaining aspects of RRC Connection Resume. In particular the protection of suspend and resume related messages and details of the authentication token used at resume are discussed and ways forward presented.

2 Background
At RAN2#93bis RAN2 agreed that

· Introduce new RRC message RRCConnectionResumeRequest, RRCConnectionResume, RRCConnectionResumeComplete
· Use existing RRC messages RRCConnectionSetupReject as a response to RRCConnectionResumeRequest
· The RRC Resume message is sent on SRB1 with Integrity Protection, and optionally a RRCConnectionReconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering)
· The reject message is sent on SRB0. 
and that

· We make the assumption that L1 and MAC configuration parameters can be present in the RRC connection resume message without ciphering. 
· Ask SA3 to clarify whether integrity protection and/or ciphering is needed for SRB/DRB configuration/reconfiguration at RRC connection resume.

· If SA3 indicates that also SRB/DRB configurations can be present in the RRC resume message then we add that possibility later. 
3 SRB/DRB configuration/reconfiguration at RRC connection resume
An LS [1] on Clarifications on RRC Resume Request was sent to SA3 asking
Q1: Are integrity protection and/or ciphering needed for SRB/DRB configuration/reconfiguration at RRC connection resume?

SA3 has provided their answer in the response LS in [2]
Answer: Integrity protection is required, ciphering of these messages is not required.
Based on SA3’s answer and an objective to avoid unnecessary signalling overhead, it is proposed to agree that SRB/DRB configurations/reconfigurations can be performed with the RRCConnectionResume message which is integrity protected but not ciphered on SRB1

Proposal 1 SRB/DRB configurations/reconifurations can be present in/performed with the RRCConnectionResume message

We note that proposal 1 is already supported by the current running CR as the RRCConnectionResume includes RadioResourceConfigDedicated-NB which includes DRB-ToAddModList and SRB-ToAddModList IEs.
4 Protection of RRC messages

Annex A.6 of [3] summarises the level of protection needed for different RRC messages. The new RRC messages

· RRCConnectionResumeRequest, 
· RRCConnectionResume, and

· RRCConnectionResumeComplete
are missing from the table in Annex A.6. As per previous agreements
· RRCConnectionResumeRequest is sent on SRB0 which does not provide integrity protection nor ciphering.

· RRCConnectionResume is sent on SRB1 with integrity protection and without ciphering.

· RRCConnectionResumeComplete is sent on SRB1 with both integrity protection and ciphered.

As per the discussion in Clause 3 above, SA3 has clarified that integrity protection is required and ciphering is not required for SRB/DRB configuration/reconfiguration at RRC connection resume. Hence no exception is needed for SRB/DRB configuration/reconfiguration at resume and it is proposed to add the new RRC messages to the table in Annex A.6 as follows:

	Message
	P
	A-I
	A-C
	Comment

	RRCConnectionResumeRequest
	-
	+
	+
	

	RRCConnectionResume
	-
	-
	+
	

	RRCConnectionResumeComplete
	-
	-
	-
	


where
P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation
Proposal 2 Capture the protection of resume related RRC messages in the table in Annex A.6 in [3] as outlined in Clause 4 above. 
5 Details of the Authentication Token in the RRCConnectionResumeRequest
In the LS from RAN2 to SA3 mentioned above, RAN2 also asked:

Q2:  Should the input to determine shortMAC-I in the RRC Resume Request message be the same as for the legacy re-establishment case? or should the physCellId and c-RNTI be replaced by the ResumeID?

 SA3 replies that:

Answer: In SA3’s opinion the input to the MAC calculation need to contain only the target Cell-ID, from a security point of view. Other possible input parameters are left for RAN2 to decide as was done in Rel-8, If RAN2 decides to use the same input parameters as in Rel-8, then it would be desirable to differentiate the ShortMAC-I of RRC connection re-establishment (Rel-8) from ShortMAC-I of RRC connection resume with some differentiator in the MAC calculation, e.g. by using a constant value "resume". It would be desirable to also use a different name, e.g. ShortResumeMAC-I. 

Hence, SA3 leaves the choice to include PCI+C-RNTI or Resume ID (in addition to the target Cell-ID) to RAN2. For consistency with SA3’s answer RAN2 should however differentiate the names and the calculation of authentication tokens for connection reestablishment and connection resume . It is therefore proposed that:

Proposal 3 In addition to target Cell-ID the MAC calculation includes source PCI and source C-RNTI as in legacy re-establishment.
Proposal 4 Rename the IE for the authentication token/MAC for RRCConnectionResume to ShortResumeMAC-I.

Furthermore,
Proposal 5 If RAN2 decides to use the same input parameters as in Rel-8 it is proposed that the constant value “resume” is included in the input to the calculation of ShortResumeMAC-I.

6 Conclusion

Based on the discussion in sections 3, 4 and 5 we propose the following:
Proposal 1
SRB/DRB configurations/reconifurations can be present in/performed with the RRCConnectionResume message
Proposal 2
Capture the protection of resume related RRC messages in the table in Annex A.6 in [3] as outlined in Clause 4 above.
Proposal 3
In addition to target Cell-ID the MAC calculation includes source PCI and source C-RNTI as in legacy re-establishment.
Proposal 4
Rename the IE for the authentication token/MAC for RRCConnectionResume to ShortResumeMAC-I.
Proposal 5
If RAN2 decides to use the same input parameters as in Rel-8 it is proposed that the constant value “resume” is included in the input to the calculation of ShortResumeMAC-I.
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