3GPP TSG-RAN WG2 Meeting #93bis
R2-163528
Nanjing, China, 23 - 27 April 2016
Agenda item:
8.5.2
Source:
Nokia, Alcatel-Lucent Shanghai Bell
Title:
Handling PDCP ciphering-key change in continued LWA
WID:
LTE_WLAN_aggr-Core - Release 14
Document for:
Discussion and Decision

1
Introduction
RAN#71 agreed the eLWA WID [1] including the following objectives:

1. Uplink data transmission on WLAN, including uplink bearer switch and bearer split (RAN2)

2. Mobility optimizations, e.g. intra and inter eNB handover without WT change and improvements for Change of WT (RAN2, RAN3)

<…>

In Rel-13 LWA, the UE’s LWA configuration is always released when LTE handover occurs. In this contribution we discuss making LWA more sophisticated than that, and how the right PDCP ciphering key can be known for each PDU at continued reception over WLAN also when the key changes because of the handover.

2
Discussion
By the LTE RRC specification, “The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment.” Since the security key S-KWT used as the WLAN PMK is derived from KeNB, also that changes at handover. The details of the security keys are contained in the specification TS33.401 [2].
If change of the PMK on the WLAN radio interface always co-incides with the change of PDCP key with which received PDCP PDUs have been ciphered, in downlink the UE could at least in theory locally indicate this change point to PDCP. (In uplink transmission over WLAN, also to be introduced in the present work item, the indication would not remain local but would need to be carried from WLAN to the eNB.)
It seems however that after the PMK change the UE can still receive PDCP PDUs ciphered with the previous PDCP key, which may have been buffered e.g. at WT. To avoid this, it would have to be mandated that any PDCP PDUs are discarded throughout the whole WLAN data path when changing the PMK. But this seems both unnecessary and also difficult to achieve.
Instead, it seems preferable to mirror the change in ciphering key with a change in an LWAAP [3] header-field value, with the new value indicated by the eNB to the UE in the triggering RRC message. The current LWAAP data-PDU format is as follows:
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Figure 6.1.2-1: LWAAP data PDU
Having the DRBID field reflect the ciphering-key change seems infeasible, because the current RRC ASN.1 does not allow changing the DRB ID of an EPS bearer without tear-down and re-setup of the whole radio bearer: the RRC IE indicating the EPS-bearer ID is only present at DRB set-up. Tear-down of a radio bearer involves flushing PDCP and the layers below, which means that the re-setup would violate the in-sequence delivery by PDCP to higher layers.
This would seem to leave only the option of a newly introduced separate key-indicator LWAAP-header field, an option identified already in S3-070475 [4].

Proposal 1:
A change in the PDCP ciphering key is mirrored in a change in a newly introduced key-indicator LWAAP-header field. The RRC message triggering the key change also indicates the new value of the LWAAP key-indicator field.

Since there does not seem to be a need for the new key-indicator field to differentiate between more than 4 of the most recent PDCP ciphering keys, it should easily fit within less than the 3 bits that are currently reserved in the LWAAP header.
3
Conclusion
This contribution discusses how the right PDCP ciphering key can be known for each PDU at continued reception over WLAN also when the key changes because of LTE handover, and proposes the following.
Proposal 1:
A change in the PDCP ciphering key is mirrored in a change in a newly introduced key-indicator LWAAP-header field. The RRC message triggering the key change also indicates the new value of the LWAAP key-indicator field.
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