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1. Overall Description:

As part of the discussion on security aspects for NB-IoT, RAN2 agreed the following:
· We make the assumption that L1 and MAC configuration parameters can be present in the RRC connection resume message without ciphering. 
· Ask SA3 to clarify whether integrity protection and/or ciphering is needed for SRB/DRB configuration/reconfiguration at RRC connection resume.

· If SA3 indicates that also SRB/DRB configurations can be present in the RRC resume message then we add that possibility later. 
· UE can receive data on DRB after having received and processed RRC resume message. 
· 

· Security is fully resumed on UE side after reception and processing of RRC connection resume message and UL data on DRB(s) can be sent with “message 5”.
· We inform SA3 of the above security related agreements
RAN2 would then like to ask SA3 to review the above assumption and answer the following question:
Q1: Are integrity protection and/or ciphering needed for SRB/DRB configuration/reconfiguration at RRC connection resume?

Furthermore, after the decision that the RRC Resume Request message will contain the ResumeID (the full 40 bits or a shortened version) 
provided by the network in the cell where the connection was suspended (and not include physCellId and c-RNTI), RAN2 discussed whether the input to determine shortMAC-I in the RRC Resume Request message should be the same as for the legacy re-establishment case (i.e. {cellIdentify, physCellId, c-RNTI}) or based on the ResumeID (e.g. {cellIdentify, ResumeID}). RAN2 then agreed to leave the decision to SA3.
Q2:  Should the input to determine shortMAC-I in the RRC Resume Request message be the same as for the legacy re-establishment case? or should the physCellId and c-RNTI be replaced by the ResumeID?
2. Actions:

To SA3
ACTION: 
RAN2 kindly asks SA3 to answer the questions above. 
3. Date of Next TSG-RAN2 Meetings:

TSG RAN2 NB-IoT ad-hoc
3-4 May, 2016

Sophia Antipolis, France

TSG RAN2 Meeting #94

23-27 May, 2016

Nanjing, China

�Suggest to remove this, as not related to security


�This might need to be updated based on the final decision for TEI13 cIoT optimizations)






