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1. Introduction
Currently it is unclear in Stage-2 and Stage-3 descriptions how the UE provides WLAN security when WT Counter is absent. Changes proposed in [1] and [2] intend to clarify what the UE shall use for authentication when WT Counter (which is optional) is not signalled. However, we feel that the UE behaviour in terms of WLAN authentication would still not be fully clear as the actual UE behaviour also depends on the WLAN connection status at the time LWA configuration is received in the RRC Connection Reconfiguration message. In this document, we try to clarify it and provide a Stage-2 TP.
2. Discussion
According to TS 33.401 subclause G [3], WT counter is used when computing S-KWT. However WT counter is optional and may not be always signalled. If WT counter has not been signalled to the UE, it is not clear in stage 2 what method(s) the UE uses for authentication. A clarification is suggested in [1] to specify that when WT Counter has not been signalled to the UE, the UE uses EAP/AKA authentication as specified in TS 33.401 subclause 6. In addition, as WT Counter (lwa-WT-Counter) is “--NEED ON” [4], the UE may continue to use the stored value if the field has been signalled before. Similar clarification is suggested in [2] to use other (e.g., 802.1x based) authentication methods when WT Counter is not provided.

However, the actual UE behaviour depends on the WLAN connection status at the time LWA configuration is received in the RRC Connection Reconfiguration message. 
Observation 1. Clarifications on what to use for WLAN authentication when WT counter is absent are already proposed in the draft CRs. However, currently WT Counter is “--NEED ON” and the UE may continue to use the stored value if the field has been signalled before.
Observation 2. The actual UE behaviour also depends on the WLAN connection status at the time of reception of LWA configuration. The behaviour is not clear in stage 2 or 3.

Note that it is clear if WT Counter is signalled, it will be a new value, which means a new PMK will be calculated. Basically, at the time of reception of LWA setup in RRC Connection Reconfiguration message:

· If UE is not connected to an LWA WLAN AP:

· if a (new) WT counter is present: UE shall connect to the AP using new PMK

· else (i.e., WT counter is not present): UE shall connect to AP using EAP/AKA authentication
· Else (i.e., UE is connected to an LWA WLAN AP):
· if a (new) WT counter is present: UE shall reconnect to the AP using new PMK

· else (i.e., WT counter is not present): UE shall not reconnect to the AP but continue to use the existing connection.
This behaviour is not clear from stage 2 or stage 3 descriptions. A clarification of the procedural text would be beneficial. A text proposal is given in Annex A. Therefore, we propose,
Proposal 1. Adopt the stage 2 TP from Annex A to clarify the UE behaviour for WLAN authentication.
3. Summary

Observation 1.
Clarifications on what to use for WLAN authentication when WT counter is absent are already proposed in the draft CRs. However, currently WT Counter is “--NEED ON” and the UE may continue to use the stored value if the field has been signalled before.
Observation 2.
The actual UE behaviour also depends on the WLAN connection status at the time of reception of LWA configuration. The behaviour is not clear in stage 2 or 3.
Proposal 1.
Adopt the stage 2 TP from Annex A to clarify the UE behaviour for WLAN authentication.
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Annex A: Text proposal for 36.300
22A.1.x
WLAN Authentication

For ciphering and integrity protection over of WLAN link, the UE supporting LWA computes S-KWT based on WT Counter and KeNB, as specified in TS 33.401 subclause G [22] and TS 36.331 subclause 5.6.14.2 [16]. 

If WT Counter is included in LWA Configuration in the RRC Connection Reconfiguration message, the UE shall start using the Pairwise Master Key derived using the WT Counter value. For a UE associated to WLAN, configuration of a new PMK triggers re-association. 

If WT Counter is not included in LWA Configuration in the RRC Connection Reconfiguration message, the UE which is not connected to any LWA WLAN AP in the mobility set at the time of reception of the LWA configuration shall use EAP/AKA authentication as specified in TS 33.401 subclause 6 [22] for connection with the AP; whereas the UE which is connected to an LWA WLAN AP is not required to perform re-association. 
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