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1 Introduction and background
NB-IoT is a Rel-13 feature supporting two alternative ways of transporting data. Data can be handled by a conventional U-plane transport or be transported over NAS (Data over NAS or DoNAS for short). For the alternative where data is transported over the usual U-plane, the RRC connection can be suspended to be resumed at a later time to reduce signalling due to state transitions. 

This contribution takes a further look at some aspects of RRC Connection Suspend/Resume related to security; e.g., SRB for RRC connection resume message, availability of DRBs. The contribution also revisits the need for separate RRC message for re-configuration of DRBs.
2 Discussion
2.1 SRB for RRC connection resume message

At RAN2#93 several agreements were made in relation to security aspects at RRC Resume. One of the agreements made was that the COUNT is reset by the UE at RRC Resume, so this implies that the keys are always changed at RRC Resume.
Proposal 1 Confirm that keys are always changed at RRC connection resume.

It was also agreed that the eNB provides the NCC in RRC resume (MSG4), and that RAN2 assumes that we can fully resume by one transmission, also if it requires reconfiguration, by transmitting both an unsecured and a secured message in the same transmission. It is our understanding that an unsecured message in this context can mean it is integrity protected, but not ciphered.
In the email discussion on Resume operation ([93#41][NB-IOT]), it was discussed whether the RRC connection resume message [name FFS] shall be sent on SRB1 or SRB0. Three varieties were mentioned:

Option 1:
The RRC Resume message is sent on SRB1 with Integrity Protection, and optionally a RRCConnectionReconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering)

Option 2:
The RRC Resume message is sent on SRB0 without Integrity Protection, and a mandatory RRCConnectionReconfiguration message is sent on SRB1 with Integrity Protection (and Ciphering) 

Option 3: 
The RRC Resume message can be sent on SRB0 without Integrity Protection and without subsequent integrity protected message.

When specifying RRC Connection Reestablishment for LTE in Rel-8, it was considered that both UE and eNB shall be authenticated. Since the reestablishment procedure always include a separate RRCConnectionReconfiguration message which is integrity protected, the RRCConnectionReestablishment message could be sent on SRB0 without integrity protection. Furthermore RRC connection reestablishment is for handling error cases so signalling minimisation was not a high priority. For NB-IoT, signalling reduction is an essential component to ensure long battery life and efficient use of limited radio resources. Thus, additional messages should be avoided when not necessary.

With Option 2 there are some consequences with signalling overhead, having to include two separate messages (one on SRB0 and another on SRB1) results in DL signalling overhead. Also Option 2 may imply that there would be a need for two separate ‘complete’ messages in the UL, again resulting in unnecessary signalling overhead. These signalling overheads go against the requirement of minimising the signalling for NB-IoT.

With Option 1, which is similar to the handling of the SecurityModeCommand today in the baseline, it would ensure both UE and eNB are authenticated, but also mean there is no unnecessary signalling overhead which is present with Option 2.

With Option 3, it is not clear how the network can be authenticated with an SRB0-only approach. Before SA3 informs RAN2 that eNB does not need to be authenticated, RAN2 must (to be on the safe side) based on legacy LTE assume that such authentication is needed. 
Based on discussion and observations above, we conclude and propose that RRC connection resume message is sent on SRB1.

Proposal 2 The RRC connection resume message is sent on SRB1.
2.2 Protection of reconfiguration of DRBs
When discussing and specifying the protection of different RRC messages in LTE, the baseline assumption was that messages would be both integrity protected and ciphered unless an exception was required and acceptable. Exceptions w r t integrity protection and/or ciphering were discussed on a case by case basis only if a use case was identified. If no need was identified, exception was not discussed nor specified.  In particular integrity protection and ciphering were not discussed independently if there was no need to consider integrity protection without ciphering.
Thus, the indication in Annex A.6 in TS 36.331 that RRCConnectionReconfiguration message shall not be sent unprotected for establishment of SRB2 and DRBs does not necessarily mean that it must be ciphered. Integrity protection may be sufficient.
	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs


In the light of the significant overhead associated with a separate message for reconfiguration of DRBs it is therefore proposed to agree to include possibility to signal RRCConnectionReconfiguration IEs in the RRC connection resume message conditional on SA3 confirmation that integrity protection but not ciphering is needed for reconfiguration of DRBs.

Proposal 3 RRCConnectionReconfiguration IEs can be included in the RRC connection resume message for configuration/reconfiguration of SRBs and DRBs if ciphering is not needed for reconfiguration of DRBs. 

Proposal 4 Ask SA3 to clarify whether integrity protection and/or ciphering is needed for SRB/DRB configuration/reconfiguration at RRC connection resume.

In case configuration/reconfiguration of SRBs and DRBs cannot be done without ciphering, it is suggested that it should be possible to supress the RRC connection resume complete message when an RRCConnectionReconfiguration message follows. This is to mitigate additional overhead due to two complete messages being sent in the UL when both an RRC connection resume message and an RRCConnectionReconfiguration message are sent from the eNB to the UE. Since the eNB knows when an RRCConnectionReconfiguration will follow, in the same or is a subsequent transmission/transport block/MAC PDU, the eNB can indicate to the UE in the RRC connection resume message that the UE shall not send an RRC connection resume complete message. This would improve the UL signalling efficiency significantly.

Proposal 5 The RRC connection resume complete message can be supressed/omitted if an RRCConnectionReconfiguration message follows after the RRC connection resume message.
2.3 Resumption of DRBs
Since security is fully resumed once the RRC connection resume message has been sent, DRBs can be used immediately after submitting RRC connection resume message to lower layers. I.e., DL DRB data can be multiplexed in the same transport block/MAC PDU as the RRC connection resume message.

Similar for the UL, UL DRB data can be sent/included in “message 5” following the reception of RRC connection resume message. 

Proposal 6 Security is fully resumed on network side after submission of RRC connection resume message to lower layers and DL data on DRB(s) can be sent in “message 4”.

Proposal 7 Security is fully resumed on UE side after reception of RRC connection resume message and UL data on DRB(s) can be sent in “message 5”.

3 Conclusion
Based on observations, considerations and discussion above, we propose that:
Proposal 1
Confirm that keys are always changed at RRC connection resume.
Proposal 2
The RRC connection resume message is sent on SRB1.
Proposal 3
RRCConnectionReconfiguration IEs can be included in the RRC connection resume message for configuration/reconfiguration of SRBs and DRBs if ciphering is not needed for reconfiguration of DRBs.
Proposal 4
Ask SA3 to clarify whether integrity protection and/or ciphering is needed for SRB/DRB configuration/reconfiguration at RRC connection resume.
Proposal 5
The RRC connection resume complete message can be supressed/omitted if an RRCConnectionReconfiguration message follows after the RRC connection resume message.
Proposal 6
Security is fully resumed on network side after submission of RRC connection resume message to lower layers and DL data on DRB(s) can be sent in “message 4”.
Proposal 7
Security is fully resumed on UE side after reception of RRC connection resume message and UL data on DRB(s) can be sent in “message 5”.


It is further proposed to inform SA3 about RAN2 agreements above and the RAN decisions regarding the Resume ID. 
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