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1. Introduction
During last RAN2 NB-IOT Ad-hoc Meeting in Budapest, some details of RRC Connection Control have been discussed. Regarding RRC Connection Release, the following was agreed:
· The LTE RRC Connection Release procedure to be supported. Other methods for RRC release is FFS.
In this contribution, we give our views on the possible ways to release the RRC connection for CP based solution:
· Using legacy LTE RRC Connection Release procedure

· Using alternatives methods
2. LTE RRC Connection Release procedure
The agreed CP solution is described in [1], technically endorsed at SA2#112 meeting in Anaheim. It enables “Early RRC Connection Release”, as the UE can inform the NW that the transaction is complete, by using signalling at NAS level.
In CP solution, small data is exchanged over NAS. Within any UL NAS small data message, UE can include a Release Assistance Information (RAI) which indicates (on 2 bits):

· Whether a connection release is requested
· When connection release is requested, whether 

· Case A: no subsequent downlink data (SDD) is expected
· Case B: a SDD is expected (e.g. response message) 

This information is received by the MME which

· In case A: Initiate the release of the connection
· In case B: Store the indication to release after the next DL message, wait for the response DL PDU, and when received includes along with the response DL PDU the release indication in the SA1-AP DL message to the eNB. 
It is also possible (case C) that the application on UE side may know the transaction is ended only after receiving a specific DL PDU, in which case it is assumed it could send an empty UL NAS small data message just to provide the Release Assistance Information.

The expected signalling over Uu with only 1 UL data message is described in Table 1 (no subsequent DL data expected case) and Table 2 (subsequent DL data expected case). 
For simplicity, we consider the following:

· No segmentation (the complete UL data message fits into RRC Connection Setup Complete)

· eNB bundles the RLC ACK with the subsequent DL transmission
· HARQ UL feedback not shown. It is still not clear how it will be scheduled. In the following tables, it can be assumed to be bundled with the subsequent UL transmission 
· HARQ DL feedback not shown

	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Setup Request (SRB0) + data volume indication
	UL
	

	4
	Msg4 - RRC Connection Setup (SRB0) + UL grant
	DL
	

	5
	Msg5 - RRC Connection Setup Complete (SRB1) + Data Packet/RAI (NAS/SRB1)
	UL
	

	6
	RLC ACK + RRC Connection Release (SRB1) + Poll/UL Grant
	DL
	

	7
	RLC ACK
	UL
	


Table 1 - no subsequent DL data expected
	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Setup Request (SRB0) + data volume indication
	UL
	

	4
	Msg4 - RRC Connection Setup (SRB0) + UL grant
	DL
	

	5
	Msg5 - RRC Connection Setup Complete (SRB1) + Data Packet/RAI (NAS/SRB1)
	UL
	

	6
	RLC ACK + Data Packet (NAS/SRB1) + RRC Connection Release (SRB1) + Poll/UL Grant
	DL
	

	7
	RLC ACK
	UL
	


Table 2 - subsequent DL data expected
The benefits of using RRC to release the connection are clear in terms of reuse and possibility to use associated features, such as redirection.
However the main drawback is a possible security issue. Indeed, since AS security is assumed to be not needed / not established for CP solution, the RRC Connection Release message would not be integrity protected. Using RRC Connection Release would also add some overhead.

Current RRC specification [4] allows RRC Connection Release to be sent unprotected when the RRC connection is only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely (AS security not yet established). However, as soon as that the AS security is established, an unprotected RRC Connection Release will fail integrity check and trigger a RRC Connection Re-establishment. An attacker is normally not able to drop an RRC Connection Release message to release an on-going data transfer.

Based on this, it could be discussed whether the LTE RRC Connection Release procedure should be authorized at all without AS security.
If AS security need to be activated just to support the release of the connection over RRC, it would create an important overhead to the CP solution. If the possible malicious use of RRC Connection Release message is perceived as an issue, than it should be possible for the eNB to allow or disallow its usage, for instance by an indication in the RRC connection setup message. This way, RAN can protect CP-based CIoT RRC Connections from attacks, and still be able to use RRC Connection Release message when needed for instance for redirection purpose. 

Proposal 1: if security is an issue, RAN2 should consider allowing the RRC Connection Release procedure on a RRC connection basis. 

Obviously, if the use of RRC Connection Release message is prohibited, other methods are needed to release the RRC connection. 

3. Alternative procedures

3.1. NAS-Initiated RRC Connection Release
During last RAN2 NB-IOT Ad-hoc Meeting in Budapest, RAN2 has agreed to support the LTE RRC Connection Release procedure (i.e. using the RRC Connection Release message), other methods for RRC release being FFS.

In our understanding, in SA2 proposal, the actual release of the connection may not require a RRC Connection Release message. However, this is not completely clear from [1]. Indeed, a possible solution would be that, upon initiating the S1 connection release:

· The MME indicates requests the UE to release the RRC connection through a release indication in the last NAS DL data message (REL bit in NAS container). The data message may be empty in case A. From UE AS point of view, the release would be triggered by NAS. However, it could be acted upon in a same way as a RRC Connection Release message (delay release till RLC ACK is sent).
· The MME indicates requests the eNB to release the RRC connection after successful transmission of the last NAS DL data message (through S1-AP)

The expected signalling over Uu with only 1 UL data message is described in Table 3 (no subsequent DL data expected case) and Table 4 (subsequent DL data expected case).

	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Setup Request (SRB0) + data volume indication
	UL
	

	4
	Msg4 - RRC Connection Setup (SRB0) + UL grant
	DL
	

	5
	Msg5 - RRC Connection Setup Complete (SRB1) + Data Packet/RAI (NAS/SRB1)
	UL
	

	6
	RLC ACK + EmptyDataPacket/REL (NAS/SRB1) + Poll/UL Grant
	DL
	

	7
	RLC ACK
	UL
	


Table 3 - no subsequent DL data expected
	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Setup Request (SRB0) + data volume indication
	UL
	

	4
	Msg4 - RRC Connection Setup (SRB0) + UL grant
	DL
	

	5
	Msg5 - RRC Connection Setup Complete (SRB1) + Data Packet/RAI (NAS/SRB1)
	UL
	

	6
	RLC ACK + Data Packet/REL (NAS/SRB1) + Poll/UL Grant
	DL
	

	7
	RLC ACK
	UL
	


Table 4 - subsequent DL data expected
The main benefit of this scheme would be to still have a message based connection release, without security issue (assuming NAS security covers the embedded REL info), and to minimize overhead. The drawback is that it prevents using features associated with RRC Connection Release, and that it introduces a new way to release the RRC connection – no longer under RAN control. However, it could also be subject to an authorization from the eNB (e.g., indication in the RRC connection setup message).
Proposal 2: NAS-Initiated RRC Connection Release can be used as a low overhead and secured way to release the RRC connection. It could be allowed on a RRC connection basis. 

In [2], it was proposed that the Connection Release Indication (REL) is actually added to the RRC DLInformationTransfer message. In our view, this has the benefit to minimize overhead, and to keep the connection under RAN control. However it has the same possible security weakness as using the legacy RRC Connection Release procedure.
3.2. UE Autonomous RRC Connection Release
It can also be considered whether the UE can initiate an autonomous release of the connection, without an explicit message asking to release the connection. This is further considered in our contribution [3].

4. Conclusion 
In this contribution, we have discussed the RRC Connection Release for NB-IOT CP based solution, and made the following observations and proposals:
Proposal 1: if security is an issue, RAN2 should consider allowing the RRC Connection Release procedure on a RRC connection basis.
Proposal 2: NAS-Initiated RRC Connection Release can be used as a low overhead and secured way to release the RRC connection. It could be allowed on a RRC connection basis.
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