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1. Introduction
In this contribution, we want to bring attention to an issue related to UE WLAN MAC address signalling. We believe this issue may be common to many UE implementations and therefore deserves a thorough analyses and consideration.

2. Discussion 

Currently the WLAN MAC address and supported band are reported to the network using UE capability exchange RRC signalling, which typically happens during cellular attach procedure. This assumes that UE’s WLAN MAC address is static and never changes, which is not necessarily correct. 

Many implementations do change MAC addresses, even during operation. For example, Linux operating system (OS), which is the basis for Android OS commonly used on many UEs, exposes an API to the OS allowing applications (having sufficient privileges) to change any network interface MAC address, including the one used by WLAN. This can be done for example using the following command line interface: “ifconfig wlan0 hw ether 00:11:22:33:44:55” (assuming “wlan0” is the name of the WLAN network interface and “00:11:22:33:44:55” is the new WLAN MAC address). 

Additionally, MAC address randomization is a security feature implemented on certain devices for increased privacy. When it is used, the WLAN MAC address may change frequently. 

Moreover, in some implementations the WLAN MAC address may only be accessible when WLAN is powered on. So there is no guarantee that WLAN MAC address is already available when the LTE side of UE is powered on and cellular attach procedure starts.

WLAN supported bands may also change after UE capability message exchange, as it depends on the Geo Location.

Observation 1. WLAN MAC address may not be available at the time of UE capability message exchange.

Observation 2. WLAN MAC address may change after the UE capability message exchange procedure.

Observation 3. WLAN supported band can also change depending on the Geo Location.
As these issue may be common to many UE implementations, we suggest RAN2 to discuss how to resolve the issue above. As one possible way to solve these issues, the LWA capability exchange needs to be more dynamic – e.g., after WLAN MAC address is changed or WLAN supported band is changed. We list some options below, however, other methods may also be possible.
Option 1:  Exchange LWA capability upon LWA activation in dedicated signal instead of UE capability.
Option 2:  Leave the UE capability signaling as it is and to add WLAN MAC address and WLAN supported bands, in case it changes, to WLAN connection status RRC message.
Option 3: For this purpose only, allow the E-UTRAN UE to perform “Tracking Area Update” for "UE radio capability update". This makes MME delete any UE Radio Capability information that it has stored, which will ultimately trigger the E‑UTRAN to request the UE Radio Capability from the UE and to upload it to the MME in the S1 interface. Note that in current specification, TAU by E-UTRAN UE for the purpose of UE radio capability update is not allowed [3]. 
We propose RAN2 discuss these options and decide on which approach to take (corresponding CR if needed can be prepared after this decision).  

Proposal 1. Discuss on the above options to solve the issue and decide on one.
3. Summary

Observation 1.
WLAN MAC address may not be available at the time of UE capability message exchange.
Observation 2.
WLAN MAC address may change after the UE capability message exchange procedure.
Observation 3.
WLAN supported band can also change depending on the Geo Location.
Proposal 1.
Discuss on the above options to solve the issue and decide on one.
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