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1 Introduction
At RAN#71 the following was agreed as a way forward for the UP solution:

	· From RAN1 point of view, Msg3 TBS size should allow 64 bits (targeted for RRCConnectionRequest) and 80 bits (targeted for RRCConnectionResume).
· For UP solution, Source eNB assigns ID which is 40 bits. This is signaled in Msg3 to the target eNB
· How to map UE and network part to 40 bits is not visible to the UE and can be discussed in RAN3
· No change to agreement to use short MAC-I or provide NCC in Msg4


And it was also identified there are still some issues to be solved except for the 40 bits ResumeID. In this paper, we will analyze the remaining issues for UP solution.
2 Discussion
2.1 PDCP handling for SRB1
Based on existing agreements for PDCP in NB-IoT, there are different PDCP handlings for SRB1 for CP mode and UP mode. For CP mode there is no AS security and PDCP is not used for SRB1, i.e. no PDCP header and MAC-I for SRB in PDCP PDU and PDCP can be transparent. For UP mode there is AS security and it is assumed that PDCP can be used for SRB1 as in legacy LTE, i.e. before AS security is activated, PDCP can include invalid MAC-I (padded with all 0) for SRB1 PDCP PDU; after AS security is activated, PDCP should include valid MAC-I for SRB1 PDCP PDU. This actually leads to unnecessary overhead for SRB1 in UP mode. We suggest that also for UP mode transparent PDCP can be used for SRB1 before AS security is activated, just like for CP mode, thus aligning the procedures for CP mode and UP mode. That is to say, no matter which mode (CP mode or UP mode) the UE supports or intends to use, UE and eNB always assume PDCP is transparent for SRB1 before AS security is activated.

Proposal 1: For NB-IoT, PDCP is always transparent for SRB1 before AS security is activated. This principle can be applicable for both CP mode and UP mode.

Simultaneous support of CP mode and UP mode is assumed from SA2 perspective for UE, eNB and MME that can support both CP mode and UP mode. From RAN2 perspective, if simultaneous CP and UP solution is required, the PDCP issue with SRB1 needs to be clarified. Since for one UE, it should only have one SRB1 even for simultaneous CP/UP solution, in order to decode PDCP packet for SRB1 correctly, eNB/UE need to know what kind of PDCP format will be used. Proposal 1 keeps a uniform PDCP handling before AS security is activated. After AS security is activated, normal PDCP is used for SRB1. And once AS security is activated, no switch back to PDCP TM for SRB1 is performed, as long as UE stays in RRC connected.
Proposal 2: For NB-IoT, normal PDCP is used for SRB1 if/when AS security is activated.
Proposal 3: For NB-IoT, if AS security is activated, no switch back to PDCP TM for SRB1 is performed as long as the UE stays in RRC connected.
2.2 Short MAC-I for Resume	Agreement in RAN2#93

· Reuse the ShortMAC-I used at RRC reestablishment as the authentication token also for resume.
· UE provides the authentication token in Msg3.


In legacy LTE, shortMAC-I is used for integrity protection of RRCConnectionReestablishmentRequest message which is delivered on SRB0 without PDCP integrity protection, and VarShortMAC-Input variable is defined to specify the input to generate the shortMAC-I as following in TS36.331.
	VarShortMAC-Input
The UE variable VarShortMAC-Input specifies the input used to generate the shortMAC-I.

VarShortMAC-Input UE variable
-- ASN1START

VarShortMAC-Input ::=




SEQUENCE {


cellIdentity






CellIdentity,


physCellId







PhysCellId,


c-RNTI








C-RNTI

}

-- ASN1STOP

VarShortMAC-Input field descriptions
cellIdentity

Set to CellIdentity of the current cell.

c-RNTI

Set to C-RNTI that the UE had in the PCell it was connected to prior to the failure.

physCellId

Set to the physical cell identity of the PCell the UE was connected to prior to the failure.




In legacy LTE the input for short MAC-I algorithm is linked with {cellIdentify, physCellId, c-RNTI}. But for the integrity protection of Resume request message on SRB0, the previous shortMAC-input should not be reused.
Observation 1: For the integrity protection of Resume request message on SRB0, the previous shortMAC-input linked with {cellIdentify, physCellId, c-RNTI} should not be reused.
For UP solution, considering 40bits ResumeID, the possible VarShortMAC-Input could be as following. The UE variable VarShortMAC-Input-NB specifies the input used to generate the shortMAC-I for NB-IoT UP solution.
VarShortMAC-Input-NB UE variable
-- ASN1START

VarShortMAC-Input-NB ::=




SEQUENCE {


cellIdentity






CellIdentity,


resumeID                                ResumeID
}

-- ASN1STOP

Proposal 4: The UE variable VarShortMAC-Input-NB which is linked with {cellIdentity, ResumeID} specifies the input used to generate the shortMAC-I for NB-IoT UP solution.
If RAN2 confirms proposal 4, RAN2 should send LS to SA3 to notify them the new input for shortMAC-I for the resume procedure for the UP solution.
Proposal 5: RAN2 should send a LS to SA3 to notify the new input for shortMAC-I for the resume procedure.
2.3 RRC Resume message on SRB0	Agreement in RAN2#93

· We assume that we can fully resume by one transmission, also if it requires reconfiguration, by transmitting both an unsecured and a secured message in the same transmission.


In email disc 93#41, there was some discussion about whether RRC Resume message should be sent on SRB1 or still be sent on SRB0, and whether a following optional/mandatory Reconfiguration message is sent on SRB1 with Integrity Protection. 
There are two parts for this issue, the first part is about whether RRC Resume message should be sent on SRB1 or still be sent on SRB0, the second part is about whether an optional/mandatory Reconfiguration message following RRC Resume message should be sent on SRB1 with Integrity Protection.
For the first part, we prefer to discuss this issue from the call flow perspective of resume procedure, not just simply from RRC Resume message only. The resume procedure could be successful or failed/rejected, which means that when UE sends Resume request message, the possible response message could be RRC resume message, or RRC Resume reject message or RRC Connection setup message, and it is obvious that at least RRC resume reject message and RRC connection setup message can’t be sent on SRB1 and should be still on SRB0. If the RRC Resume message is sent on SRB1 with Integrity Protection, it seems not consistent from UE perspective. Therefore, at this stage, we prefer to keep the RRC Resume message on SRB0.
Proposal 6: The RRC Resume message is sent on SRB0.
For the second part, the need of a Reconfiguration message on SRB1 with Integrity Protection should depend on whether there is delta configuration. If eNB just resumes the previous context for SRBs and DRBs without any change, we don't see the need to send a mandatory Reconfiguration message without any valid parameters, although it was mentioned that legacy Re-establishment procedure has the mandatory Reconfiguration message to re-establish SRB2 and DRBs. But we do see the possibility to send the Reconfiguration message (i.e. configuration update) on SRB1 with Integrity Protection after sending Resume message or sending Resume message and Reconfiguration message by one transmission which can be achieved by multiplexing the RRC Resume message on SRB0 and the RRC Reconfiguration message on SRB1. 
Proposal 7: The reconfiguration message is not sent mandatorily with/following the RRC resume message.
3 Conclusion

Based on the analysis, we have the following proposals:
Proposal 1: For NB-IoT, PDCP is always transparent for SRB1 before AS security is activated. This principle can be applicable for both CP mode and UP mode.

Proposal 2: For NB-IoT, normal PDCP is used for SRB1 if/when AS security is activated.
Proposal 3: For NB-IoT, if AS security is activated, no switch back to PDCP TM for SRB1 is performed as long as the UE stays in RRC connected.
Observation 1: For the integrity protection of Resume request message on SRB0, the previous shortMAC-input linked with {cellIdentify, physCellId, c-RNTI} should not be reused.

Proposal 4: The UE variable VarShortMAC-Input-NB which is linked with {cellIdentity, ResumeID} specifies the input used to generate the shortMAC-I for NB-IoT UP solution.
Proposal 5: RAN2 should send a LS to SA3 to notify the new input for shortMAC-I for the resume procedure.
Proposal 6: The RRC Resume message is sent on SRB0.

Proposal 7: The reconfiguration message is not sent mandatorily with/following the RRC resume message.
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