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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AM
Acknowledged Mode
ARP
Address Resolution Protocol

CID
Context Identifier
DRB
Data Radio Bearer carrying user plane data

EPS
Evolved Packet System

E-UTRA
Evolved UMTS Terrestrial Radio Access

E-UTRAN
Evolved UMTS Terrestrial Radio Access Network
eNB
E-UTRAN Node B

FMS
First missing PDCP SN
HFN
Hyper Frame Number

IETF
Internet Engineering Task Force

IP
Internet Protocol

L2
Layer 2 (data link layer)

L3
Layer 3 (network layer)

MAC
Medium Access Control
MAC-I
Message Authentication Code for Integrity
PDCP
Packet Data Convergence Protocol

PDU
Protocol Data Unit
PEK
ProSe Encryption Key
PGK
ProSe Group Key
ProSe
Proximity Services
PTK
ProSe Traffic Key
R
Reserved

RB
Radio Bearer

RFC
Request For Comments

RLC
Radio Link Control
RN
Relay Node
ROHC
RObust Header Compression

RRC
Radio Resource Control

RTP
Real Time Protocol

SAP
Service Access Point

SDU
Service Data Unit

SLRB
Sidelink Radio Bearer carrying ProSe Direct Communication data
SN
Sequence Number

SRB
Signalling Radio Bearer carrying control plane data

TCP
Transmission Control Protocol

UDP
User Datagram Protocol

UE
User Equipment

UM
Unacknowledged Mode

X-MAC
Computed MAC-I
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4
General
4.1
Introduction
The present document describes the functionality of the PDCP. Functionality specified for the UE equally applies to the RN for functionality necessary for the RN. There is also functionality which is only applicable to the RN in its communication with the E-UTRAN, in which case the specification denotes the RN instead of the UE. RN-specific behaviour is not applicable to the UE. The functionality specified for the UE applies to communication on Uu interface and PC5 interface [yy].
4.2
PDCP architecture

4.2.1
PDCP structure

Figure 4.2.1.1 represents one possible structure for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in [2].
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Figure 4.2.1.1 - PDCP layer, structure view

Each RB (i.e. DRB, SLRB and SRB, except for SRB0) is associated with one PDCP entity. Each PDCP entity is associated with one or two (one for each direction) RLC entities depending on the RB characteristic (i.e. uni-directional or bi-directional) and RLC mode. The PDCP entities are located in the PDCP sublayer.

The PDCP sublayer is configured by upper layers [3].
4.2.2
PDCP entities

The PDCP entities are located in the PDCP sublayer. Several PDCP entities may be defined for a UE. Each PDCP entity carrying user plane data may be configured to use header compression.

Each PDCP entity is carrying the data of one radio bearer. In this version of the specification, only the robust header compression protocol (ROHC), is supported. Every PDCP entity uses at most one ROHC compressor instance and at most one ROHC decompressor instance.

A PDCP entity is associated either to the control plane or the user plane depending on which radio bearer it is carrying data for.

Figure 4.2.2.1 represents the functional view of the PDCP entity for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in [2].
For RNs, integrity protection and verification are also performed for the u-plane.


[image: image3.emf]Radio Interface (Uu/PC5)

UE/E-UTRAN E-UTRAN/UE

Transmitting

PDCP  entity

Ciphering

Header Compression (u-plane 

only)

Receiving 

PDCP  entity

Sequence numbering

Integrity Protection 

(c-plane only)

Add PDCP header

Header Decompression (u-

plane only)

Deciphering

Remove PDCP Header

In orderdelivery and duplicate 

detection(u-plane only)

Integrity Verification 

(c-plane only)

Packets associated 

to a PDCP SDU

Packets associated 

to a PDCP SDU

P

a

c

k

e

t

s

 

n

o

t

 

a

s

s

o

c

i

a

t

e

d

 

t

o

 

a

 

P

D

C

P

 

S

D

U

P

a

c

k

e

t

s

 

n

o

t

 

a

s

s

o

c

i

a

t

e

d

 

t

o

 

a

 

P

D

C

P

 

S

D

U


Figure 4.2.2.1 - PDCP layer, functional view
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4.4
Functions
The Packet Data Convergence Protocol supports the following functions:

-
header compression and decompression of IP data flows using the ROHC protocol;

-
transfer of data (user plane or control plane);

-
maintenance of PDCP SNs;

-
in-sequence delivery of upper layer PDUs at re-establishment of lower layers;

-
duplicate elimination of lower layer SDUs at re-establishment of lower layers for radio bearers mapped on RLC AM;

-
ciphering and deciphering of user plane data and control plane data; 

-
integrity protection and integrity verification of control plane data;
-
for RNs, integrity protection and integrity verification of user plane data;
-
timer based discard;

-
duplicate discarding.
PDCP uses the services provided by the RLC sublayer.

PDCP is used for SRBs, DRBs, and SLRBs mapped on DCCH, DTCH, and STCH type of logical channels. PDCP is not used for any other type of logical channels.
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5.1.X
SL Data Transmit Procedures
For Sidelink transmission, the UE shall follow the procedures in subclause 5.1.1 with following modifications:
· the requirements for maintaining Next_PDCP_TX_SN and TX_HFN are not applicable; 
· determine a PDCP SN ensuring that a PDCP SN value is not reused with the same key;
· performs ciphering (if enabled) as specified in subclause 5.6.x;
· perform the header compression (if configured) if SDU Type is set to 000, i.e. IP PDUs.
5.1.Y
SL Data Reception Procedures
For Sidelink reception, the UE shall follow the procedures in subclause 5.1.2.1.3 with following modifications:

· the requirements for maintaining Next_PDCP_RX_SN and RX_HFN are not applicable; 

· perform the deciphering (if enabled) as specified in subclause 5.6.x; 
· perform the header decompression (if configured) if SDU Type is set to 000, i.e. IP PDUs.
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5.5.2
Configuration of header compression

PDCP entities associated with DRBs can be configured by upper layers [3] to use header compression. PDCP entities associated with SLRBs can be configured to use header compression for IP PDUs.
5.5.3
Protocol parameters

RFC 4995 has configuration parameters that are mandatory and that must be configured by upper layers between compressor and decompressor peers [7]; these parameters define the ROHC channel. The ROHC channel is a unidirectional channel, i.e. there is one channel for the downlink, and one for the uplink. There is thus one set of parameters for each channel, and the same values shall be used for both channels belonging to the same PDCP entity.

These parameters are categorized in two different groups, as defined below:

-
M:
Mandatory and configured by upper layers.

-
N/A: Not used in this specification.

The usage and definition of the parameters shall be as specified below.

-
MAX_CID (M): This is the maximum CID value that can be used. One CID value shall always be reserved for uncompressed flows. The parameter MAX_CID is configured by upper layers (maxCID [3]).

-
LARGE_CIDS: This value is not configured by upper layers, but rather it is inferred from the configured value of MAX_CID according to the following rule:


If MAX_CID > 15 then LARGE_CIDS = TRUE else LARGE_CIDS = FALSE.

-
PROFILES (M): Profiles are used to define which profiles are allowed to be used by the UE. The list of supported profiles is described in section 5.5.1. The parameter PROFILES is configured by upper layers (profiles [3]).
-
FEEDBACK_FOR (N/A): This is a reference to the channel in the opposite direction between two compression endpoints and indicates to what channel any feedback sent refers to. Feedback received on one ROHC channel for this PDCP entity shall always refer to the ROHC channel in the opposite direction for this same PDCP entity.

-
MRRU (N/A): ROHC segmentation is not used.
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5.6.x
SL Ciphering and Deciphering
For SLRB, the ciphering function includes both ciphering and deciphering and is performed in PDCP as defined in [xx]. For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); 
If ciphering is enabled by ProSe Function, the ciphering algorithm and related parameters including PGK, PGK Identity, Group Member Identity are configured to UE by ProSe Key Management Function. Ciphering/deciphering method as specified in [6] is applied with KEY (PEK), COUNT (derived from PDCP SN), BEARER and DIRECTION (set to 0) as input. PEK is derived from PTK using the ProSe Key Management Function configured ciphering algorithm. Transmitting UE selects a PTK Identity and derives PTK from PGK and Group Member Identity. The security parameters including PGK Index [5 LSBs of PGK Identity, 6.3.x], PTK Identity [6.3.y] and PDCP SN are included in the header of PDCP PDU. Receiving UE derives PTK from the security parameters in PDCP header and ProSe Key Management Function. 
If ciphering is not enabled, PGK Index and PTK Identity are set to “0”.
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6.1.1
PDCP Data PDU

The PDCP Data PDU is used to convey:

-
a PDCP SDU SN; and
-
for SLRBs, PGK Index, PTK Identity, and ProSe PDU type; and
-
user plane data containing an uncompressed PDCP SDU; or
-
user plane data containing a compressed PDCP SDU; or

-
control plane data; and

-
a MAC-I field for SRBs; or

-
for RNs, a MAC-I field for DRB (if integrity protection is configured);
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6.2.x
User plane PDCP Data PDU for SLRB
Figure 6.2.x.1 shows the format of the PDCP Data PDU for SLRB where a 16 bit SN length is used. 
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Figure 6.2.x.1: PDCP Data PDU format for SLRB
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6.3
Parameters

6.3.1
General

If not otherwise mentioned in the definition of each field then the bits in the parameters shall be interpreted as follows: the left most bit string is the first and most significant and the right most bit is the last and least significant bit.

Unless otherwise mentioned, integers are encoded in standard binary encoding for unsigned integers. In all cases the bits appear ordered from MSB to LSB when read in the PDU.

6.3.2
PDCP SN
Length: 5, 7, 12, or 15 bits as indicated in table 6.3.2.1.

Table 6.3.2.1: PDCP SN length

	Length
	Description

	5
	SRBs

	7
	DRBs, if configured by upper layers (pdcp-SN-Size [3])

	12
	DRBs, if configured by upper layers (pdcp-SN-Size [3])

	15
	DRBs, if configured by upper layers (pdcp-SN-Size [3])

	16
	SLRBs


6.3.3
Data

Length: Variable

The Data field may include either one of the following:

-
Uncompressed PDCP SDU (user plane data, or control plane data); or

-
Compressed PDCP SDU (user plane data only).

6.3.4
MAC-I

Length: 32 bits
The MAC-I field carries a message authentication code calculated as specified in subclause 5.7.

For control plane data that are not integrity protected, the MAC-I field is still present and should be padded with padding bits set to 0.

6.3.5
COUNT

Length: 32 bits
For ciphering and integrity a COUNT value is maintained. The COUNT value is composed of a HFN and the PDCP SN. The length of the PDCP SN is configured by upper layers. 
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Figure 6.3.5.1: Format of COUNT

The size of the HFN part in bits is equal to 32 minus the length of the PDCP SN.

NOTE:
When performing comparison of values related to COUNT, the UE takes into account that COUNT is a 32-bit value, which may wrap around (e.g., COUNT value of 232 - 1 is less than COUNT value of 0).
6.3.6
R

Length: 1 bit

Reserved. In this version of the specification reserved bits shall be set to 0. Reserved bits shall be ignored by the receiver.

6.3.7
D/C

Length: 1 bit

Table 6.3.7.1: D/C field

	Bit
	Description

	0
	Control PDU

	1
	Data PDU


6.3.8
PDU type

Length: 3 bits

Table 6.3.8.1: PDU type

	Bit
	Description

	000
	PDCP status report

	001
	Interspersed ROHC feedback packet

	010-111
	reserved


6.3.9
FMS

Length: 12 bits when a 12 bit SN length is used, and 15 bits when a 15 bit SN length is used

PDCP SN of the first missing PDCP SDU.

6.3.10
Bitmap

Length: Variable

The length of the bitmap field can be 0.

The MSB of the first octet of the type "Bitmap" indicates whether or not the PDCP SDU with the SN (FMS + 1) modulo (Maximum_PDCP_SN + 1) has been received and, optionally decompressed correctly. The LSB of the first octet of the type "Bitmap" indicates whether or not the PDCP SDU with the SN (FMS + 8) modulo (Maximum_PDCP_SN + 1) has been received and, optionally decompressed correctly.

Table 6.3.10.1 Bitmap

	Bit
	Description

	0
	PDCP SDU with PDCP SN = (FMS + bit position) modulo (Maximum_PDCP_SN + 1) is missing in the receiver. The bit position of Nth bit in the Bitmap is N, i.e., the bit position of the first bit in the Bitmap is 1.

	1
	PDCP SDU with PDCP SN = (FMS + bit position) modulo (Maximum_PDCP_SN + 1) does not need to be retransmitted. The bit position of Nth bit in the Bitmap is N, i.e., the bit position of the first bit in the Bitmap is 1.


The UE fills the bitmap indicating which SDUs are missing (unset bit - ’0’), i.e. whether an SDU has not been received or optionally has been received but has not been decompressed correctly, and which SDUs do not need retransmission (set bit - ’1’), i.e. whether an SDU has been received correctly and may or may not have been decompressed correctly.

6.3.x
PGK Index
Length: 5 bits
5 LSBs of PGK Identity as specified in [xx].
6.3.y
PTK Identity

Length: 16 bits
PGK Identity as specified in [xx]. 
6.3.z
SDU Type
Length: 3 bits

PDCP SDU type, i.e. Layer-3 Packet Data Unit type as specified in [yy]. PDCP entity may handle the PDU differently per SDU Type, e.g. header compression is applicable to IP PDU but not ARP PDU. 
Table 6.3.z.1: SDU Type

	Bit
	Description

	000
	IP

	001
	ARP

	010-111
	reserved
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7.3
Constants

a) Reordering_Window

Indicates the size of the reordering window. The size equals to 2048 when a 12 bit SN length is used, or 16384 when a 15 bit SN length is used, i.e. half of the PDCP SN space, for radio bearers that are mapped on RLC AM.

b) Maximum_PDCP_SN is:
-
65535 if the PDCP entity is configured for the use of 16 bits SNs 
-
32767 if the PDCP entity is configured for the use of 15 bits SNs

-
4095 if the PDCP entity is configured for the use of 12 bit SNs 

-
127 if the PDCP entity is configured for the use of 7 bit SNs

-
31 if the PDCP entity is configured for the use of 5 bit SNs
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