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1 Introduction
In this contribution, we discuss some small remaining issues on security in Dual Connectivity,
2 Discussion
2.1 Overview of derivation of S-KeNB in TS 33.401
Current SA3 specification TS 33.401 specifies the following procedures for S-KeNB derivation. The main parts are shown and the UE related parts are highlighted:

When executing the SCG addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), or the SCG modification procedure requiring an update of S-KeNB, the MeNB shall derive an S- KeNB as defined in clause E.2.4, which results in a fresh S-KeNB. The MeNB shall forward the generated S-KeNB to the SeNB during the SCG addition procedure or SCG modification procedure requiring key update. 

The SeNB shall derive a key KUPenc from the received S-KeNB as defined in clause E.2.4 of the present specification and use it for all radio bearers that were being added. 

At any point of time, the same KUPenc is used for encrypting all radio bearers between the SeNB and the UE. Once the KUPenc has been derived from the S-KeNB, the SeNB and UE may delete the S-KeNB.
The MeNB shall provide the value of the SCG Counter used in the derivation of the S-KeNB to the UE in the RRC procedure adding the radio bearer(s) in the UE. The UE shall derive the S-KeNB and KUPenc as described in clause E.2.4.
…

When the last radio bearer on the SeNB is released, the SeNB Release procedure is performed; the SeNB and the UE shall delete the KUPenc. The SeNB and UE shall also delete the S‑KeNB, if it was not deleted earlier.
Then in E.2.4, key derivation is specified in more detail:

The UE and MeNB shall derive the security key S-KeNB of the target SeNB as defined in Annex A.Y of the present specification.

The SeNB and the UE shall further derive the ciphering key KUPenc for ciphering of the User Plane over the DRB. This derivation is performed according to Annex A.7 using the S-KeNB as the input key and the input string S formed using the IDs of the SeNB selected algorithm to the KDF.
Then, Section A.15 states that input key for the S-KeNB shall be KeNB.
In the running CR for 36.331 [1], main parts for the security are in place. However, the details of some procedures are missing:

1. Input parameters for the derivation of the S-KeNB are not clear. Note that here it is fundamental that the fresh KeNB is used, i.e, in case of intra-cell HO, derivation of S-KeNB should occur after KeNB is updated.

2. Derivation of the UP key KUPenc .

3. Providing the KUPenc to the PDCP layer.  
4. Deletion of the S-KeNB and KUPenc.
We consider that the details of these four steps in the RRC specification could be specified in same level as for HO today. We provide a text proposal in Annex for this purpose.

Proposal 1 Adopt text proposal for the security related issues as proposed in the Annex
2.2 Security algorithm negotiation
SA3 has agreed security algorithm negotiation where the MeNB provides identifier of the AS encryption algorithm to the SeNB. Then the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption.  If the identified AS encryption algorithm is different from the one indicated in the received X2 request message, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 response message. This is sent to the UE by the MeNB.
Then UE parts are described as follows:
If the UE does not receive any AS encryption algorithm indication in this RRCConnectionReconfiguration procedure, the UE shall use the same AS encryption algorithm for the SCG DRBs as it uses for the SRBs. Otherwise, the UE shall use the indicated encryption algorithm for the SCG DRBs. 

According to email discussion on [87bis#01], majority of the companies are fine with the approach where the SeNB includes the AS encryption algorithm always in the SCG establishment to be sent to the UE. It is considered that there is no need to optimize signalling in this case.  We are fine this approach as it is assumed to not break security. However, it would be good to inform SA3 of this decision:

Proposal 2 If it is agreed that the AS encryption algorithm is always signalled in SCG establishment, SA3 should be informed.

Text proposal in the Annex also suggests how security algorithms are referred in the RRC specification. 
3 Conclusion
Based on the discussion in section 2 we propose the following: 
Proposal 1
Adopt text proposal for the security related issues as proposed in the Annex
Proposal 2
If it is agreed that the AS encryption algorithm is always signalled in SCG establishment, SA3 should be informed.
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5 Annex: Text proposal

5.3.5.3
Reception of an RRCConnectionReconfiguration not including the mobilityControlInfo by the UE

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:

1>
if this is the first RRCConnectionReconfiguration message after successful completion of the RRC Connection Re-establishment procedure:

…
1>
if the received RRCConnectionReconfiguration includes the sCellToReleaseList:

2>
perform SCell release as specified in 5.3.10.3a;

1>
if the received RRCConnectionReconfiguration includes the sCellToAddModList:

2>
perform SCell addition or modification as specified in 5.3.10.3b;

1>
if the received RRCConnectionReconfiguration includes the scg-Configuration:

2>
if the received scg-Configuration is set to release:
3>
release the SCG configuration and S-KeNB and KUPenc, if previously configured;
3>
stop timer T313, if running;

3>
stop timer T307, if running;
2>
else:
3>
perform SCG reconfiguration as specified in 5.3.10.x;
…
5.3.10.x
SCG reconfiguration

The UE shall:

1>
if the received scg-Configuration includes the mobilityControlInfoSCG (SCG change):

2>
reset SCG MAC;
1>
if the received scg-Configuration includes the radioResourceConfigDedicatedSCG:

2>
reconfigure the dedicated radio resource configuration for the SCG as specified in 5.3.10.y1;

1>
if the received scg-Configuration includes the scg-Counter (SCG establishment/ change):

2>
update the S-KeNB key based on the current KeNB, using the received scg-Counter value, as specified in TS 33.401 [32];
1>
if the SCG-ConfigurationSCG includes in the cipheringAlgorithmSCG:

2>
derive the the KUPenc key associated with the cipheringAlgorithmSCG, as specified in TS 33.401 [32];
1>
else:

2>
derive the KUPenc key associated with the current SCG ciphering algorithm, as specified in TS 33.401 [32];
1>
configure lower layers to apply the ciphering algorithm and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
1>
if the received scg-Configuration includes the sCellToReleaseListSCG:

2>
perform SCell release for the SCG as specified in 5.3.10.y3;

1>
if the received scg-Configuration includes the sCellToAddModListSCG:
2>
perform SCell addition for the SCG as specified in 5.3.10.y4;

2>
configure lower layers to consider the SCell(s), except for the PSCell, to be in deactivated state;

1>
if the received scg-Configuration includes the pSCell:

2>
perform PSCell reconfiguration as specified in 5.3.10.y6;

1>
configure lower layers in accordance with mobilityControlInfoSCG, if received;

1>
if the received scg-Configuration includes the mobilityControlInfoSCG (SCG change):

2> resume all SCG DRBs and resume SCG transmission for split DRBs, if suspended;
2>
stop timer T313, if running;

2>
start timer T307 with the timer value set to t307, as included in the mobilityControlInfoSCG;
2>
start synchronising to the DL of the target PSCell;

2>
initiate the random access procedure on the PSCell, as specified in TS 36.321 [6]:

2>
if MAC successfully completes the random access procedure:

3>
stop timer T307;
3>
apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the target PSCell, if any;
3>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target PSCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target PSCell;
NOTE:
Whenever the UE shall setup or reconfigure a configuration in accordance with a field that is received it applies the new configuration, except for the cases addressed by the above statements.
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