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1 Introduction 
The intention of this contribution is to identify the potential security issue in case of wrapping around of PDCP COUNTs for SCG bear and give the potential solutions. 
2 Discussion 
According to the stage 2 description in latest running 36.300 CR, the following description can be found: 
“SeNB indicates to MeNB when uplink or downlink PDCP COUNTs are about to wrap around and MeNB shall update the S-KeNB”.
However, if MeNB only change the S-KeNB in case of PDCP COUNT wrapping around, a potential security issue may occur.
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Figure1. Only S-KeNB change for PDCP COUNT wrapping around
In figure 1, the DRB1 is moved back and forth between MeNB and SeNB (MCG bearer <--> SCG bearer). 
· In figure 1a, DRB1 is MCG bearer at first, and it is protected by the key resulted from KeNB. We assume that the PDCP COUNT of the data that has been transmitted is from 1 to 100 before it is switched to SeNB. 

· In figure 1b, DRB1 becomes a SCG bearer, and it is protected by the key resulted from S-KeNB1. The transmission continues until the PDCP COUNT reaches the wrapping around point.  Then S-KeNB key changes.
· In figure 1c, S-KeNB1 changes into S-KeNB2 because of PDCP COUNT wrapping around. The data with PDCP COUNT from 0 to 10 has been transmitted before DRB1 is moved back to MeNB.
· In figure 1d, DRB1 is back to MeNB. The data (starts from 10) will continue to be transmitted. Because there is no key change in MeNB, so the data should be still protected by the key resulted from the same KeNB. Then the security risk arises. The PDCP COUNT from 11 to 100 of the same DRB will be re-used with the same Radio Bearer identity and with the same KeNB. 
During the above description, it can be seen that if only S-KeNB is changed when PDCP COUNT wraps around, it lead to a potential PDCP COUNT re-using issue. 
Observation 1: If only S-KeNB is changed in case of wrapping around of PDCP COUNT for SCG bear, a PDCP COUNT re-using issue may occur (i.e. PDCP COUNT may be re-used with the same Radio Bearer identity and KeNB).
If such issue occurs in MeNB, according to the security principles of SA3 in TS33.401, “Key refresh … shall be initiated by the eNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KeNB.” So, a KeNB refresh procedure may be initiated to avoid such re-use. The result is that two key refresh procedures of each key (KeNB and S-KeNB) are triggered successively for one DRB. 
Observation 2:  A KeNB refresh in MeNB can be used to avoid the PDCP COUNT re-using issue.
Since the PDCP COUNT re-using issue will lead to negative impact on the security, the MeNB should try to identify and avoid this issue. So, we propose that in case MeNB finally takes the DRB back from SeNB (in figure 1d), MeNB should check if there is any PDCP COUNT re-using issue, and once the PDCP COUNT re-using issue is detected, the MeNB should initiate a KeNB refresh procedure to avoid the PDCP COUNT re-using issue. 
Proposal 1: MeNB should be responsible for the detection of potential PDCP COUNT re-using issue, and once the PDCP COUNT re-using issue is detected, the MeNB should initiate a KeNB refresh procedure to avoid the PDCP COUNT re-using issue.
3 Conclusion 
Observation 1: If only S-KeNB is changed in case of wrapping around of PDCP COUNT for SCG bear, a PDCP COUNT re-using issue may occur (i.e. PDCP COUNT may be re-used with the same Radio Bearer identity and KeNB).
Observation 2:  A KeNB refresh in MeNB can be used to avoid the PDCP COUNT re-using issue.
Proposal 1: MeNB should be responsible for the detection of potential PDCP COUNT re-using issue, and once the PDCP COUNT re-using issue is detected, the MeNB should initiate a KeNB refresh procedure to avoid the PDCP COUNT re-using issue.
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