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Discussion and Decision

1
Introduction
This contribution addresses security aspects on some ProSe related common control information such as resource pools signalled to UE to be used for transmission or reception of D2D discovery and communication.  

2
Discussion
The following has been agreed and captured in the running TS 36.300 CR [7] for ProSe D2D communications:

-
The resource pool used for reception of Scheduling Assignment when the UE is in coverage is configured by the eNB via RRC, in dedicated or broadcast signalling.

-
The resource pool used for transmission of Scheduling Assignment when the UE is in coverage is configured by the eNB via RRC if Mode 2 resource allocation is used.

For ProSe D2D direct discovery, it has been agreed in [7] that the eNB provides the UE(s) with the resource pool configuration for announcing when Type 1 resource allocation is used and the resource pool configuration for monitoring when either Type 1 or Type 2 resource allocation is used. The resource pool configuration may be signalled by the eNB in a SIB.

It is observed: (i) ProSe D2D related common control information is aimed at only authenticated and authorized ProSe D2D capable UEs in the coverage of the eNB; and (ii) information of the aforementioned resource pools, if openly provided, can be used by other ProSe capable UEs which are not authenticated and authorized for transmission or reception of D2D discovery and communication. In other words, information on actual resources allocated to be used for D2D discovery and communication inside the network coverage is rather sensitive which the network operator may not like to reveal or the operator may wish to protect the resources from being misused by a rougue ProSe capable UE since an unauthorized or misbehaving ProSe capable UE can just transmit or receive on any selected resources of the indicated pools and an attacker can easily jam or manipulate transmission and reception on any targeted resources of the indicated pools.

Hence, indicating sensitive ProSe D2D related common control information such as the resource pools to be used for transmission or reception of D2D discovery and communication in E-UTRAN only to relevant UEs in a secure fashion helps prevent unauthentic or unauthorized devices from getting and misusing the ProSe resources. 

Proposal 1: RAN2 should consider sending a LS to SA3 (and copy SA1 and SA2) to ask if it is important to secure the resource pools signalled to UEs so that only authenticated and authorized ProSe capable UEs can receive them.
3
Conclusion
The following proposal has been made for RAN2 consideration.

Proposal 1: RAN2 should consider sending a LS to SA3 (and copy SA1 and SA2) to ask if it is important to secure the resource pools signalled to UEs so that only authenticated and authorized ProSe capable UEs can receive them.
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