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1.
Introduction

At RAN2#85bis, RAN2 received LS R2-141841 from SA3 and responded to their questions in R2-141844. The LS from SA3 also included a draft CR to add dual connectivity requirements to the security stage 2 in TS 33.401. Although the SA3 CR is not yet agreed, we consider that there are some aspects that we can start to discuss in RAN2.

2
Signalling of Small Cell Counter (SCC)

According to the current SA3 status, the Small Cell Counter (SCC) is maintained in the MeNB and is used in the derivation of the S-KeNB from the KeNB. The SCC is initially set to zero when a new KeNB is derived and is incremented each time a new S-KeNB is derived from the KeNB at SCG addition, thus ensuring the freshness of each S-KeNB that is derived. SCC must also be provided to the UE at SCG addition so that the UE can also derive the S-KeNB. In relation to SCC, there are a couple of aspects where SA3 identify that input from RAN2 is required.
Location of SCC in RRC signalling (in transparent container from SeNB or not)

The draft CR currently contains the following editor's note:

Editor's Note: It is ffs whether the MeNB includes the SCC in message 2 and the SeNB includes it in the transparent RRC container to the UE, or whether the SCC is signalled to the UE directly from the MeNB as a separate parameter in addition to the transparent container. It is up to RAN2/3 to decide which way to signal the SCC to the UE is best suited.

From the perspective of the security procedures, there is no reason for the SeNB to be aware of the value of SCC, which is maintained in MeNB and used to derive S-KeNB which the MeNB then provides to the SeNB via X2 AP at SCG addition. The only reason to provide it to the SeNB would be so that the SeNB could include it in the transparent container that is passed back to the MeNB and then on to the UE. From our understanding the only motivation to do this would be the principle of keeping all SCG related configuration parameters together in the transparent container. We do not see any big advantage to doing this and so we propose that SCC is provided directly from MeNB to UE in the RRC Connection Reconfiguration message (i.e. not within the transparent container).

Proposal 1: SCC is provided directly from MeNB to UE in the RRC Connection Reconfiguration message (i.e. not within the transparent container).
Size of SCC

The draft CR current contains the following text and editor's note:

The MeNB shall associate a 16-bit counter, Small Cell Counter (SCC), with the AS SC security context. 

Editor’s Note: Awaiting more info from RAN2 regarding the size of the SCC.

If SCC is  about to wrap then the MeNB must initiate an intra-cell handover (or some other mechanism such as RRC Connection Release) to refresh KeNB and thus reset SCC to 0 before another SCG addition can occur. This ensures that SCC values are not re-used that would cause an already used S-KeNB to be derived from the KeNB. The size of SCC should be chosen to be sufficiently large to avoid frequent intra-cell handover to refresh KeNB. With a 16 bit counter as suggested by SA3, an SCG (not necessarily the same one) could be added and released 65000 times while the UE remains in connected mode on a single PCell, before the MeNB needs to take action to refresh the KeNB. This is extremely unlikely to occur and therefore we consider that 16 bits is significantly larger than required to cope with realistic network scenarios. While the signalling overhead associated with a 16 bit counter may not be a major cause for concern, we suggest that a smaller counter would be more consistent with its intended purpose. We consider that an 8 bit counter which should still be sufficient to provide a very low likelihood that SCC will get close to wrapping, thus requiring the MeNB to refresh KeNB. 
Proposal 2: RAN2 to discuss the size of SCC and provide a recommendation to SA3. We propose an 8 bit SCC as a starting point for discussion.
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Summary

The proposals in this contribution are summarised below:
Proposal 1: SCC is provided directly from MeNB to UE in the RRC Connection Reconfiguration message (i.e. not within the transparent container).
Proposal 2: RAN2 to discuss the size of SCC and provide a recommendation to SA3. We propose an 8 bit SCC as a starting point for discussion.
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