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Discussion and Decision
1. Introduction
SA3 has sent an LS in [1] asking RAN2 with two specific requests and informing the status of the discussions in SA3. In this contribution we look into SA3 request and express our understanding of the requirements from SA3 especially with respect to freshness counter and propose RAN2 to discuss and agree the response.
2. Discussion
Request 1: To complete the work, SA3 need further information regarding the procedures for small cells. In particular, signalling flows with as much details as RAN2 can muster for the procedures to setup, modify and tear down the DRBs in the SeNB would be much appreciated. For example, at which point in the signalling flow are the PDCP entities created in the UE and the SeNB, and at which point in the signalling flow encrypted user plane data can be sent from UE to the SeNB and vice versa. This information would be useful in particular for designing the functionality for starting encryption at the UE and the SeNB respectively. If RAN2 have already performed work on this, then SA3 would appreciate to learn about it.

The flow of SeNB addition/modification in the TR can be enhanced to reflect security related parameters as below:
SeNB Addition/ Modification Request

· Security algorithm supported in MeNB (in order to allow two way handshake)
· S-KeNB for SeNB 

· UE security capabilities

SeNB action

· Derive SKupenc from SKeNB

· Select ciphering algorithm 

SeNB Addition/Modification response

· Security algorithm used in SeNB
.
RRC Connection Reconfiguration 

· New IE freshness counter

· Security algorithm
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Figure 1: SeNB Addition/modification
PDCP entity creation and DRB setup for SeNB is done in the UE based on the configuration received in step 5. This step shall setup security context for SeNB and ciphered data shall be exchanged after this step (it should be the same as normal reconfiguration including DRB setup). Same procedure should be used to tear down DRB or modify the DRB. The MeNB-MeNB handover procedure involving SeNBs need further discussion in RAN2 and one option is to go ahead with SA3 assumption that SeNB are deleted before such handover.
Proposal 1: Share signalling flow with SA3 along with expected parameter exchange. RAN2 shall discuss handover involving MeNBs and inform the outcome as well.

Request 2: Further, SA3 has as working assumption to use a 16-bit counter per UE in the MeNB as freshness value in the S-KeNB derivation. The counter is increased for every time a DRB set up procedure is run between the MeNB and an SeNB, and is transmitted from the MeNB to the UE in the RRC reconfiguration procedure. The counter is not allowed to wrap around; wrapping around would lead to a security weakness. Before the counter wraps around, the MeNB must perform an intra-cell handover to refresh the KeNB for the UE before establishing further small cell DRBs. SA3 requests RAN2 input to decide an appropriate size of this counter that would not lead to the MeNB having to run the KeNB refresh procedure too often.

The AS keys (KeNB, KRRCint, KRRCenc and KUPenc) are derived at connection setup. These AS keys are changed upon every handover and connection re-establishment. For dual connectivity involving 1A, in our understanding a new key, SKeNB, will be derived from UE KeNB in the MeNB and a new parameter maintained as a counter in the MeNB i.e. freshness count. SKeNB will be transferred to SeNB over X2 interface in SeNB Addition/Modification Request message as shown above. SeNB will derive SKupenc from SKeNB. SKupenc will be different from Kupenc used in MeNB for user plane encryption. The freshness count value is sent to the UE in Reconfiguration message (step 5 above) and UE will derive SKeNB using freshness value and KeNB. Then it will derive SKupenc from SKeNBa nd start user plane encryption/ decryption.
SA3 has made a working assumption on the freshness counter value of 16 bits. Before introducing the value range, we should look into the working of this counter. The LS mentions that the counter is increased every time a DRB is setup in the SeNB. If this is the correct interpretation of SA3 LS then SKeNB is updated every time a new DRB is setup even within the same SeNB. This behavior is different to AS keys so far which are derived at connection setup, handover and re-establishment and if a bearer is setup at a later time, it still uses the already available Kupenc for a new bearer. There seems to be no strong motivation to deviate from this behavior. Further, the freshness counter is not updated when DRB is released or modified. The counter will also be incremented if UE moves to new SeNB and connection to previous SeNB is released. 
Observation 1: SA3 intention is to increment the freshness counter every time when a DRB is setup in the same or new SeNB and will result in new SKeNB. But this is in contrast to current AS keys handlings, which are updated at handover or re-establishment only.
The other interpretation of the LS could be that the freshness counter is incremented when a DRB is setup in the new SeNB (where  UE has not connected previously or  re-connecting after having dis-connected) and not updated when DRB is setup in the same SeNB where the UE is currently connected (thus has at-least one active DRB). Since RAN2 already agreed that there will be only one SeNB for a given UE, the counter will be incremented with the change of SeNB (including re-connection) only. This is our understanding from the LS.
Observation 2: SA3 intention is to increment the freshness counter when a DRB is setup in the new SeNB only. Since there is single SeNB per UE so the counter will be incremented in the MeNB with the change of SeNB. NEC understanding is observation 2.
Proposal 2: RAN2 to discuss if observation 2 is the correct interpretation of the LS

If above observation is correct then 16 bits is a too large value. This would imply 65000 SeNB additions per UE connection involving 65000 SeNBs (even though UE may switch back and forth between SeNBs). Our proposal is to use 8 bit value. Even if observation 1 is correct then still 65000 is a huge number.
Proposal 3: Freshness counter value of 8 bits is enough.

3. Conclusion

With respect to Request 1 from SA3, we propose RAN2 to discuss and agree

Proposal 1: Share signalling flow with SA3 along with expected parameter exchange. RAN2 shall discuss handover involving MeNBs and inform the outcome as well.

With respect to Request 2, we propose RAN2 to discuss and agree following observations and proposals
Observation 1: SA3 intention is to increment the freshness counter every time when a DRB is setup in the same or new SeNB and will result in new SKeNB. But this in contrast to current AS keys handlings, which are updated at handover or re-establishment only.
Observation 2: SA3 intention is to increment the freshness counter when a DRB is setup in the new SeNB only. Since there is single SeNB per UE so the counter will be incremented in the MeNB with the change of SeNB. NEC understanding is observation 2.

Proposal 2: RAN2 to discuss if observation 2 is the correct interpretation of the LS

Proposal 3: Freshness counter value of 8 bits is enough.
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