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1 Introduction
In RAN2#83 meeting, the following open issues have been identified following discussion of the protocol aspects for D2D discovery [1]. 
=>
We need to decide whether there is a PULL model or only a PUSH model. 

=>
We should clarify the data flow, i.e., which protocol layer provides the discovery bit string to be submitted? To which protocol layer should a received discovery beacon be delivered. How is the interaction with the lower layer (L1) 

In continuation with the above discussion, we discuss D2D discovery mode and protocol architecture in this document.
2 Discovery mode
Two types of discovery modes are currently discussed in SA2 and have been captured in the SA2 TR [3]. PUSH mode is “I am here” type of solution where the discovery process is initiated by the announcing UE, i.e. the discoverable UE announces its identity and the monitoring UE needs to be able to extract the identity. PULL mode is "who is there?" type of solution where the discovery process is initiated by the monitoring UE.
In order to support both types of discovery mode, it has been proposed that Discovery Mode and Type are included as fields in the discovery message format [2]. In the field discovery mode, the UE can indicate whether the message is for Discovery request, Discovery response or Announce. This approach seems flexible to support different type of discovery modes. On the other hand, it may be complicated in terms of MAC protocol design. In our opinion the UE procedures for handling discovery mode should be defined and located in MAC layer. For example, there may be collision if the application layer request PUSH mode but the UE receives discovery message indicating PULL mode. 
Observation 1. If both PUSH and PULL mode are defined, it is required to define UE operation to handle simultaneous PUSH and PULL discovery operations. This needs coordination between application layer and RAN protocol. 

To avoid handling of simultaneous PUSH and PULL discovery modes, LTE UE can deliver all information including discovery mode/type to the application layer and perform transmission/reception of discovery message based on the instruction from the application layer. In this case, the motivation of including discovery mode/type in the discovery message format is not clear. Instead, it might be possible that application identity is defined to include such information and make it transparent in LTE RAN level. 

Observation 2. If LTE UE delivers discovery information to the application layer without handling simultaneous PUSH and PULL discovery operations, it would not be necessary to define different discovery modes in RAN level.  

Looking at the discovery solution D3in SA2 TR[3], a solution for PULL mode(targeted discovery) is described where a UE1 (the “discoverer”) searches to discover a specific target population (the “discoverees”). In this solution, UE1 broadcast a Targeted Discovery Request message over group communication. Once the discoverees (UE2, UE3, UE4) receive the Targeted Discovery Request, UE2, UE3, UE4send the response including application personal ID over discovery signaling. With this approach, the LTE UE does not need to consider handling of different discovery modes in RAN level.  
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Figure 1: Targeted ProSe Discovery procedure [3]
Observation 3. Target discovery request in PULL mode can be transmitted over group communication.
Proposal 1. It is not necessary to support different handling of PUSH and PULL mode in RAN level. 
3 Discovery protocol architecture
To enable discovery signal transmission, the LTE UE should receive discovery transmission command from the application layer and discovery information to be transmitted on the discovery signal.  Communication between LTE protocol and application layer should be based on an application programming interface (API) what is not the scope of RAN2 scope. 
A candidate protocol architecture for discovery is shown in Figure 2. 
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Figure 2: Candidate protocol architecture for discovery
Enabling/disabling command is provided to RRC layer from the application layer whether transmission and/or repcetion of discovery signal is started or stopped. Upon enabling, RRC layer initiates RRC procedure to get the required discovery resource for transmission and/or reception. In Type 1, the RRC starts receiving SIB including discovery resource, while in Type 2, the RRC sends discovery resource request message to the eNB. RRC also establishes discovery channels for transmission and/or reception 
Proposal 2. RRC receives enabling/disabling command from the application layer and control the overall discovery procedure in RAN. 
PDCP layer may be required if security function is needed for discovery information. According to SA3 internal TR[5], the following is defined as security requirement for restricted discovery. 

The identities announced on the air interface must be able to be protected from being understood by a currently unauthorized UEs, in order to support restricted discovery. Furthermore, the tracking of UEs based on their announced identities over time should be minimized.

The opportunity for replay attacks on identities announced over the air interface should be minimal.

It is our understanding that ProSe application identity is a temporary identity generated and valid for a shorter time period upon discovery for a certain application is authorized.   Therefore, unauthorized UE cannot understand the ProSe application identity and thus, it already provides privacy functionality. For open discovery, the unique identity may be used instead of the ProSe application identity. However, open discovery is not considered in this document because security requirement defined in SA3 is only for the restricted discovery.  
Proposal 3. Ciphering of discovery signals is not needed in RAN level. 
In order to avoid tracking of UEs over time or replay attacks, one possible way is to apply integrity protection as used for SRB in LTE [4]. However, it is not clear whether LTE integrity protection can be reused for discovery signal. In LTE integrity protection, COUNT value is included as input parameter, which is synchronized between eNB and UE. It should be discussed how to achieve synchronization between peer UEs. Furthermore, current COUNT value is 32bits which is relatively large given than the maximum discovery payload assumed in RAN1 is 104bits.

Proposal 4. RAN2 needs more guideline from SA3 whether integrity protection of discovery signals is feasible in RAN level. 
RLC layer is not required or can be considered as TM mode because ARQ or segmentation/concatenation is not supported for discovery transmission. 

Proposal 5. RLC layer is not required for D2D discovery or considered as TM.
MAC layer is responsible for handling resource allocation for discovery signal. In Type1 resource allocation, MAC should select discovery resource in the set of discovery resources for transmission and reception. In Type2 resource allocation based on SPS scheduling, MAC layer manages discovery resource assigned by PDCCH. 
Proposal 6. MAC layer is responsible for managing discovery resource.
4 Conclusion

In this document, we discuss the protocol aspects for D2D discovery especially D2D discovery modes and protocol architecture based on the open issues identified in the last RAN2 meeting. 
Based on discussion in Section 2 and 3, we propose that RAN2 considers the following observations and proposals in designing D2D discovery protocol. 
Observation 1: If both PUSH and PULL mode are defined, it is required to define UE operation to handle simultaneous PUSH and PULL discovery operations. This needs coordination between application layer and RAN protocol.
Observation 2: If LTE UE delivers discovery information to the application layer without handling simultaneous PUSH and PULL discovery operations, it would not be necessary to define different discovery modes in RAN level.
Observation 3: Target discovery request in PULL mode can be transmitted over group communication.
Proposal 1: It is not necessary to support different handling of PUSH and PULL mode in RAN level.
Proposal 2: RRC receives enabling/disabling command from the application layer and control the overall discovery procedure in RAN.
Proposal 3: Ciphering of discovery signals is not needed in RAN level.
Proposal 4: RAN2 needs more guideline from SA3 whether integrity protection of discovery signals is feasible in RAN level.
Proposal 5: RLC layer is not required for D2D discovery or considered as TM.
Proposal 6: MAC layer is responsible for managing discovery resource.
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