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Discussion and Decision
1. Introduction
Security concerns for user plane architecture alternatives 1A and 2A consisting of independent PDCP in SeNB have been raised in last few meetings. In this contribution we look into the details of security aspects for independent PDCP. 
2. Discussion
In our opinion there are two options in order to provide AS security for alternative 1A and 2A.
1. Same KeNB is transferred over Xn interface from MeNB to SeNB

2. Independent KeNB derivation for bearers in SeNB

Same KeNB
This option would require the KeNB/NH received by MeNB from MME to be further transferred to SeNB over Xn interface. Further, if KeNB is updated after handover then same KeNB shall be transferred to SeNB. 

Main concerns foreseen for this proposal are
1. Insecure Xn interface

2. Physical threat of invading the small cell

3. Consequential access to MeNB

Xn interface shall be able to provide the same level of service as any existing network interface like S1 and X2. In the absence of such requirement, any traffic over this interface is liable to insecurity.

Proposal 1: Xn interface shall be able to provide the same level of security as S1 or X2.
We think physical intrusion of SeNB is a valid scenario. However, RAN2 has already agreed that from standards point of view, each eNB should be able to handle UEs autonomously, i.e., provide the PCell to some UEs while acting as assisting eNB for other UEs.  This implies that KeNB/NH value will be directly received from MME for a UE when SeNB is acting as Pcell. If there is any threat of physical intrusion then it equally applies to all the UEs connected to SeNB and hence no distinction shall be made in terms of UE connection as Pcell or assisting eNB.
Observation 1: Threat of physical intrusion to SeNB cannot be ruled out but it applies to all UEs served by SeNB as a Pcell or assisting eNB. RAN2 shall not distinguish both the cases.
If KeNB is compromised in the SeNB then there is a risk that the intruder gets an access to MeNB. This is a valid scenario. But we should analyse the risk with such intrusion. eNB has always been treated as an insecure device and this is one of the reasons for having NAS level of security on top of AS security. Also, the compromise is very much UE specific and will not result in any loss of further information as different KeNB derivations are not linked internally within the eNB.

Observation 2: there is a security risk of accessing MeNB via SeNB in case SeNB is compromised but SA3 has always treated RAN as prone to attacks. Further discussion may take place in SA3.
Independent KeNB and KeNB* transfer
It is our understanding that independent KeNB may require a new AKA run as currently UE derives KeNB after authentication and authorisation procedure. A new KeNB will require UE being aware of dual connectivity and either MME or UE has to initiate new authentication procedure. This would require more complex handling during handovers.
Similarly, KeNB* based procedure will require UE being aware of dual connectivity and will require separate mechanisms to derive KeNB* for handover and dual connectivity.

On the other hand, for sure the independent KeNB and KeNB* option would provide better security.
Observation 3: Handling of independent KeNB or transfer of KeNB* are complex from RAN point of view.
Since security is out of RAN2 scope, we suggest sending LS to consult SA3.
Proposal 2:  ask SA3 for general guidance on these two types security of dual connectivity. 

3. Conclusion

There would be two types of security options for dual connectivity:

1. Same KeNB is transferred over Xn interface from MeNB to SeNB

2. Independent KeNB derivation for bearers in SeNB

For the option1, we observed following:
Observation 1: Threat of physical intrusion to SeNB cannot be ruled out but it applies to all UEs served by SeNB as a Pcell or assisting eNB. RAN2 shall not distinguish both the cases.
Observation 2: there is a security risk of accessing MeNB via SeNB in case SeNB is compromised but SA3 has always treated RAN as prone to attacks. Further discussion may take place in SA3.
For the option 2, we observed following:
Observation 3: Handling of independent KeNB or transfer of KeNB* are complex solutions.

It is proposed to agree following assumption:

Proposal 1: Xn interface shall be able to provide the same level of security as S1 or X2.
Since security is out of RAN2 scope, we propose

Proposal 2:  ask SA3 for general guidance on these two types security of dual connectivity. 
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