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1. Introduction
Integrity protection and integrity checking are essential means to guarantee the correctness of RRC messages. For each SRB (0-4), there is unique COUNT-I: “RRC HFN” (28 MSB bits) and “RRC message SN” (4 LSB bits) being configured for UL and DL, and incremented with ongoing integrity protection&checking process later. The synchronization of COUNT-I between NW and UE should be maintained for each SRB normally, however, it has been observed in field that COUNT-I desyncronization may occur during multiple relocations sometimes, especially for SRB3/4 messages, so leads to unpleasant NAS service disruption. Hence, we wanna raise and analyze this issue in this contribution.
2. Discussions
Within 14.12.4.2
SRNS RELOCATION INFO as below, the Integrity protection related information is conveyed from SRNC to TRNC, so that the COUNT-I synchronization can be straightforwardly maintained between TRNC and UE.
	Integrity protection related information
	
	
	
	
	

	>Integrity protection status
	MP
	
	Enumerated(Not started, Started)
	
	

	>Signalling radio bearer specific integrity protection information
	CV-IP
	4 to <maxSRBsetup>
	
	
	

	>>Uplink RRC HFN
	MP
	
	Bit string (28)
	For each SRB, in the case activation times for the next IP configuration to be applied on this SRB have already been reached this IE corresponds to the last value used. Else this value corresponds to the value the source would have initalized the HFN to at the activation time, not considering any increment of HFN due to RRC SN roll over. Increment of HFN due to RRC SN roll over is taken care of by target based on value sent by the source.
	

	>>Downlink RRC HFN
	MP
	
	Bit string (28)
	For each SRB, in the case activation times for the next IP configuration to be applied on this SRB have already been reached this IE corresponds to the last value used. Else this value corresponds to the value the source would have initalized the HFN to at the activation time, not considering any increment of HFN due to RRC SN roll over. Increment of HFN due to RRC SN roll over is taken care of by target based on value sent by the source. In particular, for SRB2, this IE should not take into account the RRC message that will trigger the relocation.

NOTE: In order to have the possibility of sending downlink messages after the construction of the IE "SRNS RELOCATION INFO", the source may choose a value ahead of the last value used.
	

	>>Uplink RRC Message sequence number
	MP
	
	Integer (0..

15)
	For each SRB, this IE corresponds to the last value received or in the case activation time was not reached for a configuration the value equals (activation time -1).
	

	>>Downlink RRC Message sequence number
	MP
	
	Integer (0..

15)
	For each SRB, this IE corresponds to the last value used or in the case activation time was not reached for a configuration the value equals (activation time -1). In particular, for SRB2, this IE should not take into account the RRC message that will trigger the relocation.

NOTE: In order to have the possibility of sending downlink messages after the construction of the IE "SRNS RELOCATION INFO", the source may choose a value ahead of the last value used for SRB3 and SRB4.
	

	>Implementation specific parameters
	OP
	
	Bit string (1..512)
	
	


As highlighted with yellow in above table, it was suggested for SRNC to add some “offset value” ahead of conveyed DL COUNT-I when necessary, so that SRNC can continue transmitting SRB3/4 messages for a number of “offset value”, afterwards UE can still pass the integrity checking for subsequent SRB3/4 messages coming from TRNC after successful relocation. Normally the “offset value” is chosen to be smaller than 15(one RRC SN period), otherwise, TRNC may desynchronize its HFN with UE’s HFN due to RRC SN roll over and leads to integrity checking failure. 
Despite of this, it has been observed that some UE may still perform multiple relocations successively sometimes, e.g. at certain city area border, or ping-pong mobility etc. In those cases, each new SRNC transmits SRB3/4 messages for a number of “offset value” for its own sake, meanwhile the new TRNCs do not transmit any SRB3/4 messages. All of these result in that the over whole accumulated “offset value” from multiple SRNCs shall exceed 15, then UE’s RRC SN rolling over happens so UE’s HFN desynchronizes with the last TRNC’s HFN for SRB3/4. The above COUNT-I desyncronization can not be automatically recovered unless TRNC can increment its HFN based on above accumulated “offset value” or UE knows the exact initial COUNT-I for TRNC.
Per above observed COUNT-I desyncronization issue for SRB3/4 during relocation, we wanna make following two proposals:
Proposal 1: To acknowledge that the COUNT-I desyncronization for SRB3/4 is a practical issue for both TDD and FDD HSPA+ NW.
Proposal 2: To consider appropriate solution to recover COUNT-I desyncronization for SRB3/4. Early implementable solution would be appreciated.
3. Conclusions
In this contribution, we raised COUNT-I desyncronization issue for SRB3/4 during relocation. We would kindly ask RAN2 to consider following proposes:
Proposal 1: To acknowledge that the COUNT-I desyncronization for SRB3/4 is a practical issue for both TDD and FDD HSPA+ NW.
Proposal 2: To consider appropriate solution to recover COUNT-I desyncronization for SRB3/4. Early implementable solution would be appreciated.
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