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	Reason for change:
(

	If there is a large inflow of PDCP SDUs which are buffered and associated with PDCP SNs immediately but finally dropped due to expiry of the PDCP discard timer, there is a risk that the PDCP SN space wraps around and causes the UE and the network to loose HFN synchronization. The problem may happen either at handover (AM only) when there is a risk of discarding many packets, or it may happen in general (both for AM and UM) when too many PDCP SDUs associated with an SN are discarded in sequence.
For RLC AM bearers there is also a risk to get out of HFN synchronization if the UE has more PDCP SDUs in flight than half ot the PDCP SN space. The problem may happen if a handover is triggered, and the distance between the PDCP SN of the latest sent PDCP SDU and the PDCP SN of the first PDCP SDU whose successfully delivery has not been confirmed by the lower layer is larger than half of the PDCP SN space. In this case the target eNB cannot know that the PDCP SDU that is retransmitted by the UE is an older SDU in sequence compared with the latest SDU already received.
Impact Analysis

Impacted functionality:
PDCP SN assignment. The change only impacts the corrected functionality.

Inter-operability:
If the eNB supports the change and the UE does not, there is a risk that when performing handover, or at high data rates, a radio bearer may get out of UL HFN synchronization.

If the UE supports the change and the eNB does not, then the UE may do so without any inter-operabililty issue.

	
	

	Summary of change:
(

	In section 5.1.1 (UL Data Transfer Procedures) two notes are added:

· The first note says that the UE should prevent loss of HFN synchronization due to discard of contiguous PDCP SDU(s) associated with PDCP SN.
· The second note says that the UE should prevent loss of HFN synchronization due to bringing more than half of the PDCP SDUs in flight.
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not approved:
	There is a risk that when performing handover or at high data rates, a radio bearer may get out of HFN synchronization.
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First modified section
5.1.1
UL Data Transfer Procedures
At reception of a PDCP SDU from upper layers, the UE shall:

-
start the discardTimer associated with this PDCP SDU (if configured);

For a PDCP SDU received from upper layers, the UE shall:
-
associate the PDCP SN corresponding to Next_PDCP_TX_SN to this PDCP SDU;

-
perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;

-
perform integrity protection (if applicable), and ciphering (if applicable) using COUNT based on TX_HFN and the PDCP SN associated with this PDCP SDU as specified in the subclause 5.7 and 5.6, respectively;
-
increment Next_PDCP_TX_SN by one;

-
if Next_PDCP_TX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_TX_SN to 0;

-
increment TX_HFN by one;

-
submit the resulting PDCP Data PDU to lower layer.
NOTE:
To prevent loss of HFN synchronization for radio bearers mapped on RLC AM or RLC UM, the UE should not discard more than half of the PDCP SN space of contiguous PDCP SDUs associated with PDCP SN.
NOTE:
To prevent loss of HFN synchronization for radio bearers mapped on RLC AM, the UE should prevent having more than half of the PDCP SN space unacknowledged over the air interface.
End of modified sections
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