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1 Background
RAN2 intended to specify that the network should not broadcast the security IEs carrying the ETWS security information, and clarify that there is no requirement for the UE to ignore those IEs. RAN2 asked for guidance to CT1 in LS on this topic [1]. CT1 replied in LS [2]:
CT1 discussed the topic and agreed to document in TS 23.041 that the CBC shall not send the timestamp or digital signature information. It was also concluded that even though CT1 does not see any use for these IEs, any IE that exists in the specification can be encoded in a message. Therefore, also the processing of an unused IE needs to be specified. 

The simplest way to block the usage of these unused IEs is to mandate that these IEs shall not be sent, and if received, they shall be ignored.
And CT1 captured in 23.041 [3]:

The CBC shall not include "digital signature" or "timestamp" information.

NOTE 6: Due to requirements in earlier versions of this document, it is possible for "digital signature" and "timestamp" information (included in the "Warning Security Information" parameter) to be transmitted within the WRITE-REPLACE message.
In this contribution the wording to invalidate ETWS with security in Rel-8/9/10/11 is discussed. 

2 Discussion
Given that it has been agreed in CT1 specifications, that CBC shall not send the warning security information, there is no need to capture this in RAN2 specifications, but reference to CT1 specifications can be made:

Proposal 1: Refer to CT1 23.041 for CBC requirement to handle Rel-8 "warning security information"

Given that there are already UE implementations supporting ETWS (without security) it is difficult to change the UE requirements. Furthermore, the discussion on the handling of Warning Security Information, is somewhat theoretical, as ETWS with security is not deployed, and cannot be used.

However to provide guidance to UE implementation, and align with stage 2 specifications [2], it is proposed to capture that the UE should ignore the "warning security information" when received for Rel-8/9/10. For Rel-11 it could be captured that the UE shall ignore the "warning security information". 

Proposal 2: In Rel-8/9, if received, the UE should ignore the "warning security information". 
Proposal 3: In Rel-10/11, if received, the UE shall ignore the "warning security information". 

Given that proposal 1, 2 and 3 are agreeable, this could be captured in the draft CRs to 25.331/36.331 [4], [5] as:

ETWSPrimaryNotificationWithSecurity ::= SEQUENCE {

       -- Other IEs

              etws-Information                         ETWS-Information,

              -- dummy is not used in the specification, if received it should/shall be ignored.




  -- See [77] for handling of warning security information by Cell Broadcast Center.

              dummy                                           ETWS-WarningSecurityInfo                 OPTIONAL,

       -- Non critical extensions

              nonCriticalExtensions                    SEQUENCE {}          OPTIONAL

}

3 Summary

RAN2 is kindly requested to discuss the invalidation of ETWS with security in Rel-8/9/10/11:
Proposal 1: Refer to CT1 23.041 for CBC requirement to handle Rel-8 "warning security information"

Proposal 2: In Rel-8/9, if received, the UE should ignore the "warning security information". 

Proposal 3: In Rel-10/11, if received, the UE shall ignore the "warning security information". 
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