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8.1.3.6
Reception of an RRC CONNECTION SETUP message by the UE
The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message with the value of the variable INITIAL_UE_IDENTITY.
// TEXT OMITTED //
1>
submit an RRC CONNECTION SETUP COMPLETE message to the lower layers on the uplink DCCH after successful state transition per subclause 8.6.3.3, with the contents set as specified below:

2>
set the IE "RRC transaction identifier" to:

3>
the value of "RRC transaction identifier" in the entry for the RRC CONNECTION SETUP message in the table "Accepted transactions" in the variable TRANSACTIONS; and

3>
clear that entry.

2>
if the USIM or SIM is present:

3>
set the "START" for each CN domain in the IE "START list" in the RRC CONNECTION SETUP COMPLETE message with the corresponding START value that is stored in the volatile memory of the ME if the USIM [50], or the SIM is present.
.

2>
if neither the USIM nor SIM is present:

3>
set the "START" for each CN domain in the IE "START list" in the RRC CONNECTION SETUP COMPLETE message to zero;
3>
set the value of "THRESHOLD" in the variable "START_THRESHOLD" to the default value [40].
// NEXT CHANGE //
8.3.6.3
Reception of Handover to UTRAN command message by the UE
// TEXT OMITTED //
1>
set the IE "START" for each CN domain, in the IE "START list" in the HANDOVER TO UTRAN COMPLETE message equal to the START value for each CN domain as stored in the volatile memory of the ME for each CN domain if the USIM or the SIM is present;

NOTE 2:
Keys received while in another RAT (GERAN) or generated when coming from another RAT (EUTRAN) are not regarded as "new" (i.e.do not trigger the actions in subclause 8.1.12.3.1) in a subsequent security mode control procedure in UTRAN, irrespective of whether the keys are already being used in the other RAT or not. If the UE has received new keys in the other RAT before handover, then the START values in the USIM (sent in the HANDOVER TO UTRAN COMPLETE message and in the INTER_RAT_HANDOVER_INFO sent while in the other RAT) will not reflect the receipt of these new keys
If the source RAT is not E-UTRAN: If ciphering has been active for the CS domain in the source RAT, then during the first security mode control procedure following the Inter-RAT handover to UTRAN procedure, UE activates integrity protection using the integrity key of the key set used. The term "key set used" denotes the key set that was used in the last successfully completed RRC Security Mode Control (UTRAN), RR Cipher Mode Control procedure or GMM Authentication and Ciphering procedure (GERAN) after entering connected mode in UTRAN or GERAN. The term "if ciphering has been active for the CS domain" is defined by a successfully completed RRC Security Mode Control procedure with "Ciphering Mode Info" (UTRAN) or RR Cipher Mode Control  procedure (GERAN) for the CS domain. More specifically the state of ciphering refers to the establishment of a security context where the key is loaded from the (U)SIM to the ME even if the security command indicates NULL ciphering ("no ciphering" in GERAN or UEA0 in UTRAN).
If the source RAT is E-UTRAN: Upon performing SR-VCC (PS to CS) or PS handover, then during the first security mode control procedure following the Inter-RAT handover to UTRAN procedure, UE activates integrity protection using the integrity key of the key set used (see 8.1.12.2.2.). The term "key set used" denotes the CS (SR-VCC) or PS (PS handover) key set (KSI, CK, IK)  which was mapped using the current SECURITY CONTEXT in EUTRAN as defined in [78] and [79].

1>
set the value of "THRESHOLD" in the variable "START_THRESHOLD" to the 20 MSBs of the value stored in the USIM [50] for the maximum value of START for each CN Domain, or to the default value in [40] if the SIM is present;

1>
if ciphering is indicated in the HANDOVER TO UTRAN COMMAND by the presence of the IE "Ciphering Algorithm":

2>
for the handover of CS domain, indicated by the IE "CN domain identity" of the IE "RAB info" of the IE "RAB information to setup" set to "CS domain" or absence of this IE, if ciphering was not active in the radio access technology from which inter-RAT handover is performed:

3>
the UE behaviour is unspecified.

NOTE 2a:
The handover of the CS domain from GERAN to UTRAN is particular because CS ciphering must be maintained across the inter-RAT handover procedure. For other inter-RAT handover procedures (SR-VCC and PS handover) ciphering in UTRAN is not dependent on previous ciphering status in the source radio access technology.

2>
if the handover is from EUTRAN and there is no current SECURITY CONTEXT in EUTRAN:

3>
the UE behaviour is unspecified.

NOTE 2b:
The current EUTRAN security context is defined in [78] and [79].  For EUTRA to UTRA key mapping, this context consists of a minimum of the current KASME, the associated key set identifier (KSI) and the associated downlink NAS COUNT values.

2>
set the variable LATEST_CONFIGURED_CN_DOMAIN to the value indicated in the IE "CN domain identity" of the IE "RAB info" of the IE "RAB information to setup" if all instances of the IE indicate the same CN domain, or to the CS domain when this IE is either not present or different instances indicate different CN domains;

2>
for the CN domain in variable LATEST_CONFIGURED_CN_DOMAIN set the IE "Status" in the variable CIPHERING_STATUS to "Started";

2>
if the variable LATEST_CONFIGURED_CN_DOMAIN is set to "CS domain":

3>
set the 20 MSB of the HFN component of the COUNT-C variable for all signalling radio bearers to the "START" value from the IE "UE security information" in the variable INTER_RAT_HANDOVER_INFO_TRANSFERRED.

2>
else if the variable LATEST_CONFIGURED_CN_DOMAIN is set to "PS domain":

3>
set the 20 MSB of the HFN component of the COUNT-C variable for all signalling radio bearers to the "START" value from the IE "UE security information2" in the variable INTER_RAT_HANDOVER_INFO_TRANSFERRED.
2>
if the CN domain indicated in the IE "CN domain identity" of any instance of the IE "RAB info" in the IE "RAB information to setup" is "CS domain":

3>
set the 20 MSB of the HFN component of the COUNT-C variable for all CS domain radio bearers to the "START" value included in the IE "UE security information" in the variable INTER_RAT_HANDOVER_INFO_TRANSFERRED;.

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Started".

2>
if the CN domain indicated in the IE "CN domain identity" of any instance of the IE "RAB info" in the IE "RAB information to setup" is "PS domain":

3>
set the 20 MSB of the HFN component of the COUNT-C variable for all PS domain radio bearers to the "START" value included in the IE "UE security information2" in the variable INTER_RAT_HANDOVER_INFO_TRANSFERRED;

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Started".

2>
set the remaining LSBs of the HFN component of COUNT-C for all radio bearers to zero;

2>
not increment the HFN component of COUNT-C for radio bearers using RLC-TM, i.e. keep the HFN value fixed without incrementing every CFN cycle;

2>
set the CFN component of the COUNT-C variable for radio bearers using RLC-TM to the value of the CFN as calculated in subclause 8.5.15;

2>
for all user radio bearers belonging to the "CS domain" and for signalling radio bearers when the variable LATEST_CONFIGURED_CN_DOMAIN is set to "CS domain":

3>
apply the algorithm according to IE "Ciphering Algorithm" with the ciphering key of the key set used and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

2>
for all user radio bearers belonging to the "PS domain" and for signalling radio bearers when the variable LATEST_CONFIGURED_CN_DOMAIN is set to "PS domain":

3>
If the source RAT is E-UTRA:

4>
apply the algorithm according to IE "Ciphering Algorithm" with the ciphering key of the PS key set used and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

3>
Otherwise:

4>
apply the algorithm according to IE "Ciphering Algorithm" with the ciphering key stored in the USIM/SIM and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.
NOTE 3:
If ciphering is indicated in the HANDOVER TO UTRAN COMMAND, UTRAN should not include the IE "Ciphering mode info" in the SECURITY MODE COMMAND message that starts Integrity protection.

NOTE 4:
DTM Handover is not possible if the IE "specification mode" is set to "Preconfiguration" due to the existence of a single IE "RAB Info".

1>
if ciphering is not indicated in the HANDOVER TO UTRAN COMMAND:

2>
for the CN domain(s) included in the IE "CN domain identity" which is included in the IE "RAB info" of the IE "RAB information to setup", or the CS domain when these IEs are not present:

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Not Started".

If the UE succeeds in establishing the connection to UTRAN, it shall:

1>
if "RAB Info" list contained only one CN domain identity in IE "CN domain identity":
2>
if CN domain is set to CS domain only indicate to upper layers that no CN system information is available for any domain other than the CS domain (see NOTE 5);

2>
if CN domain is set to PS domain only indicate to upper layers that no CN system information is available for any domain other than the PS domain (see NOTE 6).

1>
if "RAB Info" list contained RABs for the PS and CS domain:

2>
indicate to upper layers that CN system information is available for the PS and CS domain (see NOTE 7).
NOTE 5:
After CS handover has been completed, the UTRAN should provide the UE with the CN system information of the PS domain as soon as possible, in order not to delay access to the PS domain.
NOTE 6:
After PS handover has been completed, the UTRAN should provide the UE with the CN system information of the CS and PS domain as soon as possible in order not to delay access to the CS domain and trigger a NAS procedure for the PS domain.

NOTE 7:
After DTM handover has been completed, the UTRAN should provide the UE with the CN system information of the PS domain as soon as possible in order to trigger a NAS procedure for the PS domain.



// NEXT CHANGE //
8.5.2
Actions when entering idle mode from connected mode
// TEXT OMITTED //
When entering idle mode, the UE shall:

1>
if the USIM is present, for each CN domain:

2>
if a new security key set was received for this CN domain but was not used either for integrity protection or ciphering during this RRC connection:

3>
set the START value for this domain to zero; and

3>
store this START value for this domain in the volatile memory of the ME.

2>
else:

3>
if the current "START" value, according to subclause 8.5.9 for a CN domain, is greater than or equal to the value "THRESHOLD" of the variable START_THRESHOLD:

4>
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

4>
inform the deletion of these keys to upper layers.

3>
else:

4>
store the current "START" value for this CN domain in the volatile memory of the ME.

NOTE:
Prior to storing the "START" value, the UE should calculate this "START" value according to subclause 8.5.9.

1>
else:

2>
if the SIM is present, for each CN domain:

3>
if a new security key set was received for this CN domain but was not used either for integrity protection or ciphering during this RRC connection:

4>
set the START value for this domain to zero; and

4>
store this START value for this domain in the volatile memory of the ME
3>
else:

4>
if the current "START" value, according to subclause 8.5.9 for this CN domain, is greater than or equal to the value "THRESHOLD" of the variable START_THRESHOLD:

5>
delete the Kc key for this CN domain;

5>
delete the ciphering and integrity keys that are stored in the UE for that CN domain;
5>
set the "START" values for this CN domain to zero and store it the volatile memory of the ME;

5>
inform the deletion of the key to upper layers.

4>
else:

5>
store the current "START" value for this CN domain in the volatile memory of the ME.

NOTE:
Prior to storing the "START" value, the UE should calculate this "START" value according to subclause 8.5.9.
// NEXT CHANGE //
8.5.22
Actions when entering another RAT from connected mode
NOTE:
This section does not apply when entering GERAN Iu mode from UTRAN connected mode.
When entering another RAT from connected mode (due to Inter-RAT handover from UTRAN, Inter-RAT cell change order from UTRAN or Inter-RAT cell reselection from UTRAN), after successful completion of the procedure causing the transition to the other RAT, the UE shall:

1>
if the USIM is present, for each CN domain:

2>
if a new security key set was received for this CN domain but was not used either for integrity protection or ciphering during this RRC connection: 

3>
set the START value for this domain to zero and;

3>
store this START value for this domain in the volatile memory of the ME;
2>
else:

3>
store the current START value for every CN domain in the volatile memory of the ME.

NOTE:
Prior to storing the START value, the UE should calculate this START value according to subclause 8.5.9.

1>
if the SIM is present, for each CN domain:

2>
if a new security key was received for this CN domain but was not used either for integrity protection or ciphering during this RRC connection: 

3>
set the START value for this domain to zero and;

3>
store this START value for this domain in the volatile memory of the ME.
2>
else:

3>
store the current START value for this CN domain in the volatile memory of the ME.

NOTE:
Prior to storing the START value, the UE should calculate this START value according to subclause 8.5.9.
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