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1 Introduction
It is known that, at inter-RAT handover to UTRAN CS, the ciphering status should be continued, this is because the security keys are transferred from the BSC to the RNC transparently to the CN.
However, the definition of 'ciphering active for the CS domain' is not completely clear and is different in GERAN and UTRAN specification.
2 Discussion
UTRAN aspects

In release 6 and release 7, RAN2 has made some changes to the security handing at inter-RAT handover due the introduction of inter-RAT PS handover ([2], [3]). These changes introduces some rewording for the security handling for the CS domain but were not supposed to change the existing behaviour.
Section 8.3.6.3
Reception of Handover to UTRAN command message by the UE
NOTE 2:
Keys received while in another RAT are not regarded as "new" (i.e. do not trigger the actions in subclause 8.1.12.3.1) in a subsequent security mode control procedure in UTRAN, irrespective of whether the keys are already being used in the other RAT or not. If the UE has received new keys in the other RAT before handover, then the START values in the USIM (sent in the HANDOVER TO UTRAN COMPLETE message and in the INTER_RAT_HANDOVER_INFO sent to the BSS while in the other RAT) will not reflect the receipt of these new keys
If ciphering has been active for the CS domain in the other RAT, then during the first security mode control procedure following the Inter-RAT handover to UTRAN procedure, UE activates integrity protection using the integrity key of the key set used. The term "key set used" denotes the key set that was used in the last successfully completed RRC Security Mode Control (UTRAN), RR Cipher Mode Control procedure or GMM Authentication and Ciphering procedure (GERAN) after entering connected mode in UTRAN or GERAN. The term "if ciphering has been active for the CS domain" is defined by a successfully completed RRC Security Mode Control procedure with "Ciphering Mode Info" (UTRAN) or RR Cipher Mode Control procedure (GERAN) for the CS domain. More specifically the state of ciphering refers to the establishment of a security context where the key is loaded from the (U)SIM to the ME even if the security command indicates NULL ciphering ("no ciphering" in GERAN or UEA0 in UTRAN).
…

1>
if ciphering is indicated in the HANDOVER TO UTRAN COMMAND by the presence of the IE "Ciphering Algorithm":
2>
for the handover of CS domain, indicated by the IE "CN domain identity" of the IE "RAB info" of the IE "RAB information to setup" set to "CS domain" or absence of this IE, if ciphering was not active in the radio access technology from which inter-RAT handover is performed:
3>
the UE behaviour is unspecified.
Observation1: Prior to the CR there was only an indication of ciphering being activated for the CS domain. After the CR, there is an additional restriction that IE "Ciphering Mode Info" has been included in the Security Mode Command message
GERAN aspects

In release 7, GERAN has introduced some restriction and associated error handling on the setting of the cipher mode setting IE in the Handover Command message ([4], [6]).
Section 3.4.4.1
Handover initiation

In the case of UTRAN to GERAN A/Gb mode handover or GERAN Iu mode to GERAN A/Gb mode handover, the HANDOVER COMMAND message, which is sent transparently via RNC/BSC from BSS to the mobile station, shall always contain the cipher mode setting IE to indicate the ciphering mode to be used in GERAN A/Gb mode. If the cipher mode setting IE indicates "start ciphering" and neither an RR Ciphering Mode Setting procedure (see sub-clause 3.4.7) nor a UTRAN RRC Security Mode Control procedure (see 3GPP TS 25.331) has been successfully completed prior to the handover for this CS connection, the HANDOVER COMMAND message shall be regarded as erroneous and the applicable procedure as specified in 3GPP TS 25.331 for the case of an Invalid HANDOVER FROM UTRAN COMMAND message shall be followed; a HANDOVER FAILURE message with cause "Protocol error unspecified" shall be included in the HANDOVER FROM UTRAN FAILURE message.
This specifies that 'ciphering status is activated if either an RR Ciphering Mode Setting procedure or a UTRAN RRC Security Mode Control procedure has been successfully completed prior to the handover, which is in line with the overall requirement that a security context should be established.

Observation2: This does not set any restriction on the IE "ciphering mode info" in the RRC Security Mode Control procedure. This discrepancy with UTRAN specification has been noted but not reported to RAN2 ([5]).
Issue observed during operators' acceptance testing 
Same as in GERAN prior to CR 0917, it can be observed in some network, that an UE having  implemented CR  3581/3582 fails the handover procedure while a legacy UE would not fail. 
An observed scenario is as follows:
1. UE in connected mode in UTRAN. The Security Mode Command includes IE "Integrity Protection Mode Info" but does include IE " Ciphering mode info"
( a security context is established, ciphering is not started

2. UE moved to GERAN via an inter-RAT handover. The Handover Command message includes the cipher mode setting IE set to 'no ciphering. No RR Ciphering Mode Control procedure takes place while UE is in connected mode in GERAN.
( i.e. a security context is established, ciphering is not started

3. UE moved to UTRAN via an inter-RAT handover. The Handover to UTRAN Command message includes IE  " Ciphering mode info" with the ciphering algorithm set to 'UEA0' (NULL ciphering)
( UE rejects the Handover Command on the basis that ciphering is not started ('ciphering mode info' was not included in the SMC message)
3 Conclusion

Based on the discussion in section 2, we would like to discuss the issue and conclude whether the UTRAN specification is correct or not.
If the conclusion is that the RRC specification is not correct, Broadcom Corporation will be happy to bring correction CRs at the next meeting.
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