Page 1



3GPP TSG-RAN WG2 Meeting #76
(
R2-116528
San Francisco, USA, November 14 - 18, 2011
	CR-Form-v9.9

	CHANGE REQUEST

	

	(

	36.300
	CR
	0411
	(

rev
	-
	(

Current version:
	10.5.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	X
	Core Network
	


	

	Title:
(

	Correction on RN security

	
	

	Source to WG:
(

	RAN3 (Huawei, NEC)

	Source to TSG:
(

	R2

	
	

	Work item code:
(

	LTE_Relay-Core, TEI10
	
	Date: (

	09/09/2011

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	In 36.300, Relay OAM security section 4.7.7.3, it is said that:

Relay OAM traffic connection relies on an end-to-end security mechanism.
But in 33.401 V10.2.0 and V11.1.0 section D.2.5, both “hop by hop security” and “end to end security” are included as below:

NOTE 3:
Examples for mechanisms to secure OAM communication to and from RNs are:
- end-to-end security terminated within or just in front of the OAM server;
- hop-by-hop security via SEG in EPC which is particularly suited for multiple management connections to separate OAM servers located within one "management domain".

NOTE 4:
As the USIM-INI can be accessed by any UE, an attacker can use the USIM-INI to connect to the APN used for OAM in phase I. In case of end-to-end security the OAM server itself has to be secured accordingly. In the hop-by-hop case the SEG can defend against attacks (e.g. DoS attacks) carried out via this channel.

 Hence the end to end security assumption in 36.300 should be removed.
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	The inconsistent sentence “Relay OAM traffic connection relies on an end-to-end security mechanism.” is removed, 36.300 only refers to SA3 spec.
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4.7.7
Relay Node OAM Aspects

4.7.7.1
Architecture

Each RN sends alarms and traffic counter information to its OAM system, from which it receives commands, configuration data and software downloads (e.g. for equipment software upgrades). This transport connection between each RN and its OAM, using IP, is provided by the DeNB; the reference architecture is shown in Figure 4.7.7.1-1. RN OAM traffic is transported over the Un interface, and it shares resources with the rest of the traffic, including UEs attached to the DeNB. The secure connection between the RN and its OAM may be direct or hop-by-hop, i.e. involving intermediate hops trusted by the operator for this purpose.
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Figure 4.7.7.1-1: Relay OAM architecture.

It has to be noted that Figure 4.7.7.1-1 refers to normal operating conditions for the RN, i.e. after the initial start-up phase has been completed. The case where the secure connection between the RN and the OAM does not go through the DeNB, e.g. during the initial start-up phase, is not precluded.

4.7.7.2

OAM Traffic QoS Requirements

Alarms in the RN generate bursts of high-priority traffic, to be transported in real time. Traffic counters generate bursts of traffic, but their transport need not be real-time. Configuration messages from OAM to the RN will also generate small bursts of traffic, possibly with lower priority than alarms but still delay-sensitive: when a configuration is committed on the OAM, the time interval between the commitment and the effect on the equipment shall be small.

Alarm messages and commands should be transported on a high-priority bearer, while counters may be transported on a lower priority bearer. There is no need to specify a new QCI value other than those already standardized.

Alarm messages and commands may be mapped over a dedicated bearer or over the same bearer that carries S1 and/or X2 messages between the RN and the DeNB.

OAM software download to the RN may generate larger amounts of data, but both the required data rate and the priority of this kind of traffic are much lower than in the case of alarms, commands and counters. OAM software downloads may be mapped to a dedicated, non-GBR bearer, or transported together with the user plane traffic. If a dedicated bearer is used, it is FFS whether it shall be present at all times, or its setup should be event-triggered (software upgrades are triggered by the operator).

4.7.7.3
Security Aspects


Refer to section D.2.5 of TS 33.401 [22] for details on secure management procedures for RN.
4.7.7.4
Void

4.7.7.5
OAM Requirements for Configuration Parameters
4.7.7.5.1
Parameters Associated with Relay Bearer Mapping

OAM provides the appopriate support to configure a QCI-to-DSCP mapping function at the relay node which is used to control the mapping in uplink of Uu bearer(s) of different QCI(s) to Un bearer(s).
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