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Discussion and Decision
1.
Introduction
At the RAN2#72 meeting, it was agreed that in case of IP failure on DRB, only the IP failed packet is discarded, and further action is left for RN implementation. This document discusses whether leaving the further action to the implementation is sufficient for RN operation.
2.
Discussion
The cause of PDCP integrity failure and the desired RN behaviour for each case is as follows.

· IP failure due to “real intruder”
· Indicate to OAM or DeNB of IP failure to keep track of the intruder.

· IP failure due to “residual bit error”
· No further action is required.

· IP failure due to “COUNT de-synchronization”
· Synchronize COUNT values between RN and DeNB.
As seen above, the current agreement for RN behaviour at PDCP integrity failure, i.e. discard the IP failed packet and do nothing further, is sufficient for “residual bit error” case. However, for the other two cases, further action should be defined.

As an implementation option, RN could perform a RRC Connection Re-establishment procedure if the PDCP receives several packets with IP failure. But the current RRC Connection Re-establishment procedure is not suitable for the cases of “real intruder” or “COUNT de-synchronization” because;

· There is no “re-establishment cause” value defined for the IP failure. Thus, to indicate the IP failure to DeNB, a new cause value should be defined in the RRC Connection Re-establishment message. If the tracking of intruder is ought to be done by OAM, then a new indicator should be introduced in OAM message.
· RRC Connection Re-establishment procedure does not synchronize COUNT values if the DRB is mapped on RLC AM. In this case, the COUNT values are maintained in both RN and DeNB, so the IP failure occurs endlessly. A mechanism should be defined to synchronize the COUNT values.
It is hard to tell which cause is more dominant for IP failure. But important point here is that if the IP failure is due to COUNT de-synchronization, RN cannot recover from the problematic situation with the current procedure. 
Our view is that the standard should provide at least a recovery procedure for this case. However, when to use this procedure could be left for RN implementation.

Proposal 1: Handling of DRB integrity failure should not be left for RN implementation. The standard should provide a suitable recovery procedure.

If the proposal 1 is agreed, then the following proposals are further proposed.
Proposal 2: RN indicates the DRB integrity failure to DeNB or OAM.

Proposal 3: Define a mechanism to synchronize COUNT values between RN and DeNB.
3.
Proposal
Leaving the recovery procedure for DRB integrity failure to RN implementation would not work unless a suitable procedure is defined. Thus, we propose that:
Proposal 1: Handling of DRB integrity failure should not be left for RN implementation. The standard should provide a suitable recovery procedure.

Proposal 2: RN indicates the DRB integrity failure to DeNB or OAM.

Proposal 3: Define a mechanism to synchronize COUNT values between RN and DeNB.
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