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1. Introduction
The concern on indicating TCE (Trace Collection Entity) IP Address as part of Logged MDT configuration to the UE has not been thoroughly discussed yet. During the discussion on logged and immediate MDT parameter list which result into an LS to SA5 [1], whether TCE IP Address is sent to UE or not, was FFS.

In the LS from SA5 [2] which indicated the progress of stage 2 (TS 32.442), SA5 seems to conclude that the TCE IP Address is indicated to the UE as part of MDT configuration. However it is not clear whether SA5 (nor SA3) has discussed on the security and operational impact of indicating IP Address of a network node to the UE.

This document discusses some foreseen problems/ concerns of indicating TCE IP Address as part of Logged MDT configuration to the UE and proposes a different way to do that, i.e. defining new “TCE ID”.
2. Discussion
2.1 NW node addressing requirement
For EPS networks, the following requirement is indicated in TS22.278 [3]
The Evolved Packet System shall allow for a network to hide of internal network elements from the UE.
In the previous releases of the LTE specification, a network node identity that needs to be conveyed to the UE and also that needs to be exchanged between network nodes is always indicated in a form of implicit identification (i.e., not in a form of IP Address) as defined in TS 23.003.
However, it is also a fact that for Trace procedure, TCE IP Address is indicated by the OAM to the MME and/or eNB. The eNB uses this information when sending the trace record to a TCE. The same mechanism is used also in UTRAN. Here, since SA5 already decided thatTrace procedure is to be re-used for MDT, SA5, probably without thorough consideration, may have decided that the same mechanism is adopted and re-used as is, i.e. TCE IP Address which is indicated by the OAM to the eNB, is further sent to the UE as part of MDT configuration.(See [2])
2.2 Operational and Security Concerns

Sending TCE IP Address to the UE creates the following operational and security concerns.

Concerns from operational point of view are listed as follows:  

1. Sending IP Address to the UE does not satisfy the high level requirement as indicated in TS22.278.
2. NAT usage in the network

In some operator’s network, NAT might be use to differentiate IP Address domain within the network. When NAT is used, if the IP Address domain of the eNB sending the configuration or the TCE is different with the one receiving the report, the eNB receiving MDT report may not be able to connect to the IP Address included in the MDT report.
3. Change of IP Address of the TCE (for operational purposes)

If a fixed TCE IP Address is indicated to the UE, as long as there is an ongoing MDT, the operator can not change the IP Address of the TCE for operational purposes, such as troubleshooting, network restructuring, or TCE server relocation, which sometime (although rarely) needs  to be done.
4. Physical implementation of TCE in/ with another CN node

TCE as a logical entity may be physically implemented in/ with another CN node, e.g. MME. In this case, indicating TCE IP Address means also indicating the IP Address of the MME physical node. Indicating TCE IP Address to UE would mean that this form of implementation is restricted, and dedicated server for TCE is a must.
5. Load balancing
Using a TCE ID other than the IP address allows load balancing on the TCE server by resolving the TCE ID to different IP addresses depeding on the current load. 
6. Bit size consideration

Considering that both IPv4 and IPv6 are supported in EPS, the following bit size is foreseen to be sent over the air.
· IPv4 address: 32 bit

· IPv6 address: 128 bit

Whereas if a “TCE ID” is defined, the same or less bit size as IPv4 address is the size that needs to be sent over the air. (See the requirement of “TCE ID” in the following section) 
Concerns from security point of view are listed as follows: 
1. Sending the TCE servers IP address gives out operator’s internal information on network topology.
This would allow an attacker to gain interesting information of which network nodes are in the network that can be attacked. Network reconnaissance is usually the first step to a successful attack on a network.

Furthermore, an operator giving out internal information about the network topology would allow competing operators to better understand its network infrastructure and copy its network planning without investing resources to plan themselves.

2. When the eNB acts upon the received MDT report, it will send it to the IP address specified in the MDT report.  If an attacking UE changes this IP address, it can direct traffic to a chosen IP address within the operator’s network. This violates the network domain security assumption that a UE cannot send arbitrary data to arbitrary network entities.
2.3 Proposed Solution

Two of the possible solutions to address the concerns above are listed and explained below. Both of the solution options are based on defining a new “TCE ID” which is mapped to a certain TCE IP Address. The “TCE ID” is the indentification of TCE that is sent over the air to the UE.
Proposal 1: 
A newly defined indentity of TCE, namely “TCE ID” is sent over the air to the UE. “TCE ID” is an implicit identification of TCE (not an IP Address).

Alternative solutions

Alternative 1: OAM indicate “TCE ID” to the eNB, and eNB send the indicated “TCE ID” to the UE.
Alternative 1 is illustrated in figure 1. The main idea of this alternative is that the TCE is identified in the network (OAM, eNB) and UE by its “TCE ID”. Only the eNB that needs to be aware of the mapping between “TCE ID” and its operational IP Address. This mapping table can be configured in the eNB.
In this alternative the OAM includes “TCE ID” within the MDT configuration and send it to the eNB. The eNB sends it (as is) to the UE. 
With regard to address resolution, there are two suboptions in this alternative.

Option 1a:

The eNB is pre-configured with the mapping table between TCE ID and TCE IP address. When the eNB receives UL message containing MDT report which includes “TCE ID”, it translate the the “TCE ID” to a relevant IP Address, and sends the MDT report to the TCE.
Option 1b:
The eNB is not preconfigured with the mapping table between TCE ID and TCE IP address. When the eNB receives UL message containing MDT report which includes “TCE ID” the eNB uses DNS to resolve the TCE ID to an IP address. This would also allow easier changing of IP address and load balancing.
Impacts foreseen for this alternative:

1. SA5 specification impact. 
OAM sends TCE ID instead of TCE IP Address, which is diverted from Trace procedure.  
2. Operational impact: 
· For alternative 1a: 
eNB needs to be configured (possibly by OAM) with mapping table between TCE ID and TCE IP Address. 
· For alternative 1b: 
a mapping from TCE ID to fully qualified DNS names has to be defined.
Alternative 2: OAM indicates “TCE IP Address” to the eNB, eNB translates it to “TCE ID” and send it to UE.

Alternative 2 is illustrated in figure 2. The main idea of this alternative is that the TCE is identified in the network (OAM and eNB) by its “IP Address”, but it is identified in the UE by its identity “TCE ID”. 
In this alternative the OAM includes TCE IP Address within the MDT configuration and send it to the eNB. The eNB converts the TCE IP Address to a “TCE ID” and send it to the UE as part of MDT configuration.

Impact foreseen in this alternative:
-
 Operational impact: eNB needs to be configured with mapping table between TCE ID and TCE IP Address.
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Figure 1: Alternative 1 
(OAM sends TCE ID)

Figure 2: Alternative 2 
(eNB converts TCE IP Address to TCE ID)
Comparing between the two alternatives, alternative 2 is the one that can address the concern of sending TCE IP Address to the UE and in the same time avoiding SA5 specification impact. Therefore, we propose that RAN2 can agree on alternative 2.

Proposal 2:
It is proposed for RAN2 to agree to adopt alternative 2 (eNB converting TCE IP Address into TCE ID and send it to the UE as part of MDT configuration).

The general requirement for a “TCE ID”is basically the following: “A TCE ID should be unique within a network”. To address this and considering also that each PLMN in shared NW may configure its own TCE ID, it may be beneficial to adopt the following form of identification:

“TCE ID = PLMN ID(24 bits) + (within the NW) TCE ID (8 bits or less)”
Proposal 3: It is proposed for RAN2 to discuss and decide the details of “TCE ID” identification.
Proposal 4:
It is proposed for RAN2 to notify concerning WGs (SA5, RAN3) on the agreed decision. (NTT DOCOMO is willing to draft the LS if the proposal agreed)
3. Summary and proposal

This document discussed and clarified the concerns of indicating TCE IP Address as part of MDT configuration to the UE.
The following are proposed:

Proposal 1: 
A newly defined indentity of TCE, namely “TCE ID” is sent over the air to the UE. “TCE ID” is an implicit identification of TCE (not an IP Address).

Proposal 2:
It is proposed for RAN2 to agree to adopt alternative 2 (eNB converting TCE IP Address into TCE ID and send it to the UE as part of MDT configuration).

Proposal 3:
It is proposed for RAN2 to discuss and decide the details of “TCE ID” identification. 
(e.g. “TCE ID = PLMN ID(24 bits) + (within the NW) TCE ID (8 bits or less)”
Proposal 4:
It is proposed for RAN2 to notify concerning WGs (SA5, RAN3) on the agreed decision.
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