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1. Introduction
Currently AM RLC, TM RLC and DL UM RLC has a means to detect and recover from the HFN de-synchronization caused by data transfer problems, however there is no such mechanism in UL UM RLC.
2. Discussion
2.1. The problem
The ciphering problem occurred with COUNT-C mismatch, due to the HFN wraparound problem caused in bad radio conditions [1]. HFN wraparound of UL UM RLC occurs after transmission of 127 PDUs since UM RLC SN is 7 bits. If RNC continuously fails to receive 127 RLC PDUs during 2.56s for CS over HSPA, HFN of COUNT-C mismatch may occur between UE and NW.  If NodeB could re–synchronize with UE before Radio Link failure within this period, UE and Network would not detect the COUNT-C mismatch. 
Considering the case that uplink radio condition is worse than downlink radio condition generally, the uplink data transmission may contineouly fail while downlink data transmission is ok. Because CS over HSPA is configured using UM RLC. If DL RLC reception has no problem and only UL RLC ciphering problem occurs in the network side, the UL ciphering problem could not be detected and can not be resolved by UE because there is no acknowledging mechanism.  
The UL COUNT-C de-synchronizing scenario is not covered in [1] and the UE triggered ciphering error detection and recovery is not applied in case of UL COUNT-C de-synchronization.
2.2. Introduction of NW triggered UL ciphering recovery solution
Since UE sends START to the network in the radio bearer reconfiguration complete message:
1>
if the received reconfiguration message did not include the IE "Downlink counter synchronisation info":

2>
if the variable START_VALUE_TO_TRANSMIT is set:

3>
include and set the IE "START" to the value of that variable.

2>
if the variable START_VALUE_TO_TRANSMIT is not set and the IE "New U-RNTI" is included:

3>
calculate the START value according to subclause 8.5.9;

3>
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info".

2>
if the received reconfiguration message caused a change in the RLC PDU size, a change from flexible to fixed RLC PDU size or a change of the RLC LI size for any RB using RLC-AM:

3>
calculate the START value according to subclause 8.5.9;

3>
include the calculated START values for the CN domain associated with the corresponding RB identity in the IE "START list" in the IE "Uplink counter synchronisation info".
To simply resolve the UL COUNT-C mismatch, the reconfiguration procedure is considered to extend to trigger the UM RLC synchronizing recovery procedure.

[image: image1]
1. When the network detects the UL UM ciphering problem as if UE detects DL UM RLC ciphering problem, RNC indicates UE PDCP Unrecoverable Error is detected by the UL UM RLC for the CS over HSPA bearer in Radio Bearer Reconfiguration Message. 
2. Upon the reception of the indicator, UE re-establish the UL UM RLC for the associated bearer and calculate the START value, initiates the most significant 20 bits of HFN with the START value and the rest of HFN is set to 0. UE send the latest START value in the Radio Bearer Reconfiguration Complete Message to RNC. 
3. Upon reception of the response message, RNC re-establish the UL UM RLC for the CS over HSPA bearer, accordingly initiates the COUNT-C with START value as UE does.
3. Conclusion

Considering CS over HSPA is critical to user experience and there is no UL UM RLC de-synchronization detection and recovery mechanism, we kindly propose:
Proposal: RAN2 to discuss the UL UM RLC de- synchronization for CS over HSPA and consider the introduction of the Network triggered UM RLC re-establishment solution. 
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Figure1: UM RLC re-establishment basic procedure





Step3: re-establish UM RLC entity for TRB, and initialize HFN by the latest received start.





Radio Reconfiguration Response message including start





Step2: re-establish UM RLC entity for TRB, and report START by response 


message





Radio reconfiguration message including 


PDCP Unrecoverable Error indicator








Step1: When ciphering problem is detected by NW, UM RLC entity re-establishment is triggered 
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