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1.
Introduction
Before RAN2#67Bis meeting, e-mail discussion on carrier aggregation was performed [1]. Following is the alternative that majority of companies preferred:
	Serving cell(s) provide the security input and NAS level mobility information

One serving cell. The cell that provides security input and NAS mobility information is the serving cell. 

Serving cell(s) with the rest being UL/DL resources; 


During e-mail discussion, most companies agreed that serving cell provides the security input and NAS level mobility information. However, from this statement, it is not clear when UE performs re-keying of security parameter based on what.

2.
Discussion
According to the RRC procedure of LTE, there seem two cases when (re-)keying is performed:

1.  In LTE, when a UE receives Security Mode Command message, the UE calculate KeNB using the PCI of the cell from which Security Mode Command message is received. 
Even in LTE-A, it is likely that first activation of additional carrier is performed only after security context is established between eNB and UE. Before establishment of security context, user plane data transmission is not likely to occur. Having multiple CCs without possible data transmission seems not logical.

Thus, at the time when Security Mode Command is received, there will be only one DL carrier. Thus, without ambiguity, UE can use the PCI of this DL carrier as security input.
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Conclusion 1: Activation of additional carrier is done after SMC is finished.
2.  In LTE, when a UE receives RRC Connection Re-configuration with mobility information message, the UE calculate KeNB using the PCI of the cell to which the UE should be switched to.

If only one carrier is activated when serving eNB is changed, there will be no difference between LTE-A and LTE. I.e., the only DL carrier included in the handover message will serve as input to KeNB calculation.
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However, though it has not been discussed yet, it is likely that more than one carrier can be configured at the time of handover. In this case, it is not clear which cell should be served as input for security setting. Simply, the Handover Command message sent by eNB can explicitly indicate which DL carrier should be used as input.
The above approach for handover can be generally used. I.e., whenever there is an ambiguity regarding which carrier should be used as input for NAS system information or as input for KeNB generation, eNB can indicate the specific carrier via the RRC message. Based on the indicated carrier, a UE know which carrier is used for KeNB generation. 
Conclusion 2: eNB can indicate which cell is the serving cell that provides security input and NAS SIB when it transmits RRC messages.
In Rel-8, every handover leads to PDCP/RLC re-establishment and re-keying, regardless of whether the handover is performed within a same eNB or not. Thus, UE in LTE network experiences interruption of data transfer whenever there is a handover.
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In Rel-10 with LTE-A, a UE can be configured with multiple DL/UL carriers. This means that a UE has to prepare for not only Rel-8 cell change procedures but also DL/UL carrier change procedures. If each (re-)configuration of additional carrier is considered as handover, the UE will experience much more data interruption. Unless some smart mechanism is introduced, user perception will be worse in LTE-A than in LTE. 
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First of all, we need to decide which procedure will be used for the (re-) configuration of activated component carriers. In LTE, there are two RRC messages that eNB can use to adjust radio parameter for the given UE. First one is RRC Connection Reconfiguration with mobility information message and the other one is RRC Connection Reconfiguration without mobility information message.
Following is extracted from TS36.331:

	5.3.5.3
Reception of an RRCConnectionReconfiguration not including the mobilityControlInfo by the UE

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
…
1>
else:

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;

5.3.5.4
Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)

…
1>
reset MAC;

1> re-establish PDCP for all RBs that are established;
1>
re-establish RLC for all RBs that are established;

…
1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;
…
1>
else:

2>
update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];




As can be seen in the above text, RRC Connection Reconfiguration with mobility information message always requires a UE to re-establish RLC/PDCP and change of KeNB. In this case, data interruption is unavoidable. On the other hand, RRC Connection Reconfiguration without mobility information message does not introduce this behavior. 
Activation or deactivation of component carrier may be used to dynamically meet QoS requirement of established bearers rather than to respond to cell quality change caused by UE’s actual mobility. If the actual move of a UE triggers eNB’s action, the eNB may choose to change serving cell on the same frequency rather than to (de-)activate another component carrier. In this case, re-establishment is natural consequence. However, if a UE demands for higher data rate without change of location, the eNB may just increase the number of used component carrier. In this case, re-establishment is over-reaction.
Overall, there seem two cases. First case is to reconfigure activated CC without re-establishment or security change and the second case is to reconfigure activated CC with re-establishment or security change. Support of these two scenarios can be easily done. I.e., it seems enough to introduce a new Information Elements related to component carrier configuration into RRC Connection Reconfiguration message. Based on whether the new IE is included with mobility information or not, the UE can easily identify whether it needs to re-establish security context when it reconfigures activated components carrier.
Conclusion 3: RRC Connection Reconfiguration message is used to (re-)configure component carriers.
Conclusion 4: New Information Element is included into RRC Connection Reconfiguration message. This new IE informs configuration information of activated component carriers.
Conclusion 5: When RRC Connection Reconfiguration message which (re-)configures component carriers is received, PDCP/RLC re-establishment and re-keying of security context depends on whether the message includes mobility information or not.
3.
Proposal

It is proposed to agree on the following:
Proposal 1: Activation of additional carrier is done after SMC is finished.
Proposal 2: eNB can indicate which cell is the serving cell which provides security input and NAS system information via RRC signaling.
Proposal 3: RRC Connection Reconfiguration message is used to (re-) configure component carriers.
Proposal 4: New Information Element is included into RRC Connection Reconfiguration message. This new IE informs configuration information of activated component carriers.
Proposal 5: When RRC Connection Reconfiguration message which (re-)configures component carriers is received, PDCP/RLC re-establishment and re-keying of security context depends on whether the message includes mobility information or not.
4.
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