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1
Introduction
Currently, RAN2 has a conclusion that UE shall initiate RRC connection re-establishment procedure when downlink IP check failure occurs. But SA3 has the different options and prefers to discard silently the failing message. In [1], SA3 accepts the RAN2’s conclusion in REL8, but hopes that a solution could be found in Rel-9 where messages with failing MAC-Is could be silently discarded and still resolve the deadlocks. 
In this paper, a solution for Rel-9 is presented to solve the problem.
2
Discussion
When downlink IP check failure occurs, if discarding silently the failing message, network will be not able to release the UE once the failing reason is security parameter de-synchronization, which is RAN2’s angst; if initiating the RRC connection re-establishment procedure, an attacker will be very easy to attack the UE by continuously sending data packets to the UE, which causes that the UE initiates the re-establishment procedure one by one and the UE’s service is stopped, which is SA3’s angst. The above issue really exists. Therefore it seems desirable to firstly identify the failing reason, more specifically identify security parameter de-synchronization case, and then take action according to the failing reason.
In order to identify the failing reason, UE sends the IPCheckFailQuery message to eNodeB after downlink IP check failure occurs. If security parameter is out of synchronisation between UE and eNodeB, the IPCheckFailResponse message will also IP check fail and be discarded in UE PDCP layer, and RRC don’t receive the IPCheckFailResponse message in timer T3xx duration, therefore the security parameter de-synchronization case is identified, and the UE will initiate the RRC connection re-establishement procedure. The procedure is showed in Figure 1:
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Figure1: security parameter de-synchronization case
If the UE is attacked by an attacker, the IPCheckFailResponse message will pass IP check and be delivered to UE RRC layer. None security parameter de-synchronization case is identified and nothing is done. In order to avoid the frequent query procedure, which waste radio resource and increase the system load, timer T3xx is not stoped until expired. During timer T3xx is running, the IP check failing message is directly discarded. After timer T3xx expired, a new circle query procedure is initiated if receiving the IP check failing message. The procedure is showed in Figure 2:
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Figure2: Attack case
The above solution can solve the issues of both RAN2 and SA3. So we suggest:

Proposal 1: The above solution is adopted by RAN2.
Proposal 2: Send the response LS to R2-090889 to SA3 regarding the above solution, and ask for SA3’s opinion.
3
Conclusion

A new solution is presented. Suggest that the solution is adopted in Rel-9 by RAN2.
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