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* * * 1st Change * * * *

5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover and/ or connection re-establishment.

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to use a ‘NULL’ ciphering algorithm (eea0) and ‘NULL’ integrity protection algorithm (eia0) with dummy security keys.  The use of dummy security keys is to minimise signalling and specification impact.

NOTE 2:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment. The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the latest available KASME key. The nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see TS 33.401 [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.
* * * 2nd Change * * * *

5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1>
derive the KeNB key, as specified in TS 33.401 [32];

1> derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
if the SecurityModeCommand message passes the integrity protection check:

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];
2>
configure lower layers to apply integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply ciphering using the indicated algorithm, the KRRCenc key and the KUPenc key after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends;
NOTE:
If the ‘NULL’ algorithms are used for integrity protection and ciphering, the derivation of the KeNB key, KRRCint key, KRRCenc key and the KUPenc key can be omitted by the UE.
1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends;

* * * 3rd Change * * * *

5.3.5.4
Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)

If the RRCConnectionReconfiguration message includes the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>
stop timer T310, if running;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

1>
if the carrierFreq is included:

2>
consider the target cell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
else:

2>
consider the target cell to be one on the current frequency with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target cell;

NOTE 1:
The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.

1>
reset MAC;

1>
re-establish PDCP for all RBs that are established;

NOTE 2:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

1>
re-establish RLC for all RBs that are established;

1>
apply the value of the newUE-Identity as the C-RNTI;

1>
 configure lower layers in accordance with the received radioResourceConfigCommon;

1>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

2>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
if the keyChangeIndicator received in the securityConfigHO is set to TRUE:

2>
update the KeNB key based on the fresh KASME key taken into use with the previous successful NAS SMC procedure, as specified in TS 33.401 [32];

1>
else:

2>
update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];

NOTE 3:
If the ‘NULL’ algorithms are used for integrity protection and ciphering, the derivation of the KeNB key can be omitted by the UE.
1>
store the nextHopChainingCount value;

1>
if the securityAlgorithmConfig is included in the securityConfigHO:

2>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
1>
else:

2>
derive the KRRCint key associated with the current integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.401 [32];
NOTE 4:
If the ‘NULL’ algorithms are used for integrity protection and ciphering, the derivation of the KRRCint key, KRRCenc key and the KUPenc key can be omitted by the UE.
1>
configure lower layers to apply the integrity protection algorithm and the KRRCint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
perform the measurement related actions as specified in 5.5.6.1;

1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission;

1>
if MAC successfully completes the random access procedure:

2>
stop timer T304;

2>
apply the parts of the configuration that do not require the UE to know the SFN of the target cell;
2>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target cell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target cell;

2>
the procedure ends;
NOTE 5:
The UE is not required to determine the SFN of the target cell by acquiring system information from that cell before performing RACH access in the target cell.

* * * 4th Change * * * *

5.3.7.5
Reception of the RRCConnectionReestablishment by the UE

NOTE:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
stop timer T301;

1>
re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
resume SRB1;

1>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
perform the measurement related actions as specified in 5.5.6.1;

1> submit the RRCConnectionReestablishmentComplete message to lower layers for transmission, upon which the procedure ends;
NOTE:
If the ‘NULL’ algorithms are used for integrity protection and ciphering, the derivation of the KeNB key, KRRCint key, KRRCenc key and the KUPenc key can be omitted by the UE.
* * * 5th Change * * * *

6.3.3
Security control information elements

–
NextHopChainingCount
The IE NextHopChainingCount is used to update the KeNB key and corresponds to parameter NCC: See TS 33.401 [32, 7.2.8.4].

NextHopChainingCount information element
-- ASN1START

NextHopChainingCount ::=




INTEGER (0..7)

-- ASN1STOP

–
SecurityAlgorithmConfig
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm (SRBs and DRBs).

SecurityAlgorithmConfig information element
-- ASN1START

SecurityAlgorithmConfig ::=


SEQUENCE {


cipheringAlgorithm




ENUMERATED {












eea0, eea1, eea2, spare5, spare4, spare3,












spare2, spare1, ...},


integrityProtAlgorithm



ENUMERATED {












eia0, eia1, eia2, spare5, spare4, spare3,












spare2, spare1, ...}

}

-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	integrityProtAlgorithm

Indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.401 [32, 5.1.4.2]. 

	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.401 [32, 5.1.3.2].


* * * 6th Change * * * *

10.3
Inter-node RRC information element definitions

–
AS-Config
The AS-Config IE contains information about RRC configuration information in the source cell which can be utilized by target cell to determine the need to change the RRC configuration during the handover preparation phase. The information can also be used after the handover is successfully performed or during the RRC connection re-establishment.

AS-Config information element
-- ASN1START

AS-Config ::=



SEQUENCE {


sourceMeasConfig




MeasConfig,


sourceRadioResourceConfig


RadioResourceConfigDedicated,


sourceSecurityAlgorithmConfig

SecurityAlgorithmConfig,


sourceUE-Identity




C-RNTI,


sourceMasterInformationBlock

MasterInformationBlock,


sourceSystemInformationBlockType1
SystemInformationBlockType1,


sourceSystemInformationBlockType2
SystemInformationBlockType2,


antennaInfoCommon




AntennaInfoCommon,


sourceDl-CarrierFreq                ARFCN-ValueEUTRA,


...

}

-- ASN1STOP

NOTE:

The AS-Config re-uses information elements primarily created to cover the radio interface signalling requirements. Consequently, the information elements may include some parameters that are not relevant for the target eNB e.g. the SFN as included in the MasterInformationBlock.

	AS-Config field descriptions

	sourceMeasConfig

Measurement configuration in the source cell. The measurement configuration for all measurements existing in the source cell when handover is triggered shall be included. See 10.5.

	sourceRadioResourceConfig

Radio configuration in the source cell. The radio resource configuration for all radio bearers existing in the source cell when handover is triggered shall be included. See 10.5.

	sourceSecurityAlgorithmConfig

This field provides the AS integrity protection (SRBs) and AS ciphering (SRBs and DRBs) algorithm configuration used in the source cell.

	sourceMasterInformationBlock

MasterInformationBlock transmitted in the source cell.

	sourceSystemInformationBlockType1

SystemInformationBlockType1 transmitted in the source cell.

	sourceSystemInformationBlockType2

SystemInformationBlockType2 transmitted in the source cell.

	antennaInfoCommon

This field provides information about the number of antenna ports in the source cell.

	sourceDL-CarrierFreq

Provides the parameter Downlink EARFCN in the source cell, see TS 36.101 [42].


–
AS-Context
The IE AS-Context is used to transfer local E-UTRAN context required by the target eNB.

AS-Context information element
-- ASN1START

AS-Context ::=






SEQUENCE {


reestablishmentInfo





ReestablishmentInfo


OPTIONAL
-- Cond HO
}

-- ASN1STOP

	AS-Context field descriptions

	reestablishmentInfo

Including information needed for the RRC connection re-establishment.


	Conditional presence
	Explanation

	HO
	The field is mandatory present in case of handover within E-UTRA; otherwise the field is not present.


–
ReestablishmentInfo
The ReestablishmentInfo IE contains information needed for the RRC connection re-establishment.

ReestablishmentInfo information element
-- ASN1START

ReestablishmentInfo ::=



SEQUENCE {


sourcePhysCellId




PhysCellId,


targetCellShortMAC-I



ShortMAC-I,


additionalReestabInfoList


AdditionalReestabInfoList



OPTIONAL,


...

}

AdditionalReestabInfoList ::=

SEQUENCE ( SIZE (1..maxReestabInfo) ) OF AdditionalReestabInfo

AdditionalReestabInfo ::=
SEQUENCE{


cellIdentity





CellIdentity,


key-eNodeB-Star




Key-eNodeB-Star,


shortMAC-I






ShortMAC-I

}

Key-eNodeB-Star ::=




BIT STRING (SIZE (256))

-- ASN1STOP

	ReestablishmentInfo field descriptions

	sourcePhyCellId

The physical cell identity of the source cell, used to determine the UE context in the target eNB at re-establishment.

	targetCellShortMAC-I

The ShortMAC-I for the handover target cell, in order for potential re-establishment to succeed. 

	additionalReestabInfoList

Contains a list of shortMAC-I and KeNB* for cells under control of the target eNB, required for potential re-establishment by the UE in these cells to succeed.

	Key-eNodeB-Star

Parameter KeNB*: See TS 33.401 [32, 7.2.8.4]. This parameter is only used for X2 handover, and for S1 handover, it shall be ignored by target eNB. If the cipheringAlgorithm and integrityProtAlgorithm in souceSecurityAlgorithmConfig is set to ‘eea0’ and ‘eia0’ respectively, the KeNB* shall be set to 256-bit of zeroes and shall be ignored by target eNB.
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