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	Reason for change:
(

	In current specification there are no requirements to a UE to check whether the conditions for setting up a radio bearer or initiating Intra-LTE mobility are fullfilled.

It is seen that with current way of specifying conditions on network side upon SRB2/DRB setup or sending mobilityControlInfo might open up a security hole at the UE. In principle it would be possible for a rogue eNB to set up a radio bearer or to initiate intra-LTE mobility procedure without AS security being activated.

Furthermore, there is no UE requirements specified on verifying if the condition of SRB2 and active DRB being established prior to intra-LTE mobility.

In order to prevent this kind of abuse, it should be specified that discarding of a message (RRCConnectionReconfiguration) is allowed, if it is received by the UE prior to security activation.

	
	

	Summary of change:
(

	Added that if conditions defined for setting up SRB2 or DRB(s) or mobilityControlInfo inclusion are not met from UE point of view, it is allowed to discard the RRCConnectionReconfiguration message.
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not approved:
	A security hole will remain in the specification. 

Impact Analysis:

Impacted functionality:
Setting up of SRB2 and/or DRB, Intra-LTE mobility
Inter-operability: 
1. If eNB supports the change and UE does not, a possible security hole is opened. 

2. If UE supports the change and eNB does not, no interoperability issues are foreseen
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--------------------------------------UNMODIFIED SECTIONS OMITTED----------------------------------------------------------

5.3.5.2
Initiation

E-UTRAN may initiate the RRC connection reconfiguration procedure to a UE in RRC_CONNECTED. E-UTRAN applies the procedure as follows:

-
the mobilityControlInfo is included only when AS-security has been activated, and SRB2 with at least one DRB are setup and not suspended;

-
the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is included only when AS security has been activated;

If above mentioned conditions are not fulfilled, the UE shall discard the RRCConnectionReconfiguration message.

--------------------------------------UNMODIFIED SECTIONS OMITTED----------------------------------------------------------
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