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---------------------------------------------UNMODIFIED SECTIONS OMITTED---------------------------------------------------

5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover and/ or connection re-establishment.

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Prior to the activation of AS security, only messages specified as allowed in annex A.6 shall be processed by the receiving UE.
NOTE 1:
UICC-less emergency calls are not supported in this release of the specification.

NOTE 2:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment. The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the latest available KASME key. The nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see TS 33.401 [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.

---------------------------------------------UNMODIFIED SECTIONS OMITTED---------------------------------------------------

A.6
Protection of RRC messages (normative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation.
NOTE1: PDCP protection is applied as specified in TS 36.323 [8], i.e it is applied only on DCCH and DTCH.

P…Messages that may be sent and received (unprotected) prior to security activation

A - I…Messages that may be sent and received without integrity protection after security activation

A - C…Messages that may be sent and received unciphered after security activation

NA… Message can never be sent nor received after security activation
NOTE2: The word "may" is used in the above description of categories "P", "A-I" and "A-C" because the intention is to list exceptions to the general rule of protecting RRC messages. However, for each individual message and each specific context, this does not introduce additional freedom of choice to either use protection or not to use it.

	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	MasterInformationBlock
	+
	+
	+
	This message is not protected by PDCP operation because it is sent over BCCH-BCH.

	MeasurementReport
	+
	-
	-
	Justification for case “P”: RAN2 agreed that measurement configuration may be sent prior to security activation

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	This message is not protected by PDCP operation because it is sent over PCCH.

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent nor received unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation because it is sent over CCCH.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation because it is sent over CCCH. However a short MAC-I is included.

	RRCConnectionReject
	+
	-
	-
	Message is sent and received only prior to the initial security activation.

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurily, this message is sent as unprotected.

	RRCConnectionRequest
	+
	-
	-
	Message is sent and received only prior to the initial security activation.

	RRCConnectionSetup
	+
	-
	-
	Message is sent and received only prior to the initial security activation.

	RRCConnectionSetupComplete
	+
	-
	-
	Message is sent and received only prior to the initial security activation.

	SecurityModeCommand
	+
	-
	-
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC). Message shall be used only during initial security activation procedure.

	SecurityModeComplete
	-
	-
	-
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure. 

Message shall be used only during initial security activation procedure.

	SecurityModeFailure
	+
	-
	-
	Neither integrity protection nor ciphering applied.
Message shall be used only during initial security activation procedure.

	SystemInformation
	+
	+
	+
	This message is not protected by PDCP operation as the message is sent over BCCH-DL-SCH.

	SystemInformationBlockType1
	+
	+
	+
	This message is not protected by PDCP operation as the message is sent over BCCH-DL-SCH.

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
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