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1.  Introduction
Security handling at inter-RAT mobility has long been FFS. This paper looks into security handling at handover from E-UTRAN.
2. Discussion
According to the latest status in SA3 [1, 2], the inter-RAT handover procedure from E-UTRAN to UTRAN can be depicted as shown in Fig.1. The security keys (CK’ and IK’) to be used at the target RAT (UTRAN) are derived from the current KASME and the NAS DL COUNT value in the MME. The parameters (CK’, IK’, eKSI) are forwarded from the MME to the target SGSN, and are used as (CK, IK, KSI) in the target RAT. (Note that sometimes the eKSI is denoted as KSIASME and KSI is denoted as KSISGSN. It seems that SA3 have agreed to use the denotations eKSI and KSI, but inconsistencies seem to be remaining. This should be aligned across all appearances in the specifications.) Having received the UE security capabilities from the SGSN, the RNC selects the security algorithm and sets this inside the HOtoUTRACommand. This message is delivered to the UE transparently over E-UTRAN via the MobilityFromEUTRACommand. The NAS DL COUNT value used to derive the target keys in the MME is also signalled to the UE, so that the UE can derive the same target keys.
An impact of this procedure in RAN2 is that:

· The NAS DL COUNT value needs to be signalled to the UE.

This is necessary since at the time of handover, there might be a NAS procedure going on in parallel over SRB2, while the handover procedure takes place using SRB1. As such, to avoid security key desynchronisation by using different NAS DL COUNT values in the MME and the UE, the NAS DL COUNT needs to be signalled to the UE. It is assumed that signalling of the 3 LSBs would provide sufficient robustness against potential rollover problems (instead of 4 bits that seems to be the current assumption).
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Fig.1  Security handling at inter-RAT handover from E-UTRAN to UTRAN.

In principle, two approaches can be considered in signalling the NAS DL COUNT value to the UE. Note that Fig.1 is drawn based on Alt.1.
Alternative 1
To signal the NAS DL COUNT value directly in the MobilityFromEUTRACommand.

Alternative 2
To forward the NAS DL COUNT value to the RNC, and send this value as part of the HOtoUTRACommand, which is sent transparently over E-UTRA.
Alternative 1 is against the basic policy in RAN2 that the handover command is built by the target, not by the source. RAN2 have indicated this policy also in an LS sent to SA3 in [3]. Following this basic policy, it seems that Alt.2 is the natural choice. However, for this case, Alt.2 may not be desirable in several aspects:

· With Alt.2, the legacy HOtoUTRACommand needs to include the NAS DL COUNT value. The impact to legacy RRC can be minimised (if not avoided) if the NAS DL COUNT is directly included in the MobilityFromEUTRACommand (Alt.1).
· With Alt.2, the NAS DL COUNT needs to be delivered to the RNC, meaning that this has to be included in the interfaces between MME-SGSN (S3) and also SGSN-RNC (Iu). This has legacy impact (Iu). With Alt.1, the NAS DL COUNT only needs to be included in the S1 interface, except for the RRC.

· With Alt.2, at the UE side, the model would be that the KASME and the handover message from the target contained in the MobilityFromEUTRACommand are provided to the UTRA entity in the UE, and the UTRA entity side derives the CK and IK from the KASME and NAS DL COUNT received in the handover message. Whereas if the NAS DL COUNT value is signalled directly by the MobilityFromEUTRACommand, CK and IK will be derived in the E-UTRA entity side and only the resulting CK and IK are inherited. Although this is only a modelling issue, this may have some implications on how the entire behaviour is captured in the specifications.
As such, Alt.1 seems to be slightly more favourable. The decision can be made in RAN2.
3. Conclusions
The paper discussed the need to signal the NAS DL COUNT value to the UE in case of handover from E-UTRA. Two approaches were identified:

Alternative 1
To signal the NAS DL COUNT value directly in the MobilityFromEUTRACommand.

Alternative 2
To forward the NAS DL COUNT value to the RNC, and send this value as part of the HOtoUTRACommand, which is sent transparently over E-UTRA.

Noting that Alt.1 seems to be simpler, the decision shall be made by RAN2 during the #64 meeting to finalise Rel-8 in due time. A text proposal for Alt.1 is provided below in case RAN2 adopts Alt.1. (Note that Alt.2 needs to be captured in TS 25.331 rather than TS 36.331, and hence, no CR was prepared).
In any case, it is proposed that only the 3 LSBs of the NAS DL COUNT are signalled to the UE.
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Text proposal
Beginning of text proposal
5.4.3.3
Reception of the MobilityFromEUTRACommand by the UE

The UE shall be able to receive a MobilityFromEUTRACommand message and perform a cell change order to GERAN, even if no prior UE measurements have been performed on the target cell.

The UE shall:

1>
stop timer T310, if running

1>
if the MobilityFromEUTRACommand message includes the purpose set to ‘handover’:

2>
if the targetRAT-Type is set to utran or geran:

3>
consider inter-RAT mobility as initiated towards the RAT indicated by the targetRAT-Type included in the MobilityFromEUTRACommand message;
3>
derive the security keys to be used in the target RAT, using the nasDL-Count included in the MobilityFromEUTRACommand message, as specified in TS 33.401 [32];
3>
access the target cell indicated in the inter-RAT message in accordance with the specifications of the target RAT;
NOTE:
If there are DRBs for which no radio bearers have been established in the target RAT as indicated in the targetRAT-MessageContainer IE in the message, the target RAT part of the UE indicates the release of those DRBs to the upper layer.

2>
else if the targetRAT-Type is set to cdma2000-1XRTT or cdma2000-HRPD:
3>
forward the targetRAT-Type and the targetRAT-MessageContainer to the CDMA upper layers for the UE to access the cell indicated in the inter-RAT message in accordance with the specifications of the CDMA target-RAT;

1>
else if the MobilityFromEUTRACommand message includes the purpose set to ‘cellChangeOrder’:

2>
start timer T304 with the timer value set to t304, as included in the MobilityFromEUTRACommand message;

2>
If the CellChangeOrder is set to ‘geran’:

3>
if networkControlOrder is included in the MobilityFromEUTRACommand message:

4>
apply the value as specified in TS 44.060 [36];

3>
else:

4>
acquire networkControlOrder and apply the value as specified in TS 44.060 [36].

NOTE:
The GERAN-SystemInformation is constructed in the same way as in 2G to 2G NACC, i.e. the PSI messages are encoded as such, whereas the SI messages exclude 2 octets of headers, see TS 44.060[36].

2>
establish the connection to the target cell indicated in the CellChangeOrder;

Next modified section
–
MobilityFromEUTRACommand
The MobilityFromEUTRACommand message is used to command handover or a cell change from E‑UTRA to another RAT (3GPP or non-3GPP).

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

MobilityFromEUTRACommand message
-- ASN1START

MobilityFromEUTRACommand ::=

SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




mobilityFromEUTRACommand-r8


MobilityFromEUTRACommand-r8-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensions




SEQUENCE {}


}

}

MobilityFromEUTRACommand-r8-IEs ::=
SEQUENCE {


csFallbackIndicator




ENUMERATED {true}




OPTIONAL,
-- Need OC

purpose







CHOICE{



handover






Handover,



cellChangeOrder





CellChangeOrder


},

nonCriticalExtension



SEQUENCE {}






OPTIONAL
-- Need OP

}

Handover ::=





SEQUENCE {


targetRAT-Type





ENUMERATED {












utran, geran, cdma2000-1XRTT, cdma2000-HRPD,












spare4,
spare3, spare2, spare1, ...},


nasDL-Count






INTEGER (0..7),


targetRAT-MessageContainer


OCTET STRING

}

CellChangeOrder ::=




SEQUENCE {


t304







ENUMERATED {












ms100, ms200, ms500, ms1000,












ms2000, ms4000, ms8000, spare},


targetRAT-Type





CHOICE {




geran






SEQUENCE {





bsic






GERAN-CellIdentity,





geran-CarrierFreq



GERAN-CarrierFreq,





networkControlOrder



BIT STRING (SIZE (2)) 

OPTIONAL,
-- Need OP





geran-SystemInformation


CHOICE {






si







GERAN-SystemInformation,






psi







GERAN-SystemInformation





} 














OPTIONAL
-- Need OC




},




...


}

}

GERAN-SystemInformation ::=


SEQUENCE (SIZE (1..maxGERAN-SI)) OF











OCTET STRING (SIZE (1..23))

-- ASN1STOP

	MobilityFromEUTRACommand field descriptions

	t304

Timer T304 as described in section 7.3. Value ms100 corresponds with 100 ms, ms200 corresponds with 200 ms and so on.

	csFallbackIndicator

Indicates that the CS Fallback procedure is triggered.

	targetRAT-Type

Indicates the target RAT type.

	nasDL-Count
The 3 LSBs of the NAS DL COUNT used in deriving the security keys to be used at the target RAT from KASME, as specified in TS 33.401 [32].

	targetRAT-MessageContainer

Used to carry messages corresponding to specifications from the target RAT.

	bsic

contains the network colour code and the base station colour code of the target GERAN cell.

	geran-CarrierFreq

contains the carrier frequency of the target GERAN cell

	networkControlOrder

Parameter NETWORK_CONTROL_ORDER in TS 44.060 [36].

	geran-SystemInformation

As specified in TS 44.060 [36]. The first octet contains octet 1 of the GERAN system information block, the second octet contains octet 2 of the GERAN system information block and so on.


End of text proposal
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横側のハンドルをドラッグしてテキスト ブロックの幅を変更します。�
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