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1.
Introduction
SA3 provided the LS to RAN2 in R2-085774 “AS Message exception list”.

SA3 raised their concern on handling of scenario where integrity check fails and expressed their preference to discard any message for which IP check fails after the start of security. 

This is not according to RAN2 understanding and in this contribution we discuss possible RAN2 actions upon IP check failure.
2.
Discussion
Following solutions were presented on RAN2 reflector during e-mail discussion including SA3 preferred solution:
1. Discard message for which IP check failed

2. Perform connection re-establishment upon repeated IP failures

3. Introduce RRC Connection release on CCCH implying use of shared secret i.e. short MAC-I.

Although, it is SA3 preference to discard messages for which IP check failed, this was not according to RAN2 understanding and we believe that this is not acceptable in RAN2 as with this solution, there are no means to release the UE for which security is broken.

Out of the remaining two solutions, introducing RRC Connection Release on CCCH represents a novelty as at the moment, once RRC Connection is setup all the messages are received by the UE on DCCH and protected.
The above is one of the reasons RAN2 agreed to use RRC Connection re-establishment in order to release the UE by means of using RRC Connection Re-establishment Reject message which is sent unprotected and on CCCH.

Therefore, we prefer second alternative, where current agreements remain although, UE performs re-establishment procedure only once IP check failed consecutive (e.g. 2) number of times.

If that is not acceptable, as second preference we would propose introduction of RRC Connection Release on CCCH assuming the use of short MAC-I.

Both of the alternatives will solve the issue of key de-synchronization.

Of course, with alternative 2 given DoS attack; it is as easy for attacker to inject more than one packet but, it is our view that there are easier ways to perform DoS attack then injecting packet with wrong MAC-I to the UE.

Proposal: In case of successive IP check failure UE performs RRC Connection Re-establishment procedure.

3.
Text proposal for TS 36.331
5.3.7.2
Initiation

The UE shall only initiate the procedure when security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
after having detected radio link failure, in accordance with 5.3.11; or

1>
upon handover failure, in accordance with 5.3.5.6; or

1>
upon mobility from E-UTRA failure, in accordance with 5.4.3.5; or

1>
upon two integrity failure indications from lower layers; or
1>
upon an RRC connection reconfiguration failure, in accordance with 5.3.5.5; or

1>
upon receiving a Random access problem indication from the MAC.

Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;

1>
start timer T311;

1>
request PDCP to initiate the PDCP Re-establishment procedure for all RBs that are established;

NOTE 1:
The handling of the radio bearers after the successful completion of the L2 re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in [8].

1>
reset MAC and re-establish RLC for all RBs that are established;

1>
stop using the physical radio resources configured by the physicalConfigDedicated;

1>
perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];






































































































































































































































































