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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ACK
Acknowledgement

ACLR
Adjacent Channel Leakage Ratio

AM
Acknowledge Mode
AMBR
Aggregate Maximum Bit Rate

ARQ
Automatic Repeat Request

AS
Access Stratum

BCCH
Broadcast Control Channel

BCH
Broadcast Channel

BSR
Buffer Status Reports
C/I
Carrier-to-Interference Power Ratio

CAZAC
Constant Amplitude Zero Auto-Correlation

CMC
Connection Mobility Control

CP
Cyclic Prefix

C-plane
Control Plane
C-RNTI
Cell RNTI
CQI
Channel Quality Indicator

CRC
Cyclic Redundancy Check
CSG
Closed Subscriber Group
DCCH
Dedicated Control Channel

DL
Downlink

DFTS
DFT Spread OFDM
DRB
Data Radio Bearer
DRX
Discontinuous Reception

DTCH
Dedicated Traffic Channel

DTX
Discontinuous Transmission
DwPTS
Downlink Pilot Time Slot
ECM
EPS Connection Management
EMM
EPS Mobility Management

eNB
E-UTRAN NodeB

EPC
Evolved Packet Core

EPS
Evolved Packet System

E-UTRA
Evolved UTRA

E-UTRAN
Evolved UTRAN

FDD
Frequency Division Duplex

FDM
Frequency Division Multiplexing

GERAN
GSM EDGE Radio Access Network

GNSS
Global Navigation Satellite System

GSM
Global System for Mobile communication
GBR
Guaranteed Bit Rate
GP
Guard Period
HARQ
Hybrid ARQ

HO
Handover

HRPD
High Rate Packet Data

HSDPA
High Speed Downlink Packet Access

ICIC
Inter-Cell Interference Coordination

IP
Internet Protocol

LB
Load Balancing

LCR
Low Chip Rate

LTE
Long Term Evolution

MAC
Medium Access Control

MBMS
Multimedia Broadcast Multicast Service
MBR
Maximum Bit Rate
MBSFN
Multimedia Broadcast multicast service Single Frequency Network

MCCH
Multicast Control Channel

MCE
Multi-cell/multicast Coordination Entity

MCH
Multicast Channel
MCS
Modulation and Coding Scheme
MIB
Master Information Block
MIMO
Multiple Input Multiple Output

MME
Mobility Management Entity

MTCH
MBMS Traffic Channel

MSAP 
MCH Subframe Allocation Pattern
NACK
Negative Acknowledgement

NAS
Non-Access Stratum
NCC
Next Hop Chaining Counter
NCL 
Neighbour Cell List
NH
Next Hop key
OFDM
Orthogonal Frequency Division Multiplexing
OFDMA
Orthogonal Frequency Division Multiple Access

P-GW
PDN Gateway
P-RNTI
Paging RNTI
PA
Power Amplifier

PAPR
Peak-to-Average Power Ratio

PBCH
Physical Broadcast CHannel

PBR
Prioritised Bit Rate

PCCH
Paging Control Channel

PCFICH
Physical Control Format Indicator CHannel
PCH
Paging Channel
PDCCH
Physical Downlink Control CHannel
PDSCH
Physical Downlink Shared CHannel

PDCP
Packet Data Convergence Protocol

PDU
Protocol Data Unit

PHICH
Physical Hybrid ARQ Indicator CHannel

PHY
Physical layer

PLMN
Public Land Mobile Network

PMCH
Physical Multicast CHannel

PRACH
Physical Random Access CHannel

PRB
Physical Resource Block

PSC
Packet Scheduling

PUCCH
Physical Uplink Control CHannel
PUSCH
Physical Uplink Shared CHannel

QAM
Quadrature Amplitude Modulation
QCI
QoS Class Identifier
QoS
Quality of Service
RA-RNTI
Random Access RNTI
RAC
Radio Admission Control

RACH
Random Access Channel

RAT
Radio Access Technology

RB
Radio Bearer

RBC
Radio Bearer Control


RBG
Radio Bearer Group
RF
Radio Frequency

RLC
Radio Link Control

RNC
Radio Network Controller

RNL
Radio Network Layer
RNTI
Radio Network Temporary Identifier
ROHC
Robust Header Compression

RRC
Radio Resource Control

RRM
Radio Resource Management

RU
Resource Unit

S-GW
Serving Gateway
S1-MME
S1 for the control plane
SC-RNTI
System Information Change RNTI

SI
System Information

SIB
System Information Block

SI-RNTI
System Information RNTI
S1-U
S1 for the user plane

SAE
System Architecture Evolution

SAP
Service Access Point

SC-FDMA
Single Carrier – Frequency Division Multiple Access

SCH
Synchronization Channel
SDF
Service Data Flow
SDMA
Spatial Division Multiple Access

SDU
Service Data Unit

SFN
System Frame Number

SPID
Subscriber Profile ID for RAT/Frequency Priority
SR
Scheduling Request
SRB
Signalling Radio Bearer
SU
Scheduling Unit

TA
Tracking Area

TB
Transport Block

TCP
Transmission Control Protocol

TDD
Time Division Duplex

TFT
Traffic Flow Template

TM
Transparent Mode

TNL
Transport Network Layer

TTI
Transmission Time Interval

UE
User Equipment

UL
Uplink

UM
Un-acknowledge Mode

UMTS
Universal Mobile Telecommunication System

U-plane
User plane

UTRA
Universal Terrestrial Radio Access

UTRAN
Universal Terrestrial Radio Access Network
UpPTS
Uplink Pilot Time Slot
VRB
Virtual Resource Block

X2-C
X2-Control plane 

X2-U
X2-User plane
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14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used;

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key).

-
The AS (RRC and UP) and NAS keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure (KASME) and identified with a key identifier (KSIASME).

-
The eNB key (KeNB) is sent from the EPC to the eNB when the UE is entering ECM-CONNECTED state (i.e. during RRC connection or S1 context setup).

-
Separate AS and NAS level security mode command procedures are used. AS level security mode command procedure configures AS security (RRC and user plane) and NAS level security mode command procedure configures NAS security. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. User plane ciphering is activated at the same time as RRC ciphering.
-
Keys stored inside eNBs shall never leave a secure environment within the eNB (except when done in accordance with this or other 3GPP specifications), and user plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored.

-
Key material for the eNB keys is sent between the eNBs during ECM-CONNECTED intra-E-UTRAN mobility.

-
A sequence number is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission). The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.

-
If corruption of keys is detected, UE has to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-connected mode transition or initial attachment).

-
No integrity protection initialisation number (FRESH).

A simplified key derivation is depicted on Figure 14.1-1 below, where:

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm.

-
KeNB is a key derived by UE and MME from KASME. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic and the derivation of KeNB* during HO.

-
KeNB* is a key derived by UE and source eNB from either KeNB or from a fresh NH. KeNB* shall only be used by UE and target eNB at handover for the derivation of a new KeNB for RRC and UP traffic;   

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.
-
Next Hop (NH) is an intermediate key that is used in the derivation of KeNB* for the provision of “forward security” [20]. NH is derived from KASME and KeNB when the security context is established or from KASME and previous NH otherwise. 
-
Next Hop Chaining Counter (NCC) is a counter related to NH (i.e. the amount of Key chaining that has been performed) which allow the UE be synchronised with the eNB and to determine whether the next KeNB*  needs to be based on the current KeNB or a fresh NH.
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Figure 14.1-1: Key Derivation
The MME invokes the AKA procedures by requesting authentication vectors to the HE (Home environment) if no unused EPS authentication vectors have been stored. The HE sends an authentication response back to the MME that contains a fresh authentication vector, including a base-key named KASME. Thus, as a result of an AKA run, the EPC and the UE share KASME. From KASME, the NAS keys, (and indirectly) KeNB keys and NH are derived. The KASME is never transported to an entity outside of the EPC, but KeNB and NH are transported to the eNB from the EPC when the UE transitions to ECM-CONNECTED. From the KeNB, the eNB and UE can derive the UP and RRC keys. 
RRC and UP keys are refreshed at handover i.e.a KeNB* is derived by UE and source eNB from target PCI and KeNB (this is referred to as a horizontal key derivation) or from target PCI and NH (this is referred to as a vertical key derivation) depending on NCC. KeNB* is then used as new KeNB for RRC and UP traffic at the target. When the UE goes into ECM-IDLE all keys are deleted from the eNB.

COUNT-C reusing avoidance for the same radio bearer identity in RRC_CONNECTED mode without KeNB change is left to eNB implementation e.g. by using intra-cell handover, smart management of radio bearer identities or triggering a transition to RRC_IDLE.

In case of HFN de-synchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE. 

14.2
Security termination points

The table below describes the security termination points.

Table 14.2-1 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated in MME
	Required and terminated in MME

	U-Plane Data
	Required and terminated in eNB 
	Not Required 
(NOTE 1)

	RRC Signalling (AS)
	Required and terminated in eNB

	Required and terminated in eNB


	MAC Signalling (AS)
	Not required (NOTE 2)
	Not required

	NOTE 1: Integrity protection for U-Plane is not required and thus it is not supported between UE and Serving Gateway or for the transport of user plane data between eNB and Serving Gateway on S1 interface.



14.3
State Transitions and Mobility

14.3.1
RRC_IDLE to RRC_CONNECTED

As a general principle, on RRC_IDLE to RRC_CONNECTED transitions, RRC protection keys and UP protection keys shall be generated while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility [20].

14.3.2
RRC_CONNECTED to RRC_IDLE

On RRC_CONNECTED to RRC_IDLE transitions, eNBs shall delete the keys they store such that state for idle mode UEs only has to be maintained in MME. It is also assumed that eNB does no longer store state information about the corresponding UE and deletes the current keys from its memory. In particular, on connected to idle transitions:

-
The eNB deletes NH, KeNB ,  KRRCenc , KRRCint  and KUPenc and related NCC.
-
MME keeps KASME stored. 

14.3.3
Intra E-UTRAN Mobility

The key hierarchy does not allow, as is, explicit RRC and UP key updates, but RRC and UP keys are derived based on the algorithm identifiers and  KeNB which results with new RRC and UP keys at every handover: 

-
Source eNB and UE independently create KeNB* with the input parameters as described in 3GPP TS 33.401 [20];

-
KeNB* is given to Target eNB during the HO preparation phase;

-
Both Target eNB and UE considers the new KeNB equal to the received KeNB*.

The handling of HFN and PDCP SN at handover depends on the type of radio bearer:

-
SRB: HFN and PDCP SN are reset.

-
RLC-UM bearers: HFN and PDCP SN are reset.

-
RLC-AM bearers: PDCP SN and HFN are maintained (10.1.2.3).

NOTE:
COUNT-C reusing avoidance is left to network implementation.

14.4
AS Key Change in RRC_CONNECTED

If AS Keys (KUPenc , KRRCint and KRRCenc) need to be changed in RRC_CONNECTED, an intra-cell handover shall be used.

14.5
Security Interworking


Inter-RAT handover from UTRAN to E-UTRAN is only supported after activation of integrity protection in UTRAN. Security may be activated in the target RAN using null ciphering algorithms. If ciphering was not running in UTRAN, it will be activated at handover to E-UTRAN. Integrity protection shall be activated in E-UTRAN on handover from UTRAN/GERAN
For E-UTRAN to UTRAN/GERAN mobility, the MME shall derive and transfer to the SGSN a confidentially key and an integrity key derived from KASME and other input parameters as specified in 3GPP TS 33.401 [20]. Based on this information, the SGSN can in turn derive appropriate keys to be used in the target RAN.

Similarly for UTRAN/GERAN to E-UTRAN mobility, the SGSN shall derive and transfer to the MME a confidentially key and an integrity key CK and IK. Based on this information and other input paramaters as specified in 3GPP TS 33.401 [20], the MME and UE can in turn derive KASME.
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