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Introduction
This document proposes corrections to 36.331 for ETWS notifications.
Proposals
We propose text proposal shown below due to the following reasons:
· In section 4.2.1,
·   UE in RRC_IDLE monitors a paging message to detect ETWS primary notification and system information change as well as incoming calls.

·   UE in RRC_CONNECTED can monitor a paging message to detect ETWS primary notification and system information change.
· In section 4.4,

·   System information can broadcast ETWS notification as well.
· In section 5.2.2.4,

·   The system information acquisition procedure is triggered by ETWS primary notification indication i.e. a paging message indicating ETWS primary notification. This triggering is described in both section 5.3.2.3 and section 5.2.2.4. To avoid duplication of the same description, we propose to remove triggering of the system information acquisition procedure by ETWS primary notification indication described in section 5.2.2.4.
· In section 5.2.2.7 and section 5.3.2.3,
·   We currently have somewhat detailed description of reception of SIB10/11 in section 5.3.2.3 which describes the paging procedure. Thus, we propose that section 5.3.2.3 describes only UE action just upon reception of paging. Then, we propose to remove reception of SIB10/11 from section 5.3.2.3 and move the removed parts of section 5.3.2.3 into section 5.2.2.7 which describes UE action upon reception of SIB1.
·   Scheduling information in SIB1 should contain scheduling of SIB10 as well as SIB11. Otherwise, UE cannot know how SIB10 is transmitted on BCCH. Thus, we propose to add “if the schedulingInformation indicates that SystemInformationBlockType10 is present” in section 5.2.2.7.
Text Proposal for 36.331
4
General

4.1
Introduction

This specification is organised as follows:

-
sub-clause 4.2 describes the RRC protocol model;

-
sub-clause 4.3 specifies the services provided to upper layers as well as the services expected from lower layers;

-
sub-clause 4.4 lists the RRC functions;

-
clause 5 specifies RRC procedures, including UE state transitions;

-
clause 6 specifies the RRC message in a mixed format (i.e. tabular & ASN.1 together);

-
clause 7 specifies the variables (including protocol timers and constants) and counters to be used by the UE;

-
clause 8 specifies the encoding of the RRC messages.

4.2
Architecture

4.2.1
UE states and state transitions including inter RAT

A UE is in RRC_CONNECTED when an RRC connection has been established. If this is not the case, i.e. no RRC connection is established, the UE is in RRC_IDLE state. The RRC states can further be characterised as follows:

-
RRC_IDLE:

-
A UE specific DRX may be configured by upper layers.

-
UE controlled mobility;

-
The UE:

-
Monitors a Paging channel to detect incoming calls, system information change and ETWS primary notification indication;

-
Performs neighbouring cell measurements and cell (re-)selection;

-
Acquires system information.

-
RRC_CONNECTED:

-
Transfer of unicast data to/from UE.

-
At lower layers, the UE may be configured with a UE specific DRX.

-
Network controlled mobility, i.e. handover and cell change order with network assistance (NACC) to GERAN;

-
The UE:

-
Monitors a Paging channel to detect system information change and ETWS primary notification indication;

-
Monitors control channels associated with the shared data channel to determine if data is scheduled for it;

-
Provides channel quality and feedback information;

-
Performs neighbouring cell measurements and measurement reporting;

-
Acquires system information.

The following figure not only provides an overview of the RRC states in E-UTRA, but also illustrates the mobility support between E-UTRAN, UTRAN and GERAN.
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Figure 4.2.1-1: E-UTRA states and inter RAT mobility procedures, 3GPP

The following figure illustrates the mobility support between E-UTRAN, CDMA2000 1xRTT and CDMA2000 HRPD. The details of the CDMA2000 state models are out of the scope of this specification.
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Figure 4.2.1-2: Mobility procedures between E-UTRA and CDMA2000

Editor's note:
In Fig. 4.2.1-2, the procedure name is missing for some transitions. Terminology to be added is FFS.

The inter-RAT handover procedure(s) supports the case of signalling, conversational services (including a “voice call continuity” procedure [FFS depending on SA2 discussions]), non- conversational services and combinations of these. The mobility between E-UTRA and non-3GPP systems other than CDMA2000 is FFS.

In addition to the state transitions shown in Figure 4.2.1-1 and Figure 4.2.1-2 there is support for connection release with redirection information from E-UTRA RRC_CONNECTED to GERAN, UTRAN and CDMA2000, Idle/Dormant mode.

4.2.2
Signalling radio bearers

"Signalling Radio Bearers" (SRBs) are defined as Radio Bearers (RB) that are used only for the transmission of RRC and NAS messages. More specifically, the following three SRBs are defined: 

-
SRB0 is for RRC messages using the CCCH logical channel;

-
SRB1 is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the establishment of SRB2, all using DCCH logical channel;

-
SRB2 is for NAS messages, using DCCH logical channel. SRB2 has a lower-priority than SRB1 and is always configured by E-UTRAN after security activation.

In downlink piggybacking of NAS messages is used only for one dependant (i.e. with joint success/ failure) procedure: bearer establishment/ modification/ release. In uplink NAS message piggybacking is used only for transferring the initial NAS message during connection setup.

NOTE

The NAS messages transferred via SRB2 are also contained in RRC messages, which however do not include any RRC protocol control information. 

Once security is activated, all RRC messages, including those containing a NAS or a non-3GPP message, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering to the NAS messages.

4.3
Services

4.3.1
Services provided to upper layers

The RRC protocol offers the following services to upper layers:

-
Broadcast of general control information;

-
Notification of UEs in RRC_IDLE, e.g. about a terminating call, for ETWS;

-
Transfer of dedicated control information, i.e. information for one specific UE.

4.3.2
Services expected from lower layers

In brief, the following are the main services that RRC expects from lower layers:

-
PDCP: integrity protection and ciphering

-
RLC: Reliable and in-sequence transfer of information, without introducing duplicates and with support for segmentation and concatenation 

Further details about the services provided by Packet Data Convergence Control layer (e.g. integrity and ciphering) are provided in [8]. The services provided by Radio Link Control layer (e.g. the RLC modes) are specified in [7]. Further details about the services provided by Medium Access Control layer (e.g. the logical channels) are provided in [6]. The services provided by physical layer (e.g. the transport channels) are specified in [3]. 

4.4
Functions

The RRC protocol includes the following main functions:

-
Broadcast of system information:

-
Including NAS common information;

Editor's note:
It seems there is no NAS common information anymore

-
Information applicable for UEs in RRC_IDLE, e.g. cell (re-)selection parameters, neighbouring cell information and information (also) applicable for UEs in RRC_CONNECTED, e.g. common channel configuration information.
-
Including ETWS notification
-
RRC connection control:

-
Paging;

-
Establishment/ modification/ release of RRC connection, including e.g. assignment/ modification of UE identity (C-RNTI), establishment/ modification/ release of SRB1 and SRB2, access class barring;

-
Initial security activation, i.e. initial configuration of AS integrity protection (CP) and AS ciphering (CP, UP);

-
RRC connection mobility including e.g. intra-frequency and inter-frequency handover, associated security handling, i.e. key and/ or algorithm change, specification of RRC context information transferred between network nodes;

-
Establishment/ modification/ release of RBs carrying user data (DRBs);

-
Radio configuration control including e.g. assignment/ modification of ARQ configuration, HARQ configuration, DRX configuration;

-
QoS control including assignment/ modification of semi-persistent configuration information for DL and UL, assignment/ modification of parameters for UL rate control in the UE, i.e. allocation of a priority and a prioritised bit rate (PBR) for each RB;

-
Recovery from radio link failure;

-
Inter-RAT mobility including e.g: security activation, transfer of RRC context information;

-
Measurement configuration and reporting:

-
Establishment/ modification/ release of measurements (e.g. Intra-frequency, inter-frequency and inter- RAT mobility);

-
Configuration and (de-)activation of measurement gaps;

-
Measurement reporting.
-
Other functions including e.g. transfer of dedicated NAS information and non-3GPP dedicated information, transfer of UE radio access capability information, support for E-UTRAN sharing (multiple PLMN identities);

-
Generic protocol error handling;

-
Support of self-configuration and self-optimisation;

NOTE

Random access is specified entirely in the MAC i.e. including initial power estimation.

5
Procedures

5.1
General

5.1.1
Introduction

The procedural requirements are structured according to the main functional areas: system information (5.2), connection control (5.3), inter-RAT mobility (5.4) and measurements (5.5). In addition there is a section other (5.6) that covers e.g. NAS dedicated information transfer, UE capability transfer. Finally, section 5.7 specifies the general error handling.

5.1.2
General requirements

The UE shall:

1>
process the received messages in order of reception by RRC, i.e. the processing of a message shall be completed before starting the processing of a subsequent message;

NOTE:
E-UTRAN may initiate a subsequent procedure prior to receiving the UEs response of a previously initiated procedure.

1>
set the rrc-TransactionIdentifier in the response message, if included, to the same value as included in the message received from E-UTRAN that triggered the response message;

Editor's note:
The above is based on the following working assumptions: a) so far no need has been identified for an activation time, b) for procedure completion there is not need to wait for an L2 ACK

Editor's note:
The UE can only initiate the UL information transfer procedure while in RRC_CONNECTED, i.e. this does not include the transient states while the UE is waiting for a response to connection request or a connection re-establishment request.

Editor's note:
The UE continuously ongoing actions in idle and connected (i.e. normative versions of the statements in 4.2.1) are specified within the respective sections, e.g. system information, paging (36.304), measurements. Same applies for the actions upon state transitions.

To be completed

5.2
System information

5.2.1
Introduction

5.2.1.1
General

System information is divided into the MasterInformationBlock (MIB) and a number of SystemInformationBlocks (SIBs). The MIB includes a limited number of most essential and most frequently transmitted parameters that are needed to acquire other information from the cell, and is transmitted on BCH. SIBs other than SystemInformationBlockType1 are carried in SystemInformation (SI) messages and mapping of SIBs to SI messages is flexibly configurable by schedulingInformation included in SystemInformationBlockType1, with restrictions that: each SIB is contained only in a single SI message, only SIBs having the same scheduling requirement (periodicity) can be mapped to the same SI message, and SystemInformationBlockType2 is always mapped to the SI message that corresponds to the first entry in the list of SI messages in schedulingInformation. There may be multiple SI messages transmitted with the same periodicity. SystemInformationBlockType1 and all SI messages are transmitted on DL-SCH.

5.2.1.2
Scheduling
The MIB uses a fixed schedule with a periodicity of 40 ms and repetitions made within 40 ms. The first transmission of the MIB is scheduled in subframe #0 of radio frames for which the SFN mod 4 = 0, and repetitions are scheduled in subframe #0 of all other radio frames.

The SystemInformationBlockType1 uses a fixed schedule with a periodicity of 80 ms and repetitions made within 80 ms. The first transmission of SystemInformationBlockType1 is scheduled in subframe #5 of radio frames for which the SFN mod 8 = 0, and repetitions are scheduled in subframe #5 of all other radio frames for which SFN mod 2 = 0.

The SI messages are transmitted within periodically occurring time domain windows (referred to as SI-windows) using dynamic scheduling. Each SI message is associated with a SI-window and the SI-windows of different SI messages do not overlap. That is, within one SI-window only the corresponding SI is transmitted. The length of the SI-window is common for all SI messages, and is configurable. Within the SI-window, the corresponding SI message can be transmitted a number of times in any subframe other than MBSFN subframes, uplink subframes in TDD, and subframe #5 of radio frames for which SFN mod 2 = 0. The UE acquires the detailed time-domain scheduling (and other information, e.g. frequency-domain scheduling, used transport format) from decoding SI-RNTI on PDCCH (see TS 36.321 [6].

A single SI-RNTI is used to address SystemInformationBlockType1 as well as all SI messages.

SystemInformationBlockType1 configures the SI-window length and the transmission periodicity for the SI messages.

Editor's note:
In the unlikely event that serving cell paging and target cell DBCH overlap in time one of the two activities will need to be prioritised. This may lead into paging reception loss or increases in cell reselection interruption time.

5.2.1.3
System information validity and notification of changes

Change of system information (other than for ETWS) only occurs at specific radio frames i.e. the concept of a modification period is used. SI messages may be transmitted a number of times with the same content within a modification period, as defined by its scheduling. The modification period boundaries are defined by SFN values for which SFN mod modificationPeriod= 0. The modificationPeriod is configured by system information.

When the network changes (some of the) system information, it first notifies the UEs about this change i.e. this may be done throughout a modification period. In the next modification period, the network transmits the updated system information. These general principles are illustrated in figure 5.2.1.3-1, in which different colours indicate different system information. Upon receiving a change notification, the UE knows that the current system information is valid until the next modification period boundary. After this boundary, the UE acquires the new system information. There is a (short) period during which the UE does not have valid system information.
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Figure 5.2.1.3-1: Change of system Information 

The Paging message is used to inform UEs in RRC_IDLE and UEs in RRC_CONNECTED about a system information change. If the UE receives a Paging message including the systemInfoModification, it knows that the system information changes at the next modification period boundary. Although the UE may be informed about changes in system information, no further details are provided e.g. regarding which SI message has changed.

SystemInformationBlockType1 includes a value tag that indicates if a change has occurred in the SI messages. UEs may use this value tag e.g. upon return from out of coverage, to verify if the previously acquired system information is still valid. The UE considers system information to be valid for at most 3 hours from the moment it was received.

The UE verifies that acquired system information remains valid either by checking the value tag in SystemInformationBlockType1 after the modification period boundary or, by attempting to find the systemInfoModification indication at least modificationPeriodCoeff times during a modificationPeriod in case no paging is received. If no paging message is received by the UE during a modificationPeriod, the UE may assume that no change of system information will occur in the next modificationPeriod. If UE in RRC_CONNECTED, during a modification period, receives one paging message it may deduce from the presence/absence of systemInfoModification whether a change of system information will occur in the next modificationPeriod or not.
Editor's note:
The UE requirements corresponding with the above descriptive text are still to be captured elsewhere, e.g. within the paging procedure which may trigger the BCCH acquisition procedure.

5.2.1.4
Indication of ETWS primary notification
ETWS primary notification can occur at any point in time. The Paging message is used to inform UEs in RRC_IDLE and UEs in RRC_CONNECTED about presence of an ETWS primary notification. If the UE receives a Paging message including the etws-PrimaryNotificationIndication, it knows that the ETWS primary notification is present. ETWS primary notification is contained in SystemInformationBlockType10.

Editor's note:
The details of when the ETWS capable UEs read paging in RRC_CONNECTED is FFS.

Editor's note:
Indication of ETWS secondary notification is FFS, which of the mechanisms described in 5.2.1.3 or 5.2.1.4 will be used.

5.2.2
System information acquisition

5.2.2.1
General
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Figure 5.2.2.1-1: System information acquisition, normal

The UE applies the system information acquisition procedure to acquire the AS- and NAS- system information that is broadcasted by the E-UTRAN. The procedure applies to UEs in RRC_IDLE and to UEs in RRC_CONNECTED.

5.2.2.2
Initiation

The UE shall apply the system information acquisition procedure upon selecting (e.g. upon power on) and upon re-selecting a cell, after handover completion, after entering E-UTRA from another RAT, upon return from out of coverage, upon receiving a notification that the system information has changed and upon exceeding the maximum validity duration.

5.2.2.3
System information required by the UE

The UE shall

1>
ensure having a valid version, as defined below, of (at least) the following system information, also referred to as the ‘required’ System Information: 

2>
if in RRC_IDLE:
3>
the MasterInformationBlock and SystemInformationBlockType1 messages as well as SystemInformationBlockType2 through SystemInformationBlockType8, depending on support of the concerned RATs, and SystemInformationBlockType9;

2>
if in RRC_CONNECTED:
3>
the MasterInformationBlock, the SystemInformationBlockType1 and the SystemInformationBlockType2 messages as well as SystemInformationBlockType8, depending on support of CDMA2000, and SystemInformationBlockType9;
2>
if the UE is ETWS capable:
3>
the SystemInformationBlockType10 and the SystemInformationBlockType11 in addition to the above system information required for RRC_IDLE and RRC_CONNECTED;
1>
consider any stored system information to be invalid if it was received more than 3 hours ago;

1>
consider any stored system information to be invalid if the value tag included in the SystemInformationBlockType1 message transmitted on BCCH is different from the one of the stored system information;

5.2.2.4
System information acquisition by the UE

The UE shall

1>
if the procedure is triggered by a system information change notification:
2>
start acquiring the required system information, as defined in 5.2.2.3, from the beginning of the modification period following the one in which the change notification was received;


1>
if the UE is in RRC_IDLE and enters a cell for which the UE does not have stored a valid version of the system information required in RRC_IDLE, as defined in 5.2.2.3:
2>
acquire the system information required in RRC_IDLE, as defined in 5.2.3.

1>
following successful handover completion to a cell for which the UE does not have stored a valid version of the system information required in RRC_CONNECTED, as defined in 5.2.2.3:

2>
acquire the system information required in RRC_CONNECTED, as defined in 5.2.3;
Editor's note:
It has been agreed that the time critical information, i.e. the information required to continue the user plane in the target cell, shall be included in the handover command. The UE obtains the other information, e.g. the modification period, from system information.

1>
following a request from CDMA upper layers: 
2>
acquire SystemInformationBlockType8, as defined in 5.2.3;
Editor's note:
It is FFS if there is a need to explicitly specify which operations the UE is not required to perform prior to receiving the required system information i.e. this may be implied from the other, not time critical, configuration information. 

1>
not initiate the RRC connection establishment or RRC connection re-establishment procedure if it does not have a valid version of the system information required in RRC_CONNECTED, as defined in 5.2.2.3. 

The UE may apply the received SIBs immediately i.e. the UE does not need to delay using a SIB until all SI messages have been received.

5.2.2.5
Essential system information missing

The UE shall

1>
if in RRC_IDLE and the cell does not transmit the MasterInformationBlock, the SystemInformationBlockType1 or the SystemInformationBlockType2:

2>
Consider the cell to be barred in accordance with TS 36.304 [4].

5.2.2.6
Actions upon reception of the MasterInformationBlock message

Upon receiving the MasterInformationBlock message the UE shall:

1> 

To be completed

Editor's note:
The aim is to specify only a minimum of specific behaviour in these sections

5.2.2.7
Actions upon reception of the SystemInformationBlockType1 message

Upon receiving the SystemInformationBlockType1 message the UE shall:

1>
forward the IE cellIdentity to upper layers;

1>
forward the IE TrackingAreaCode to upper layers;
1>
if the UE is ETWS capable:

2>
if the schedulingInformation indicates that SystemInformationBlockType10 is present:

3>
acquire SystemInformationBlockType10;

2>
if the schedulingInformation indicates that SystemInformationBlockType11 is present:

3>
acquire SystemInformationBlockType11.
To be completed
5.2.2.8
Actions upon reception of SystemInformation messages

Upon receiving a SystemInformation message the UE shall:

1>


To be completed

Editor's note:
The following sections aim to cover specific actions e.g. the triggering of a procedure upon receipt of an IE within a SIB. UE handling related to IEs may also be included in the procedures using the information e.g. the connection establishment includes actions related to the access class barring info. For some SIBs a section may not be needed.

5.2.2.9
Actions upon reception of SystemInformationBlockType2
Upon receiving SystemInformationBlockType2, the UE shall:

1>
if a (UE specific) paging cycle was received (signalling details FFS):

Editor's note:
It is FFS is the UE specific DRX value is signalled by NAS or AS.
2>
Apply the lowest of the paging cycle and the defaultPagingCycle included in the radioResourceConfigCommon;
1>
else:

2>
Apply the defaultPagingCycle included in the radioResourceConfigCommon;
1>
if the IE mbsfn-SubframeConfiguration is included:

2>
consider that no other DL assignments occur in the MBSFN subframes indicated in the IE mbsfn-SubframeConfiguration:

1>
TBS

5.2.2.10
Actions upon reception of SystemInformationBlockType3
Upon receiving SystemInformationBlockType3, the UE shall:

1>
TBS

5.2.2.11
Actions upon reception of SystemInformationBlockType4
Upon receiving SystemInformationBlockType4, the UE shall:

1>
TBS

5.2.2.12
Actions upon reception of SystemInformationBlockType5
Upon receiving SystemInformationBlockType5, the UE shall:

1>
TBS

5.2.2.13
Actions upon reception of SystemInformationBlockType6
Upon receiving SystemInformationBlockType6, the UE shall:

1>
TBS

5.2.2.14
Actions upon reception of SystemInformationBlockType7
Upon receiving SystemInformationBlockType7, the UE shall:

1>
TBS

5.2.2.15
Actions upon reception of SystemInformationBlockType8
Upon receiving SystemInformationBlockType8, the UE shall:

1>
if the IE hrpd-PreRegistrationInfo is included and UE has not received it within a RRCConnectionReconfiguration message after entering this cell:

2>
forward the hrpd-PreRegistrationInfo to CDMA upper layers;

1>
if the IE onexrtt-CSFBRegistrationInfo is included:

2>
forward the onexrtt-CSFBRegistrationInfo to the CDMA upper layers and only use this information for CS registration towards 1xRTT in the EUTRA cell in which it was received;
1>
if the IE onexrtt-LongCodeState is included:

2>
forward the onexrtt-LongCodeState to CDMA upper layers;

1>
if the IE CDMA2000-SystemTimeInfo is included:

2>
forward the CDMA2000-SystemTimeInfo to CDMA upper layers;

1>
if the UE is in RRC_IDLE and if the IE searchWindowSize is included:

2>
forward the searchWindowSize to CDMA upper layers;

1>
TBC

5.2.2.16
Actions upon reception of SystemInformationBlockType9
Upon receiving SystemInformationBlockType9, the UE shall:

1>
forward the HNBID to upper layers;

5.2.2.17
Actions upon reception of SystemInformationBlockType10
Upon receiving SystemInformationBlockType10, the UE shall:

1>
forward the etws-PrimaryNotification to upper layers;

5.2.2.18
Actions upon reception of SystemInformationBlockType11
Upon receiving SystemInformationBlockType11, the UE shall:

1>
if all the etws-SecondaryNotification segments are received:

2>
forward the complete etws-SecondaryNotification to upper layers;
1>
else:

2>
continue reception of SystemInformationBlockType11;
5.2.3
Acquisition of an SI message

When acquiring an SI message, the UE shall:

1>
determine the start of the SI-window for the concerned SI message as follows:

2>
for the concerned SI message, determine the number n which corresponds to the order of entry in the list of SI messages configured by schedulingInformation in SystemInformationBlockType1;

2>
determine the integer value x = (n – 1)*w, where w is the si-WindowLength;

2>
the SI-window starts at the subframe #a, where a = x mod 10, in the next radio frame for which SFN mod T = FLOOR(x/10), where T is the si-Periodicity of the concerned SI message;

Editor's note:
It is FFS whether SFN mod T = FLOOR(x/10) + 8 should be used instead.

NOTE:
E-UTRAN should configure an SI-window of 1ms only if all SIs are scheduled before sub-frame #5 in radio frames for which SFN mod 2 = 0.

1>
receive DL-SCH using the SI-RNTI from the start of the SI-window and continue until the end of the SI-window whose absolute length in time is given by si-WindowLength, or until the SI message was received, excluding the following subframes:
2>
subframe #5 in radio frames for which SFN mod 2 = 0;
2>
any MBSFN subframes;

2>
any uplink subframes in TDD;

1>
if the SI message was not received by the end of the SI-window, repeat reception at the next SI-window occasion for the concerned SI message.

5.3
Connection control

5.3.1
Introduction

5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting. However, the UE only accepts a handover command when security is activated.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish radio bearers) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and of radio bearers carrying user data (DRBs), i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and for DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.

5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. RRC handles the integrity protection configuration (integrity protection algorithm and the AS base-key -  KeNB), which is common for signalling radio bearers SRB1 and SRB2. RRC also handles the ciphering configuration (ciphering algorithm and the AS base-key - KeNB), which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1, SRB2) as well as for those carrying user data (DRBs). 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Use of a ‘NULL’ integrity protection algorithm is FFS.

NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The AS keys (both the base-key and the derived-keys) change upon every handover and connection re-establishment. No additional AS-parameters (i.e. specific for this purpose) are exchanged to serve as inputs for the derivation of the new AS keys. An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

5.3.1.3
Connected mode mobility

In RRC_CONNECTED, the network controls UE mobility, i.e. the network decides when the UE shall move to which cell (which may be on another frequency or RAT). The network triggers the handover procedure e.g. based on radio conditions, load. To facilitate this, the network may configure the UE to perform measurement reporting (possibly including the configuration of measurement gaps). The network may also initiate handover blindly, i.e. without having received measurement information from the UE.

For mobility within E-UTRA, handover is the only procedure that is defined. Before sending the handover command to the UE, the source eNB prepares one or more target cells. The target eNB generates the message used to perform the handover, i.e. the message including the AS-configuration to be used in the target cell. The source eNB transparently (i.e. does not alter values/ content) forwards the handover message/ information received from the target to the UE. When appropriate, the source eNB may initiate data forwarding for (a subset of) the radio bearers.

After receiving the handover command, the UE attempts to access the target cell at the first available RACH occasion, i.e. the handover is asynchronous. Consequently, when allocating a dedicated preamble for the random access in the target cell, E-UTRA shall ensure it is available from the first RACH occasion the UE may use. Upon successful completion of the handover, the UE sends a handover confirmation.

After the successful completion of handover, PDCP SDUs may be re-transmitted in the target cell. This only applies for radio bearers carrying user data and using RLC-AM mode. The further details are specified in [8].

After the successful completion of handover, the SN and the HFN are reset except for the radio bearers carrying user data and using RLC-AM mode (for which both SN and HFN continue). The further details are specified in [8].

Editor's note:
W.r.t. handover there is one UE behaviour regardless of the handover procedures used within the network (e.g. whether the handover includes X2 or S1 signalling procedures).

The source eNB should, for some time, maintain a context to enable the UE to return in case of handover failure. After having detected handover failure, the UE attempts to resume the RRC connection either in the source or in another cell using the RRC re-establishment procedure. This connection resumption succeeds only if the accessed cell is prepared, i.e. concerns a cell of the source eNB or of another eNB towards which handover preparation has been performed.
5.3.2
Paging

5.3.2.1
General
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Figure 5.3.2.1-1: Paging

The purpose of this procedure is to transmit paging information to a UE in RRC_IDLE and/ or to inform UEs in RRC_IDLE and UEs in RRC_CONNECTED about a system information change or about an ETWS primary notification. The paging information is provided to upper layers, which in response may initiate RRC connection establishment, e.g. to receive an incoming call. 

5.3.2.2
Initiation

E-UTRAN initiates the paging procedure by transmitting the PAGING message at the UE’s paging occasion as specified in TS 36.304 [4]. E-UTRAN may identify multiple UEs within a Paging message.

5.3.2.3
Reception of the Paging message by the UE

Upon receiving the Paging message, the UE shall:

1>
If in RRC_IDLE, for each of the Paging records included in the Paging message:

2>
If the ue-identity included in the pagingRecordList matches one of the UE identities allocated by upper layers:

3>
forward the ue-Identity, the cn-Domain and the pagingCause to the upper layers.

1>
If the systemInfoModification is included:

2> re-acquire the required system information using the system information acquisition procedure as specified in 5.2.2.

1>
If the etws-PrimaryNotificationIndication is included and the UE is ETWS capable:

2>
re-acquire SystemInformationBlockType1 immediately, i.e., without waiting until the next system information modification boundary using the system information acquisition procedure as specified in 5.2.2.
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