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1
Introduction
In this contribution we discuss the issue that KeNB and MAC-I are out of synchronization due to an error at RRC Connection Re-establishment procedure and share our view with this issue.
2
Discussion
Backgrounds:

In 33.401 [2], SA3 gives the key refresh on handover procedure, we can see the source eNB needs physical cell ID of the target cell for KeNB * derivation. And in LS [3] from SA3, SA3 claims it again “physical Cell Id must be known also to source eNB if it is to be used in KeNB* generation”.
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Fig-1: Key refresh on intra-MME handover (X2 handover)
In current 36.331, MAC-I calculation have the following description:


[image: image2]
From above, we see MAC-I calculation is involved with the identity of the target cell.
Question description: 
For RLF recovery, UE may select a suitable cell for access. Supposing that the target cell in handover preparation phase is cell 1 in target eNB, but in RRC reestablishment procedure, UE selects cell 2 for access in the same target eNB. In this case, target eNB has got the KeNB * which is derived based on cell 1 physical cell ID. But at UE side, the input parameter for KeNB *derivation is physical cell ID of cell2. Then KeNB is out of synchronization between UE and NW, the RRC Connection Reestablishment procedure will fail. This means that the RRC connection reestablishment procedure is always failure unless reestablishment procedure is performed in source or target cell.
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Fig-2 Currently key refresh procedure (RLF case)

In the above occasion, MAC-I have the same problem. 

How to address this question?
Solution 1:
In RRC reestablishment procedure, the target eNB sends the physical cell ID which used for derivation for KeNB* in source eNB. So UE can derives KeNB * from the same physical cell ID.
Drawbacks of this solution:

· The original physical cell ID of target cell in handover preparation procedure shall be included in RRC Re-establishment message.

· UE and NW derive KeNB * based on one physical cell ID other than itself, it seems some strange.
· Can not solve MAC-I problem.
So we don’t think it is a good idea.
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Fig-3 UE derives KeNB * from the same physical cell ID in HO
Solution 2:
When handover, the source eNB derives two KeNB*, one is KeNB *1 from physical cell ID and the other is KeNB * 2 from target eNodeB ID. Both these two KeNB*s are provided to target eNB in handover preparation phase.

In normal and successful HO procedure, since UE can only get the physical cell ID of the target cell, then only the KeNB*1 shall be used.

In all other case, i.e. on occasion of RRC Connection Reestablishment, e.g. RLF, HOF, the KeNB*2 shall be used. Before UE access to target cell, UE shall read SI to get the CGI and extract the target eNB ID, then UE and target eNB can share the KeNB*2 based on the eNB ID.
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Fig-4 Key refresh on normal handover procedure
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Fig-5 Key refresh on reestablishment procedure

In this solution, source eNB shall derive two KeNB*, but the KeNB* derivation process only takes several microseconds, then it has little impact on performance. On the other hand, this solution has no impact on radio interface; especially no additional informationadded in handover command message, so we think it is the best one and propose it could be adopted.
MAC-I is only used in RRC Connection Re-establishment procedure. So, just MAC-I calculation param “the identity of the target cell” is changed to “the identity of the target eNodeB” will solve the problem.
3
Conclusion
In this document we recognize the problem of the key derivation and MAC-I in RRC reestablishment procedure, and give two possible solutions. Based on the discussion above, we prefer solution 2.and suggest it could be adopted.
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5
Text Proposal
5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the IE ue-Identity as follows:
2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the cellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the authenticationCode to a MAC-I calculated over:

3>
the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);

3>
the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases)
3>
the identity of the target eNodeB (details FFS)
1>
set the IE reestablishmentCause as follows (details FFS):










































































































































2>	set the authenticationCode to a MAC-I calculated over:


3>	the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);


3>	the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases)


3>	the identity of the target cell (details FFS)
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