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1 Introduction
This paper demonstrates what appears to be a serious flaw in the Random access procedure. It allows a malicious device to deny service to other UEs. We analyze the issue and propose solutions.
2 Discussion

The LTE Random access response message assigns a temporary C-RNTI and includes a timing advance and an UL grant. The UL grant is used by the UE to transmit message 3.
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 Figure : LTE Random Access procedure

The RA response is addressed (on the PDCCH) to the RA-RNTI corresponding to the RACH occasion that was used by the UE to transmit the RA preamble. In the contention based RACH procedure, message 3 can be an RRC Connection establishment request or an RRC Connection Re-establishment request. The RACH procedure has a loophole that a malicious UE can exploit to deny service to other UEs.
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Figure 2: Example of exploitation of the RACH loophole

The malicious UE can simply listen for RA responses (by searching for valid RA-RNTIs on the PDCCH) and acquire the UL grants. It can then use the resource assigned in the UL grant to send a fake message 3. For example, the malicious UE sends an RRC Connection Re-establishment request as message 3 including in it a randomly chosen authentication code, any C-RNTI and PCI. The eNB cannot identify the UE requesting the re-establishment; therefore it rejects the RRC connection establishment. The legitimate UE may have started the RACH procedure for an RRC connection re-establishment or an RRC connection establishment. In both cases the legitimate UE’s attempt to send message 3 fails and it re-attempts the procedure. The malicious UE repeats the procedure and this leads to a denial of service to the legitimate UE. 
Even with the non-contention RACH procedure, a malicious UE can deny service to the legitimate UE. For example when UE performs a RACH for UL synchronization to a target cell during a handover, the malicious UE can capture the RA response and use the resource indicated in the UL grant to send an RRC connection re-establishment request indication a handover failure. This leads the legitimate UE eventually to a handover failure.
Potential Solutions
TS 36.321 lists the structure of the Random access response message. The RA preamble used by a UE is echoed in the MAC sub-header corresponding to the Random access response PDU intended for the UE. Note that an RA response message can contain multiple RA responses; that is, the RA response message can respond to multiple UEs that send RA preambles in a particular RACH occasion. Also note that the RA response message is addressed to an “RA-RNTI”; there is a one to one association between the RA-RNTIs and the RACH occasions in each radio frame.
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Figure 6.1.5-1: E/T/RAPID MAC sub-header


[image: image4.emf]BI E R Oct 1 R T


Figure 6.1.5-2: E/T/R/R/BI MAC sub-header
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Figure 6.1.5-3: MAC RAR
2.1.1 Solution 1

Solution 1 consists of scrambling the UL grant within the RA response message so that the malicious UE cannot correctly decode it. The eNB:

1. Computes a CRC over the MAC RAR block (shown above)

2. Scrambles computed CRC using the received RA preamble

3. Scrambles the MAC RAR block using the received RA preamble

4. Transmits the scrambled MAC RAR block and the scrambled CRC in the RA response message.

A UE that receives the RA response message and the MAC RAR block within it:

1. De-scrambles the received MAC RAR block and the corresponding received CRC using the RA preamble it transmitted to obtain RAR-descrambled and CRC-descrambled respectively

2. Computes the CRC of RAR-descrambled

3. If the CRC of RAR-descrambled is equal to CRC-descrambled, then UE considers the RAR to be intended for itself. Otherwise, the RAR is intended for a different UE.

The RA preamble is not known to the malicious UE (malicious UE would have to try all of the 64 RA preambles to try to successfully decode the message).

The CRC can be transmitted in place of the RA preamble ID (“RAPID”) in the current PDU structure.

2.1.2 Solution 2

Currently after transmitting a RACH preamble a UE awaits an RA response message addressed to an RA-RNTI, where RA-RNTI is defined as t_id + 10 × f_id; and 0 ≤ t_id < 10 and 0 ≤ f_id < 6. The maximum value of the RA-RNTI is 59. Instead of this the RA response message is addressed to an RNTI t_id + 10 × f_id + (pr × 64), where pr is the RA-preamble received by the eNB. This ensures that the 6 least significant bits of the RNTI are the RA-RNTI and the next 6 least significant bits are the preamble pr.

A UE receives this message by looking for the correct RNTI and a malicious UE is unable to determine the correct RNTI to look for because it is not aware of the RA preamble transmitted by the legitimate UE.

This solution eliminates the need to echo the RA preamble in the RA response message, thus making the RA response message smaller.

However, note that currently the MAC specification allows multiple RA responses to be included in a single RA response message. For solution 2 to be used only one RA response can be included in an RA response message (requires corresponding change to the MAC specification).

3 Conclusion
We have described a problem with the current RACH procedure that allows malicious UEs to perform denial of service attacks and proposed solutions to the problem. It is proposed that RAN2 discuss and adopt one of the solutions proposed.
Solution 2 requires a restriction on the Random access response message that only one RAR can be included in the message. It reduces the size of the message (because the RA preamble ID is not echoed). However, when multiple RARs have to be sent, it uses more downlink resources (multiple message headers and CRCs).
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