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Introduction
SA3 has discussed the question whether it may be possible to achieve the same functionality as the RRC counter check procedure using already existing mechanisms. However, the lower level radio details are not in the SA3 competence area, and SA3 would hence like feed back from RAN2 whether this would be possible.

SA3 wants to counter the threat an attacker injecting packets on the UE's DRBs when ciphering is not used. The assumption is that the attacker is intelligent and can transmit data and understand the protocol stacks. SA3 has identified a counter check procedure solution which is currently included in TS 33.401. However, during SA3#52, the question was raised whether the requirement to be able to detect malicious packet injection could be met by already existing mechanisms in the radio protocol stack and hence making the RRC counter check procedure superfluous. 

Therefore SA3 kindly asks RAN2 to evaluate the attack scenarios below. 
When user plane ciphering is enabled, injection attacks are not deemed as a major threat by SA3, since injecting meaningful data is considered too difficult. Note though that integrity protection of RRC can always be assumed to be enabled.
For SA3 to be able to decide if it is possible to detect packet injection even without the RRC counter check procedure, SA3 would appreciate answers to the following questions:

1. In case the UE and the attacker are both in range of the eNB, would it be possible for the eNB to detect that an attacker injects packets on the UE's DRBs e.g. if the attacker overpowers the UE’s transmissions or jams UE’s uplink packets and sends them by itself?

a. Even if the UE or eNB do not send any data themselves? 

b. If it is not possible to detect this attack, what would be the conditions  that have to be met for this to not be possible and how frequently would they occur?
2. In case the UE goes out of reach of the eNB and the attacker keeps sending data on the UE's DRBs, would it be possible for the eNB to detect the injected packets? We assume that even if the attacker sends dummy packets to ensure that PDCP SN wraps around exactly to the same position before the attacker started injecting packets and the real UE comes back and continues sending with the SN+1 value. Note that when ciphering is not enabled, the de-synchronization of the HFN is not identified by the security procedures.
a. If a UE is only out of coverage for a short while (so that no integrity protected RRC response have been requested from the UE or they have not timed out), would it be possible to detect that packets were injected in the meantime? 

b. If the answer to 2b is No, how long period of time would the UE, especially if the user does note physically move and the radio conditions remain the same (e.g. fixed location terminal), be able to stay out of coverage from the eNB before the eNB would decide to drop the UE context (because of the eNB not getting any responses to integrity protected RRC requests)?
This LS should not be misinterpreted as a request for development an alternative RAN procedure replacing the RRC counter check procedure.

Actions:
To RAN2:
SA3 kindly asks RAN2 to evaluate the described attack scenarios above and reply to the questions given. If RAN2 believes that it is possible to counter the threat of packet injection without the use of the RCC counter check procedure, SA3 needs to evaluate that procedure and if applicable indicate to RAN2 whether counter check procedure can be replaced. In any case SA3 thinks that the threats have to be mitigated and that counter check procedure fulfills the requirements from SA3.
SA3 kindly asks RAN2 to provide feedback to the questions above.
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