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1. Description
SA3 identified key stream re-use problems when cached security context is used in the MME on E-UTRAN side or on S4 SGSG on UTRAN/GERAN side and there is a handover where the cached keys are continuously re-mapped to a mapped security context for the target system.
SA3 decided to use the current NAS downlink COUNT and use it in the target system CK’ and IK’ derivation for intersystem handovers from E-UTRAN to UTRAN/GERAN. For the purpose of possible NAS downlink message lost, the current NAS downlink COUNT value needs to be synchronized for the UE in the HO Command.
For this purpose the MME sends the necessary bits to the source eNB, so that source eNB can send the necessary number of bits to the UE.

2. Actions:

To RAN2:
Please indicate whether 4 or more least significant bits of the current NAS downlink COUNT can be sent to the UE in the HO Command.
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