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1. Overall Description:

RAN2 would like to thank SA3 for the reply LS on Authentication at RRC Connection Re-establishment in R2-083093/ S3-080532. RAN2 can clarify on the RRC connection re-establishment procedure as below:

1. The UE transmits the RRC Connection Re-establishment Request message to the eNB. This message is sent on SRB0 (CCCH) without a PDCP header. That is, no ciphering or integrity protection is applied in the PDCP layer. The message contains the C-RNTI that was used in the previous serving cell, the physical cell identity of the previous serving cell, a short MAC-I and the re-establishment cause. As per the current agreement, the short MAC-I is calculated by the source eNB and forwarded at handover to the target eNB.
2. Upon reception of the RRC Connection Re-establishment Request message, the eNB checks whether it has the relevant UE context (based on the C-RNTI, physical cell identity and short MAC-I included in the message). If the UE is authenticated, the eNB sends the RRC Connection Re-establishment message. The message is sent on SRB0 (CCCH) and includes information to configure dedicated radio resources. 
3. Upon reception of the RRC Connection Re-establishment message, the UE applies the dedicated radio resource configuration and resumes SRB1 (DCCH). The UE replies with the RRC Connection Re-establishment Complete message, which is sent on SRB1 (DCCH). The RRC Connection Re-establishment Complete message and any subsequent message are ciphered and integrity protected by the PDCP layer. The security algorithm previously used before initiation of the re-establishment procedure will continue to be used. That is, no change of security algorithm is supported upon re-establishment. Note that the COUNT value is reset to zero, and the RAN2 assumption is that the KeNB is updated upon the re-establishment procedure. The use of all radio bearers other than SRB1 are still suspended until a subsequent RRC Connection Reconfiguration message is received.
4. The re-establishment procedure will be immediately followed by an RRC Connection Reconfiguration procedure. The eNB sends the RRC Connection Reconfiguration message to resume the other radio bearers. This message is sent on SRB1 (DCCH) and is ciphered and integrity protected by the PDCP layer.
5. Upon reception of the RRC Connection Reconfiguration message, the UE applies the configurations received and resumes radio bearers that have been suspended. The UE further responds with an RRC Connection Reconfiguration Complete message, which is sent on SRB1 (DCCH) and is ciphered and integrity protected by the PDCP layer.

RAN2 can provide the following responses to the questions asked by SA3:
Q2. SA3 kindly asks RAN2 to clarify the use of RRC Connection Re-establishment Complete message with regard to direction of the message, contents and actions on reception of the message.

The RRC Connection Re-establishment Complete message is sent from the UE to the eNB, in response to the RRC Connection Re-establishment message received. Currently the RRC Connection Re-establishment Complete message does not contain any information, and is used only as an acknowledgement to the RRC Connection Re-establishment. Upon reception of the message, the eNB would further initiate an RRC connection reconfiguration procedure that is ciphered and integrity protected to resume the use of other radio bearers.
Q3. SA3 requests further information from RAN2 regarding the impact that processing of RRC Connection Re-establishment message with false parameters might have, both on the UE itself and on the radio communication of other UEs. Which additional messages (if any) are required to resume C-plane and U-plane communication between UE and eUTRAN.

The RRC Connection Re-establishment message is used to resume SRB1 only, and all other radio bearers remain suspended until successful completion of the subsequent RRC connection reconfiguration procedure. The reception of the message including false parameters might cause the UE to transmit some physical layer feedback signals on wrong radio resources, hence causing potential interference to the UL signals of other UEs. However, this would only last for a very short time, only until the UE receives the subsequent RRC Connection Reconfiguration message, which is integrity protected by the PDCP layer.
Q4. SA3 kindly asks RAN2 to confirm:

· That physical cell Id reuse in the local environment is an infrequent occurrence.

· That the physical cell Id of the target eNB is known to the source eNB
RAN2 can confirm the above two bullet points.

2. Actions:

To SA WG3:
ACTION: 
RAN2 kindly asks SA3 to take the above into account.
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